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Let’s recall Amazon S3
security principles

aws

S
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Where EPARC lives...

'Statement"|
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'Effect''Allow/Deny"

'Principal’'arn"
'Action"'s3:GetObject’,
'Resource"'arn’,
'‘Condition"{
‘condition"{"key""value" }

}
}




|dentity-based

What can this
principal do?

Resource-based

Who can access
the S3 bucket
and objects?
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Effect
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Action
Resource
Condition

Effect
Principal
Action
Resource
Condition
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Principal

o &

Resource

AWS accounts
|IAM users
Roles

AWS services

Anonymous users

Bucket
Object



Account-1

8 % "s3:PutObject",
8 "s3:GetObject"],

"Resource": "arn:aws:s3:::/reinvent21/*"

"Effect": "Allow",
"Action": [

User / App
« Users can read and write to the bucket

in the same account

Private by default

Bucket

aws
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Account-1

8

User / App

"Effect":
"Action":

"s3:PutObject",
"s3:GetObject"],
"Resource”

"Allow",

[

"arn:aws:s3:::/reinvent21/*"

T

ACCTU nt-2

Bucket

e Users
in

to read and write to the bucket

Private by default
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Account-1

8

User / App

"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject"],
"Resource"”: "arn:aws:s3:::/reinvent2l/*"

Acc«fu nt-2

E;

Bucket

« Users can read and write to the bucket
In account-2

"Effect": "Allow",
YPrincipal”:{"AWS":"1111111111"}
"Action": [

"s3:PutObject"”,

"s3:GetObject"],
"Resource": "arn:aws:s3:::/reinvent21/*"

« The bucket can be read and written
by account-1



88% il

User / app
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7] Pattern

Remove unnecessary
permissions

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




User ARN arn:aws:iam:11111111111 2 reinvemt21-user
Path

Creation time 2018-01-20 13:51 UTC+0200

Permissions Groups (1) Tags Security credentials Access Advisor

Access Advisor shows the ces that this user can access and when those services were last accessed. Review this data to remove unused
permissions.

<

o
I A M dCCesS a d VISOr e
Access Advisor reports management action activity that is logged by CloudTrail for this service. Recent activity usually appears within 4 hours. To

view all of the users' events, see AWS CloudTrail. L £y

No Filter

Last accessed Region accessed
5 days ago US East (O
US East (!
1in the tracki

sPaint MO 1 in the tracking
1 in the tracking
1 in the tracking

1in the tracking

aws
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Bucket
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Keep data unencrypted

aws
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88%

Client-side

v

In transit

\ 4

At rest

dWs
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« Application encrypts data before sending data to S3 and
decrypts data after retrieving it from S3
« AWS never knows the encryption keys

"Effect": "

"Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::reinvent21/*",

"Condition": {"Bool": { "aws:SecureTransport": "false"} }

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::reinvent21/*",

"Condition": { "StringEquals": {"s3:TlsVersion": "1.2"} }

« Data is transparently encrypted on the S3 side and decrypted back
when requested
o SSE-S3 - keys are managed by AWS
o SSE-KMS - keys are managed by AWS Key Management Service (AWS KMS)
o SSE-C - keys are passed to AWS to handle each encryption (write) or
decryption (read) request; AWS doesn’t store these keys
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7] Pattern

Use bucket key

aws
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Inexpensive
at-rest
encryption
(1$ by 99%)

Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [7}

Server-side encryption
Disable

© Enable

Encryption key type

To upload an object with a customer-provided encryption key (SSE-C), use the AWS CLI, AWS SDK, or Amazon 53 REST API.

Amazon 53 key (SSE-53)

An encryption key that Amazon 53 creates, manages, and uses for you. Learn more E

© AWS Key Management Service key (SSE-KMS)
An encryption key protected by AWS Key Management Service (AWS KMS). Learn more

2

AWS KMS key
© AWS managed key (aws/s3)

arn:aws:kms:us-east-2 11111111111 saliasfaws/fs3
Choose from your AWS KMS keys
Enter AWS KMS key ARN

Bucket Key
Reduce encryption costs by decreasing calls to AWS KMS for new objects in this bucket. To specify a Bucket Key setting for
an object, use the AWS CLI, AWS SDK, or Amazon 53 Rest APl. Learn more E

Disable
© Enable
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VPC endpoint

aws Bucket
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Default access to S3
within VPC
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. Private subnet

8

User / app

ay

NAT gateway

210

<4+

vVewv

VPC

Private subnet

88%

User / app

172.16.0.0
172.16.1.0

172.16.2.0

Route table

v

VPC

Private subnet

8

User / app

Interface endpoint

Internet gateway
|

ad
v

&)

Bucket

Gateway endpoint

E;

Bucket

\
-

EA

Bucket
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Gateway endpoint

Interface endpoint

Clients use public S3 IPs

Clients use IPs from your VPC

The route table for your VPC is updated so that
all S3 requests go through the endpoint

DNS records in your VPC are updated so that all
S3 requests go through the endpoint

No support for cross-Region requests
or on-premises applications

Support for cross-Region requests or
on-premises applications via VPN or
AWS Direct Connect private VIF

Free

Paid

B S3 Gateway VPCe  com.amazonaws.us-east-2.s3 Gateway

Endpoint: vpce-01afb076d51c2972a

Details Route Tables

Manage Route Tables

Route Table ID Associated With

rtb-72ac2d1a Yes 3 subnets

@ S3interface VPCe  com.amazonaws.us-east-2.s3 Interface 3 Network Interfaces

Endpoint: vpce-0508d1fd4ef195918

Details Subnets Security Groups Notifications

Manage Subnets

Subnet ID Availability Zone IPv4 Addresses IPv6 Addresses Network Interface ID

172.31.10.97




7] Pattern

Allow access via
VPCe only

aws
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* Who can connect to the S3 bucket using this VPCe?"
« Does not provide access to the bucket by itself

8 "Effect": "Allow",

User /app | [Pindpats CAWS's™
l "Resource": ["arn:aws:s3::: reinvent21 ", "arn:aws:s3::: reinvent21/*"],
"Condition": {"StringEquals":
{"s3:ResourceAccount": "11111111111"} }

VPC endpoint «  Which VPC endpoint must be used to access these S3 buckets?
« Deny all actions not coming through specific VPC endpoint

"Effect": " "
"Principal": "*",
"Action": "s3:*",
"Resource": ["arn:aws:s3:::reinvent21", "arn:aws:s3:::reinvent21/*"],
"Condition": {"StringNotEquals":
{ "aws:sourceVpce":"vpce-1a2b"} }

M "Effect™: "Allow",

- "Principal™: "*",
E‘ "Action": "s3:*",

"Resource": ["arn:aws:s3::reinvent21", "arn:aws:s3::reinvent21/*"],
Bucket "Condition": {"StringEquals": { "aws:sourceVpce":"vpce-1a2b"} }

aws
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Be careful with conditional

"Effect": "Deny",
"Principal™: "*",
"Action": "s3:*",

"Resource": ["arn:aws:s3:::reinvent21",
"arn:aws:s3:::reinvent21/*"],

"Condition": {"StringNotEquals":
{"aws:sourceVpce":"vpce-1a2b"}

aws

1

Double-check VPCe ID; otherwise,
you'll lose access to the bucket

Console requests are not from
specific VPCe; you'll lose console
access to the bucket

Also, you'll break
Cross-Region Replication
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User / app

£3
aws Bucket
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. Anti-pattern

Use single bucket policy
with shared datasets

aws
2



88% 88% 88

Finance Sales ev

2 5

More effort to maintain
More sensitive to mistakes

\ 4

&3
Bucket

aws

1

"Resource":"

"Principal’
"Resource":"

"Principal’
"Resource":"

"Principal’
"Resource":"

"Effect":"Allow",
"Principal”:{"AWS":"arn
"Action":["s3:GetObject"

arn:aws:s3:::

"{"AWS" :"arn:
arn:aws:s3::

"{"AWS" :"arn:
arn:aws:s3::

"{"AWS" :"arn:
arn:aws:s3:::

:aws:iam::12345:role/Finance"},

15

reinvent21/Fin/*”

aws:iam::12345:role/Sales"},
:reinvent2l1/Sale/*”

aws:iam::12345:role/Dev"},
:reinvent21/Dev/*”

aws:iam::12345:role/Test"},
reinvent21l/Test/*”

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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7] Pattern

Use access point policies
for granular control

aws
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88% ER - 88%

Finance Sales Test

Describe access rules to different roles individually

"Effect": "Allow",
"Principal”: {"AWS":"arn:aws:iam::12345:role/Sales"},
"Action": ["s3:GetObject", "s3:PutObject"],

- "Resource": "arn:aws:s3:us-west-2:123:accesspoint/reinvent21-ap/object/*”
A
EE:;] Eé%g]

Access point Access point Limits access via access points only

\\\\\\ K///// "Effect": “Allow",
"Principal™: "*",
— "Action": "s3:*",
E "Resource": ["arn:aws:s3:::reinvent21","arn:aws:s3:::reinvent21/*"],
"Condition":{"ArnLike":
Bucket {"s3:DataAccessPointArn": "arn:aws:s3:us-west-2:123:accesspoint/*”} }

aws
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7] Pattern

Do not expose a
bucket outside of VPC

without real need

aws
2



Properties

Access point name
reinvent21-ap

Access point names must be unigue within the a

Bucket name

reinvent21

US East (Ohio) us-east-2

VPC subnets only

© Vvirtual private cloud (VPC)

No internet access. Requests are made over a specified VPC only.

Internet

@ The 53 console doesn't support accessing bucket resources using a virtual
private cloud (VPC) access point. To access bucket resources from a VPC access
point, use the AWS CLI, AWS SDK, or Amazon S3 REST API. Learn more A

VPCID

| vpc-12345|

VPC ID must start with vpec-

Use service control policies —
(SCPs) to ensure all access il cis s ccessratnt,

points are VPC-restricted rStringNotEqualsTfExists":

{”s3:AccessPointNetworkOrigin":”vpc”} }

dWws
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User / app
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Using ACLs

aws
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Access control
lists (ACLs)

- ACLs only grant access
(cannot explicitly deny)

 Finite set of permissions
compared to policies

aws

S

Edit access control list (ACL)

Access control list (ACL)

Grant basicr i er ons to other

Grantee Objects

Bucket owner (your AWS List

account) Write
Canonical ID: ﬁ' dd3

Everyone (public access)
http://ac zon

roup bal/AllUser

Authenticated users group
{anyone with an AWS
account)

Access for other AWS accounts

» dCCo

unts. Learn more [}

Bucket ACL

Read
Write

No other A\ C ociated with the resource.

Add grantee

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



7] Pattern

Using bucket policy

aws
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Easy to configure appropriate policies

s3:ListBucket, s3:ListBucketVersions,

READ s3:ListBucketMultipartUploads s3:GetObject, s3:GetObjectVersion

WRITE s3:PutObject, s3:DeleteObjectVersion NA

READ_ACP s3:GetBucketAcl s3:GetObjectAcl, s3:GetObjectVersionAcl
WRITE_ACP s3:PutBucketAcl s3:PutObjectAcl, s3:PutObjectVersionAcl

READ + WRITE + READ_ACP +

WRITE_ACP ACLs READ + READ_ACP + WRITE_ACP ACLs

FULL_CONTROL

aws
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7] Pattern

Enforcing object ownership

for cross-account

aws
2



How cross-account write works today

Account-1

88% 1. Give permission via ACL

User / App

)
Account-2 ]
2. Objects are are owned by Account-1

Account-2 cannot use bucket policy to give other accounts access

,' 3. Give permission via ACL

Account-10 Account-11

88% 88%




Edit Object Ownership i

Object Ownership

Every object in
your bucket is
owned by you

* ACLs are disabled and no longer used to grant permission

* Can be applied to a new or existing bucket

* Can be turned off at any time - previous ACLs will be
restored

aws
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How cross-account write works today

Account-1

88% 1. No need to specify ACL for cross-account write

User / App

Account-2

2. All objects are owned by you

3. Use bucket policy to control access for all objects

Account-10 Ac:ount-ll
A8 A8
2 2
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Allow public access
without real need

aws

S —1
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[ ) ) .
Public = NOT Not-public  "0bic
"Effect”: "Allow",
"Principal™: "*",
C . "Action": "s3:PutObject"”,
N Ot'pu blIC dre. "Resource":"arn:aws:s3:::reinvent21/*"
"Condition":
: "StringlLike":
» ACLs with grantees NOT All Users e e avmct: "ypen i)
or Any Authenticated User }
: . Not-public
« Any NOT-wildcarded Principal, D
Sourcelp, SourceArn, SourceVpc, i
SourceVpce, SourceOWﬂer, "Action": "s3:PutObject",
aws:userid, SourceAccount, i aii ekttt e
DataAccessPointArn, { "StringLike":
or KMS_encrypted , {"aws:SourceVpc": "vpc-12345"}

aws
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7] Pattern

Block public access

aws
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Block public access

BUCKET, ACCESS POINT, ACCOUNT

* BlockPublicAcls
o Block assigning new public ACLs for bucket and objects
Block public access (bucket settings) o Block creating new buckets and objects with public ACLs
Public access is ckets and objects throue ol lists (ACLs), bucket policie oint policies all. In order to 1 . . « o
‘ o Doesn't affect existing policies or ACLs
you can customize the individual settings below to suit y R
ean * IgnorePublicAcls
o Block existing public ACLs on bucket and objects
O o pbleacees o Doesn't prevent new public ACLs
©
Block public access to buckets and objects granted through new access control lists (ACLs)
@ On . R
Block public access to buckets and objects granted through any access control lists (ACLs) i B lO C k P U b I-I C PO I. I Cy
Block public access to buckets and objects granted through new public bucket or access point policies O OC aSSI g nin g n.eVY p u IC u C e . I?O ICI es
©on o Doesn't affect existing bucket policies
Block public and cross-account access to buckets and objects through any public bucket or access point policies
@ On
» RestrictPublicBuckets

o Block whole existing public bucket policy, including
non-public delegation

o Restrict access to only AWS service principals and
authorized users within account

aws
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~ Anti-pattern

Mix public and private
data in the same bucket

aws
2



7] Pattern

Separate public and private
data in different accounts

aws
2



Block public access to buckets and accounts
T

’/ Internet

B Public account Private account

1777

Private Private

Block Public Access settings for this account

Public a obje g control Li

Block public access (bucket settings)
Public ac

ed, turn on

u require some level of public
Learn more Z

Block all public access

gon
Block all public access

@ On

Block public access to buckets and objects granted through new access control lists (ACLs)

@ On

Block public access to buckets and objects granted through any access control lists (ACLs)

@ On

Block public access to buckets and objects granted through new public bucket or access point policies
@ on

Block public and cross-account access to buckets and objects through any public bucket or access point policies

@ on

aws
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Trust yourself

aws
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Access Analyzer for S3

s Are your buckets
public or do they
provide cross-account
B access?

Q 1 buckets are configured to allow access to anyone on the internet or any other AWS users. Review this risky configuration immediately
Explore other Regions to identify other buckets in your account that may also be at risk.

A Buckets with public access (1) View findings [A Archive

figuration fi

Status: All

Bucket name Discovered by Access Analyzer Shared through Status Access level

ent21-public 9 hours ago Bucket ACL Active Read, List

e Itis free
« Everyone should run this at least once

aws
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88

User / app

I
y),
|

@ s

VPC endpoint
}

@ 4

Access point

5
Bucket
aws

S

Check unnecessary permissions with IAM access advisor

Encrypt data in transit

Manage private data flow with gateway and interface VPC endpoints
Allow access via VPC endpoints only (when reasonable)

With shared datasets, use access points
Do not expose buckets outside of VPC (when reasonable)

Check public access with Access Analyzer for S3
Block public access

Separate public and private data in different buckets
Use bucket policy instead of ACLs (when reasonable)
Minimize cost of at-rest encryption using bucket key
Enforcing object ownership
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