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• Security practices at Amazon

• What is DevSecOps

• Amazon’s DevSecOps journey

• How Amazon practices DevSecOps

• Key takeaways

• Q&A and discussion

Agenda
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“Security is everyone's job now, 
not just the security teams”
Werner Vogels

CTO, Amazon Web Services

“At AWS, Security is the top priority” 
Stephen Schmidt 

VP and CISO, AWS
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What is DevSecOps



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DevSecOps and infrastructure as code

AWS CloudFormation AWS Cloud Development Kit
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How Amazon practices DevSecOps
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Paving the road: Guardrails not gates

01

02

03
Preventative controls

Detective controls

Responsive controls
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How Amazon practices DevSecOps

W r i t e

AWS CDK

AWS CloudFormation

• Use a library of secure-by-default constructs

• Implemented in CDK

• Allows engineers to focus on adding value, since 

security configurations are delivered out of the box



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Write time – Secure-by-default constructs
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How Amazon practices DevSecOps

C o m m i t

AWS CodeCommit
• Integrate checks in pipelines that verify all changes 

have a matching review

• Can be implemented with CodeCommit and AWS 

Lambda

• Ensures all changes are vetted via a review process
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Commit time – Ensure change reviews
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How Amazon practices DevSecOps

Amazon CodeGuru

B u i l d

• Implement static code analysis to scan for inefficient 

code, do linting, etcetera

• Implemented via Code Guru Reviewer

• Ensures that code that does not meet the bar is 

caught before release
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Build time – Static analysis
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How Amazon practices DevSecOps

• Validate generated CloudFormation templates 

against set of security rules (for example, no security 

groups allowing ingress from /0 CIDR)

• Implemented via CloudFormation Guard

• Ensures that any deviations from best practices 

around resource configurations are caught at test 

time

T e s t

AWS CloudFormation 

Guard
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Test time – Scanning of resource definitions
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CloudFormation Guard – Rule example
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How Amazon practices DevSecOps

D e p l o y

✓ Validate resources at deploy-time

✓ Implemented via scans of CloudTrail logs

✓ Ensures that any deviations from best practices 

around resource configurations are caught at 

deployment time and can be flagged or remediated

AWS CloudTrail
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How Amazon practices DevSecOps

L i v e

AWS CloudWatch

AWS Config

✓ Set up rules to ensure resources remain compliant 

with best practices for the duration of their lifecycle

✓ Implemented via AWS Config

✓ Ensures that any deviation from evolving best 

practices are surfaced to service owners
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Live – On-going review and remediation
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Live – On-going review and remediation
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Key takeaways from Amazon practices

Automate as 

much as 

possible

Define 

guardrails not 

gates

Treat 

infrastructure 

as code

Establish security 

controls
Wrap security 

around 

pipelines
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L i v e

AWS CloudWatch

AWS Config

D e p l o y

AWS CloudTrail

T e s t

AWS CloudFormation 

Guard
Amazon CodeGuru

B u i l dC o m m i t

AWS CodeCommit

W r i t e

AWS CDK

AWS CloudFormation
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Additional resources

• Amazon’s approach to Security during Development

https://aws.amazon.com/builders-library/amazon-approach-to-security-during-
development/?did=ba_card&trk=ba_card

• AWS DevSecOps Blog

https://aws.amazon.com/blogs/security/tag/devsecops/

• AWS DevOps Blog

https://aws.amazon.com/blogs/devops/

• The Amazon Builder’s Library

https://aws.amazon.com/builders-library/?cards-body.sort-
by=item.additionalFields.sortDate&cards-body.sort-order=desc&awsf.filter-
content-category=*all&awsf.filter-content-type=*all&awsf.filter-content-level=*all

https://aws.amazon.com/builders-library/amazon-approach-to-security-during-development/?did=ba_card&trk=ba_card
https://aws.amazon.com/blogs/security/tag/devsecops/
https://aws.amazon.com/blogs/devops/
https://aws.amazon.com/builders-library/?cards-body.sort-by=item.additionalFields.sortDate&cards-body.sort-order=desc&awsf.filter-content-category=*all&awsf.filter-content-type=*all&awsf.filter-content-level=*all
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Thank you!
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Nat Natarajan

natnata@amazon.com

Radu Malliu

malliur@amazon.com


