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1. Maximize our workload reliablity

2. Reduce our blast radius

3. Understand how the vendor’s SLA affects our architecture decisions 

4. Apply our reliablity strategy with cost in mind

Tasks when designing workload architecture



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Everything fails all the time

Werner Vogels

Amazon CTO
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Example application (workload)

Workload and components

Backend

(component)

Chatbot

(component)

Configuration

(component)

Front end

(component)

Operator 

dashboard

(component)
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Backend (component)

API

(logical unit)

Database

(logical unit)

Monitoring

(logical unit)

Deployment

layout
Pipeline

Workload and components
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Music store (workload)

The Wall
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Shared services 

(component)

Front end 

(component)

GP3 Volume

Windows IIS

Music store (workload)

Availability Zone

Region

Availability Zone Availability Zone

SQL DB

AWS Managed

Microsoft AD

AWS Managed

Microsoft AD

Logical unit
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GP3 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

99.5%

99.85%

99.5%

99.9%

Amazon SLA

Calculated uptime

Blast radius = 100%

98.75%

Uptime (RTO) = 98.75%

Uptime (RTO) = 98.75% 

• 9 hours 7 minutes monthly

• 4 days 13 hours and 34 minutes yearly

Workload architecture: Single AZ

Region

Availability Zone Availability Zone

AWS Managed

Microsoft AD
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GP3 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

99.99%

99.85%

99.95%

99.9%

Amazon SLA

Calculated uptime

99.6%

Uptime (RTO) = 99.6% 

• 2 hours 55 minutes monthly

• 1 day 11 hours and 3 minutes yearly

Workload architecture: Multi AZ

GP3 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

Availability Zone

Application Load 

Balancer

99.99%

Blast radius = 50%

Uptime (RTO) = 99.6%

Region
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GP3 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

99.99%

99.85%

99.95%

99.9%

Amazon SLA

Calculated uptime

99.6%

Uptime (RTO) = 99.6% 

• 2 hours 55 minutes monthly

• 1 day 111 hours and 3 minutes yearly

Workload architecture: Multi AZ (3)

GP3 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

Availability Zone

Application Load 

Balancer

99.99%

Blast radius = 33%

Uptime (RTO) = 99.6%

Region

GP3 volume

Windows IIS
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IO2 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

99.99%

99.999%

99.95%

99.9%

Amazon SLA

Calculated uptime

99.8%

Uptime (RTO) = 99.8% 

• 1 hour 27 minutes monthly

• 17 hours 31 minutes yearly

Workload architecture: Multi AZ (3)

IO2 volume

Windows IIS

SQL DB

Availability Zone

AWS Managed

Microsoft AD

Availability Zone

Application Load 

Balancer

99.99%

Blast radius = 33%

Uptime (RTO) = 99.8%

Region

IO2 volume

Windows IIS
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Application Load 

Balancer

Reducing blast radius: Regular sharding

Shard A Shard B

Users 

Group B

Users 

Group A

Windows IIS 4Windows IIS 1 Windows IIS 2 Windows IIS 3

Number of hosts: 4

Number of shards: 2

Blast radius = 25-50%
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Shuffle sharding

Shard 1 Shard 2

Users 

Group B

Users 

Group A

Windows IIS 1 Windows IIS 2 Windows IIS 1 Windows IIS 3

Shard 3

Windows IIS 1 Windows IIS 4

Shard 4

Windows IIS 2 Windows IIS 3

Shard 5

Windows IIS 2 Windows IIS 4

Shard 6

Windows IIS 3 Windows IIS 4

Users 

Group F

…

How many combinations of two instances can we have 

in a group of four instances?

Number of hosts: 4

Number of shards: 6

Blast radius = ~16%
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Shuffle sharding

Shard 1 Shard 2

Users 

Group B

Users 

Group A

Windows IIS 1 Windows IIS 2 Windows IIS 1 Windows IIS 3

Shard 28

Windows IIS 2 Windows IIS 3

Users 

Group F

…

…

Number of hosts: 8

Number of shards: 28

Blast radius = ~3%
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The workshop

User AWS Cloud9 AWS CDK

Module 1 Module 2 Module 3 Module 4

Launch Windows IIS 

with CDK

Manage change 

through automation

Build CloudWatch 

dashboard with CDK

Apply automatic 

recover actions with 

CloudWatch actions

Convert single 

instance to Multi AZ 

and ALB

Improve the applications reliablity

Build shuffle 

sharding 

architecture

Configure your 

workload to use Auto

Scaling group(s)

Build cell-based 

architectures

Modern approach for building reliable applications

Starting point: Very simple IIS site configured with 

PowerShell script injected into the user data

AWS samples repo



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Links

Workshop site: https://s12d.com/win306

Event Dashboard: https://s12d.com/win306-dashboard

https://s12d.com/win306
https://s12d.com/win306-dashboard
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Thank you!
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Dudu Twizer Jerroll Harewood

dudut@amazon.com


