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Agenda

• Why plan for IoT disaster recovery (DR)?

▪ What is your RPO (recovery point objective)?

▪ What is your RTO (recovery time objective)?

• When do you plan DR?

• How do you plan DR?

• DR for IoT

• Whiteboarding: It’s your session – ask your questions



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Disaster recovery
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Disaster recovery

Amazon
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Device connection



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Intermittent connection
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Cloud connection
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IoT disaster recovery (DR)

• Uplink only?

• Uplink and downlink?

• Active Passive

• Active Active

• TCO?
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Resources needed

• Thing types/groups

• Things with associated certificates and policies

• Device shadows

• DDB, global tables

• And others
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How can we automate?
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Device connection

• Change to new endpoint (secondary region)
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How can we automate?
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Example
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Have we done this?

• Yes, a solution:

▪ https://aws.amazon.com/solutions/implementations/
disaster-recovery-for-aws-iot/

• Let us walk through it

https://aws.amazon.com/solutions/implementations/disaster-recovery-for-aws-iot/
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Thank you!
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