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What am I going to talk about?

Amazon Inspector Amazon VPC 
Reachability Analyzer

AWS IAM Access 
Analyzer
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Who has access to what?
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IAM policies

{
"Version" : "2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Principal": { "AWS": "111122223333" },
"Action": [ "s3:GetObject" ],
"Resource": "arn:aws:s3:::BUCKET/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::BUCKET/secret/*",
"Condition": { "NotIpAddress": { "aws:SourceIp": "54.240.143.0/24" } }

}
]

}
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How do we check everything?
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How do we check everything?

𝑎2 + 𝑏2 ≟ 𝑐2

32 + 42 = 52

52 + 122 = 132

82 + 152 = 172
𝑎

𝑏

𝑐

…
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𝑎2 + 𝑏2 = 𝑐2
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How do we check everything?
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How to automate proof: SMT Solvers!

SMT SolverInput Output
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How to automate proof: SMT Solvers!

SMT SolverInput Output

0 < x < 4

and

2y < x

and

z < y

and

z > 0

Impossible!
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IAM policies → Logic

{
"Version" : "2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Principal": { "AWS": "111122223333" },
"Action": [ "s3:GetObject" ],
"Resource": "arn:aws:s3:::BUCKET/*"

},
{
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::BUCKET/secret/*",
"Condition": { "NotIpAddress": { "aws:SourceIp": "54.240.143.0/24" } }

}
]

}

(
principal == "111122223333" &&
action == "s3:GetObject" &&
resource ~= "arn:aws:s3:::BUCKET/*”

) &&
!(
action ~= "s3:*" &&
resource ~= "arn:aws:s3:::BUCKET/secret/*" &&
!cidr_match(aws:SourceIp,"54.240.143.0/24")

)
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SMT – Satisfiability Modulo Theories

Some SMT Solvers: CVC5, MonoSAT, Yices, Z3

(assert (= principal "11122223333"))
(assert (= action "s3:PutObject"))

; Action must not match s3:Get*
(assert

(not
(str.in.re action

(re.++ (str.to.re "s3:Get") (re.* re.allchar)))

(check-sat)
(get-model)

Sample program:
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dstAdr ∈ 10.0.1.0/24
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srcAdr ∈ 53.0.0.0/8

dstAdr == 10.0.1.4
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dstPort == 22 and
protocol == TCP and
reaches(Internet, Instance-A)

Can I ssh into Instance-A 

from the internet?
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protocol = TCP

srcAdr = 53.0.0.2, 

dstAdr = 10.0.1.4,

dstPrt = 22
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Enumerating policy access

Intuition: game of 20 questions

Decide which questions to ask Zelkova Ask efficiently and track answers
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Where can I learn more about how this works?
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Where can I use this?

Amazon Inspector Amazon VPC 
Reachability Analyzer

AWS IAM Access 
Analyzer
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Thank you!
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