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Why are we here? 

Automate and evidence common controls to scale

Putting it into practice

Demo

Agenda
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Why are we here? 

Framework updates
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Automate and evidence common controls
O R G A N I Z A T I O N A L  A N D  W O R K L O A D  L E V E L  C O N T R O L S

Organizational
controls

Workload
controls
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Automate and evidence common controls
O R G A N I Z A T I O N A L  A N D  W O R K L O A D  L E V E L  C O N T R O L S

What do you want to be 

universally true regardless of 

services being used?

What do you want to be 

universally true across every use 

of a particular service? 

Deploy once, enforce everywhere

Audit once, validate everywhere

Examples:

Enable organizations trail –

AWS CloudTrail 

Enable Amazon GuardDuty 

across all accounts

Enable AWS Single Sign-On

Enable AWS KMS use

Encrypt Amazon RDS storage

Encrypt Amazon RDS snapshot

Organizational
controls

Workload
controls
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Automate and evidence common controls
O R G A N I Z A T I O N A L  A N D  W O R K L O A D  L E V E L  C O N T R O L S

What do you want to be 

true only for a 

particular workload?

Deploy in 

workload account

Audit only a small 

subset of controls for 

each workload

Examples:

AWS KMS Key ID is defined

Prevent unencrypted 

Amazon RDS instance

Enable Amazon S3 Object Lock 

legal hold

Enable IAM-based authentication 

for Amazon RDS

Organizational
controls

Workload
controls
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Putting this into practice…

• How do you determine the appropriate common controls for you?

• How do you build and deploy common controls? 

• How do you know whether to deploy them at the 
organizational or workload layer?

• How do you audit these with minimal impact to your teams?
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Mechanism to determine common controls
A  M E C H A N I S M  T O  A L I G N  P E O P L E ,  P R O C E S S ,  A N D  T E C H N O L O G Y  I S  N E C E S S A R Y  T O  S C A L E  C O M P L I A N C E

Use case

Customer

Performance 
Efficiency

Operational 
Excellence

ReliabilityCost 
Optimization

Security
Well-

Architected 

Framework

Organizational controls

Workload 
controls

Business

Technology

Finance, risk, 

compliance

Repeat to build a reusable, 

auditable control library

Well- Architected Review Report
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Performance 
Efficiency

Operational 
Excellence

Reliability
Cost 

Optimization

Security

Use common framework to determine controls
L E V E R A G E  T H E  S E C U R I T Y  P I L L A R  T O  A L I G N  W I T H  A W S  S E C U R I T Y  B E S T  P R A C T I C E S

Well-

Architected

Framework

https://wa.aws.amazon.com/wat.map.en.html

Security, compliance, and governance

Data protection

Infrastructure protection

Identity and access management

Detection

Incident response

https://wa.aws.amazon.com/wat.map.en.html
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Security, compliance, and governance

Identity and access management

Detection

Infrastructure protection

Data protection

Incident response

Well-Architected Framework Security Pillar
Q U E S T I O N S  C A P T U R E  C O N T E X T  T O  H E L P  D E T E R M I N E  T H E  A P P R O P R I A T E  C O N T R O L S  F O R  Y O U R  U S E  C A S E

SEC 1: How do you securely operate your workload? 

SEC 2: How do you manage identities?

SEC 3: How do you manage permissions?

SEC 4: How do you detect and investigate security events?

SEC 5: How do you protect your network resources?

SEC 6: How do you protect your compute resources?

SEC 7: How do you classify your data?

SEC 8: How do you protect your data at rest? 

SEC 9: How do you protect your data in transit?

SEC 10: How do you anticipate, respond to, and recover 

from incidents?
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Well-Architected Framework Security Pillar
A S S O C I A T E D  G U I D A N C E  H E L P S  Y O U  I D E N T I F Y  A W S  S E R V I C E S  A V A I L A B L E  T O A U T O M A T E  C O N T R O L S

SEC 1: How do you securely operate your workload? 

SEC 2: How do you manage identities?

SEC 3: How do you manage permissions?

SEC 4: How do you detect and investigate security events?

SEC 5: How do you protect your network resources?

SEC 6: How do you protect your compute resources?

SEC 7: How do you classify your data?

SEC 8: How do you protect your data at rest? 

SEC 9: How do you protect your data in transit?

SEC 10: How do you anticipate, respond to, and recover 

from incidents?

AWS Control Tower, AWS CloudFormation, AWS Service Catalog

AWS Identify and Access Management (IAM), developer and 

system access, AWS SSO, AWS Organizations SCPs

AWS Security Hub, Amazon GuardDuty, Amazon CloudWatch, 

AWS Config/AWS Config rules, AWS CloudTrail

AWS WAF, AWS Systems Manager, VPC/VPC endpoints, 

security groups

AWS KMS, AWS Certificate Manager (ACM)

AWS Config rules, Amazon Detective, AWS Lambda

Security, compliance, and governance

Identity and access management

Detection

Infrastructure protection

Data protection

Incident response
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Well-Architected Framework Security Pillar
A S S O C I A T E D  G U I D A N C E  H E L P S  Y O U  I D E N T I F Y  A W S  S E R V I C E S  A V A I L A B L E  T O A U T O M A T E  C O N T R O L S

SEC 1: How do you securely operate your workload? 

SEC 2: How do you manage identities?

SEC 3: How do you manage permissions?

SEC 4: How do you detect and investigate security events?

SEC 5: How do you protect your network resources?

SEC 6: How do you protect your compute resources?

SEC 7: How do you classify your data?

SEC 8: How do you protect your data at rest? 

SEC 9: How do you protect your data in transit?

SEC 10: How do you anticipate, respond to, and recover 

from incidents?

ISO A.8.1.1 Inventory of assets shall be drawn up and maintained.

NIST 800-53: The information system implements multifactor 

authentication for local access to accounts.

HIPAA 164.308(a)(5)(ii)(c): Procedures for monitoring log-in 

attempts and reporting discrepancies.

PCI 6.2: Install critical security patches within one month of 

release.

SOC 2 Common Criteria 5.7:  Entity data is protected during 

transmission.

CS SIM-03: Events which could represent a security 

incident are classified

Security, compliance, and governance

Identity and access management

Detection

Infrastructure protection

Data protection

Incident response
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Build and deploy common controls
U S E  A W S  S E R V I C E S  T O  A U T O M A T E  O R G A N I Z A T I O N A L  A N D  W O R K L O A D  L E V E L  C O N T R O L S

AWS Config 

rules

AWS Control 

Tower

Organizational controls

AWS 

CloudTrail

AWS 

Organizations

Amazon 

GuardDuty

AWS 

Security Hub

AWS 

CloudFormation

AWS

KMS

Workload controls

AWS Service 

Catalog

AWS KMS

key policy

Amazon 

CloudWatch

AWS 

CloudFormation

StackSets

AWS Single 

Sign-On

AWS Identity and Access 

Management (IAM)

Amazon VPC 

PrivateLink
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1. Inspect configuration 

of controls 

2. Sample once for 

automated controls

3. Assess remediation if 

noncompliance is detected 

4. Report across audits, 

leveraging mappings to 

common framework

Workload controls

Organizational controls

AWS Control 

Tower

AWS 

Organizations

AWS 

CloudFormation

StackSets

AWS 

Config rules

AWS 

CloudFormation

How do you audit & report on common controls?



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Now let’s tie it all together

Use case

Performance 
Efficiency

Operational 
Excellence

ReliabilityCost 
Optimization

Security
Well-

Architected 

Framework

Organizational controls

Workload 
controls

Business

Technology

Finance, risk, 

compliance

Audit

Well-Architected Review Report

NIST 800-53: The 

information system 

implements multifactor 

authentication for local 

access to accounts

Organizational config rules: 

iam-user-mfa-enabled, mfa-

enabled-for-iam-console-

access, root-account-

hardware-mfa-enabled

https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/root-account-hardware-mfa-enabled.html
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Thank you!
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