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Maintenance

A word on security
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A word on security shifting left

Design Implementation
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SecDevOps

Cross-functional teams

YBIYRI

Embrace YBIYRI

DevOps Security

Extra skills & time
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GIT

Single source of truth GitOps

infrastructure as code (IaC)

Maintenance

Application maintenance

CSPM

CI/CD

Continuous integration

and continuous delivery

DTAP

Development, test, 

acceptance, production

SDLC: Git
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Maintenance

AWS CodePipeline

AWS Identity 

and Access 

Management 

(IAM)

Amazon 

Route 53

Git: A possible backdoor

Developer Unauthorized user
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github.com/toniblyx/my-arsenal-of-aws-security-tools

Pick your tools for IaC

Git: Only commit secure code

https://github.com/toniblyx/my-arsenal-of-aws-security-tools
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Single source of truth GitOps

infrastructure as code (IaC)

Maintenance

Application maintenance

CSPM

CI/CD

Continuous integration

and continuous delivery

DTAP

Development, test, 

acceptance, production

SDLC: CI/CD
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CI/CD pipeline design: Limit attack surface

Extra attack surface
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Maintenance

Once there, it’s easy . . .

CI/CD pipeline design: Evergreen

AWS CodePipeline

Developer
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CI/CD pipeline design: Self-maintaining

AWS CodePipeline

AWS Identity 

and Access 

Management 

(IAM)

DeveloperUnauthorized user
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GIT

Single source of truth GitOps

infrastructure as code (IaC)

Maintenance

Application maintenance

CSPM

CI/CD

Continuous integration

and continuous delivery

DTAP

Development, test, 

acceptance, production

SDLC: DTAP
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“Relax”

DTAP: Close encounters

Copy sensitive data
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GIT

Single source of truth GitOps

infrastructure as code (IaC)

Maintenance

Application maintenance

CSPM

CI/CD

Continuous integration

and continuous delivery

DTAP

Development, test, 

acceptance, production

SDLC: Maintenance
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Know your application’s attack surface

Developer Unauthorized user
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Maintenance

Surround yourself with the proper services

Amazon

Inspector
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Maintenance

AWS Security Hub

AWS

CSPM: It’s all about attitude

Amazon

Amazon

IAM

Amazon

AWS Network
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CSPM: AWS Security Hub is your guide
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Think twice
Ask yourself: What risk am I mitigating here?

CSPM: It’s not all that obvious
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[CIS.3.10] Ensure a log metric filter and alarm exist for security group changes . . .

CSPM: Create awareness
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Avoid configuration drift
I T  C O U L D  H U R T  Y O U  I N  A  M A J O R  W A Y
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Maintenance

Use the AWS agents
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Maintenance

Amazon Inspector
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Amazon Inspector

Amazon EC2 

Image Builder
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Maintenance

Immutable infrastructure
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Maintenance

Forget SSH, welcome Session Manager
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Maintenance

AWS PrivateLink: Limit your attack surface

Amazon DynamoDB

AWS STS
AWS KMS IAM

Amazon S3
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Maintenance

Be prepared
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Respond

Action

Reaction
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Respond: Continuity planning

• Ensure you know the recovery time and recovery point objective
for your service

• Have a business continuity plan (BCP) with a disaster recovery plan

• Keep a regular fire drill for your BCP > “perfection by practice”



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Respond: Collect (access) logs

Monitor the following activity

• Any kind of access logs

• Amazon CloudFront user requests

• Load balancer access logs

• AWS API Gateway access logs

• Amazon S3 access logs

• AWS VPC flow logs – Amazon Athena out-of-the-box integration 
available (https://go.aws/3EhOIyD)

• DNS query logs

https://go.aws/3EhOIyD
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Respond: Retain access logs

Access log retention policy example using intelligent tiering

• First 14 days: log collector of choice (ELK, Amazon 
CloudWatch); easy to query

• First 6 months: Amazon S3, query capabilities with 
Amazon Athena; fairly easy to query

• 6 to 12 months: Amazon S3 Glacier, on-demand restore; 
log retrieval is harder
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Key takeaways

1. Be evergreen

2. Cover the full security cycle: prevent, detect, respond

3. Use AWS Security Hub (AWS CSPM)

4. Be prepared
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Any questions?
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References

• Security, identity, and compliance on AWS: aws.amazon.com/products/security

• Protecting Amazon S3 data from ransomware: bit.ly/3nt6Yyd

• AWS security tools: github.com/toniblyx/my-arsenal-of-aws-security-tools

• Zero Trust architectures: an AWS perspective: go.aws/3Chnjw1

• Deploying CIS Level 1 hardened AMIs with Amazon EC2 Image Builder: go.aws/3Chv84V

• AWS API Gateway best practices in depth: www.element7.io/2021/06/aws-api-gateway-best-practices-in-depth

• The hidden Git backdoor in AWS CodePipeline and AWS CodeBuild: bit.ly/3bdX7Xu

• Keep up with the times: forget SSH, welcome AWS Session Manager: bit.ly/3meQLNF

• Keep up with the times: use AWS PrivateLink: bit.ly/3pGZpqu

• AWS SSM Session Manager port forwarding to RDS without SSH: bit.ly/3jGx7st

• Enhance the security posture of your backups with AWS Backup Vault Lock: go.aws/3vO6GpF

https://aws.amazon.com/products/security/
https://bit.ly/3nt6Yyd
https://github.com/toniblyx/my-arsenal-of-aws-security-tools
https://go.aws/3Chnjw1
https://go.aws/3Chv84V
https://www.element7.io/2021/06/aws-api-gateway-best-practices-in-depth/
https://bit.ly/3bdX7Xu
https://bit.ly/3meQLNF
https://bit.ly/3pGZpqu
https://bit.ly/3jGx7st
https://go.aws/3vO6GpF
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Thank you!
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Gert Leenders

Email: gert@element7.io

Twitter: @glnds

GitHub: https://github.com/glnds


