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About me

« Ben Smith
= Email: benjasl@amazon.com
= Twitter: @benjamin_L_s

« Most interested in
= Serverless developer workflow
= Serverless and PHP

« Random fact
= | once taught David Hasselhoff how to ski
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Agenda

Interactive AWS Lambda applications
Business logic
Synchronous and asynchronous

Production-ready web apps
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The end goal
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And do it faster



Today’s focus

Lambda-based applications
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Today’s focus
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Today’s focus

Interactive

HTTP request l I HTTP response

AWS
Lambda
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Interactive AWS Lambda applications

Connecting applications
Extending applications
Asynchronous workloads
ML inferencing

Web applications
Backend applications
Data processing
Chatbots

Amazon Alexa skill

IT automation

aws
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Interactive AWS Lambda applications

Extending applications

Asynchronous workloads

ML inferencing POST POST a
Web applications ° |

Backend applications GitHub AWS Lambda Slack
function

Data processing

Chatbots ]
. ¥=imE Learn more
] .|_I:Ii1-%|

Amazon Alexa skill

E}# http://s12d.com/getting-started
3

IEI

IT automation

aws
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Interactive AWS Lambda applications

Extending applications

Asynchronous workloads

incoming-webhook AP 12:03 P
A

There is a new Github star for example-step-functions-integration-api-gateway !

ML inferencing

example-step-functions-integration-api-gateway® now has 10 stars!

Web applications . L h
PP Your new was made by bls20AWS. i o
Backend applications - Serverless App s

Data processing

Chatbots Learn more
El

Amazon Alexa skill = f"f;}g http://s12d.com/getting-started

LT
i S
!I-.I:Itl.-l TS

IT automation

aws
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The business logic

Do “something” to some data
to produce valuable output

adws
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AWS Lambda: Input, process, output

o — ‘o! 5
Input {Process} Output
GitHub Slack
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AWS Lambda: Input, process, output

0 X

° |
Input {Process} Output
GitHub Slack

Event Payload

"repository": {
"name": "getting-started-with-serverless",
"stargazers_count': 38

}

ender": {
"Togin": "b1s20AwS”
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AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

Input Process Output

exports.handler = async(Cevent) =>{

const message ={"text": " There is a new star:
_${event.repository.name}_ "}

const res = awailt axios({
method: ‘POST’,url: slackURL, data:JSON.stringify(nessage)})

return {statusCode: 200, body: JSON.stringify(res)}

dWws
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How did the event
payload get from GitHub
to AWS Lambda?




AWS Lambda and Amazon APl Gateway

GitHub

aws

S

i

Amazon API
Gateway

Input

AWS
Lambda

gitHubToSlackApp-StarWebhookHandler-CIVBLW7HFZGU

¥ Function overview info

gitHubToSlackApp-StarWebhoo

kHandler-CIVBLW7HFZGU

API Gateway

| -+ Add trigger

-+ Add destination
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P I ChogaiL e Replying to @benjamin_|_s
1. Nothing to do with lack of servers. To me, something is "serverless” o : f
when a) your application has to rely on other technology for 2 or more 1 l dD not have to prDUISIDn and rmaintain servers.
components to communicate with eachother AND b) deployment is to a

servICE not a servER

2. Orchestration and service discovery 2 EStlmatlﬂg costs ir"l ad‘-.."ar'ICE.
' olying to @benjamin_|_s 2 (% ). That it 1s not more widely adopted.

1. Developing global/enterprise scale apps with ease. 2c: activefs 1. Less code = less stuff to go wrong

. | 2. Testing, logging, difference between Lambda (the service) and
2. CDI"NIV‘ICIHQ stakgholders that an EIF)FJ need 1. Simplicity (of sorts) ambda functions, moving to async model and handing off responsibility
|EVEfagE thE bE‘ﬂEfltS {Eg DB can Stl” bE rE| 2. The fact that | needed to know "how it works" under the hood to use it ngltlg @benjamin_|_s

Existing one too). properly. | did not expect that. i.e how it passes memory between lowest barrier to entry to running a piece of code in the cloud
containers (and the implications), how the scaling works (and when it al dev and integration testing

‘._-- 7 [al doesn't work well i.e cold starts).
#eal -

' Replying to @benjamin_|_s

1. Portability of code, empowered development, more scope for fast

' Replying to @benjamin_I_s
e roa
s d —= proof-of-concept work.

5 W
1 . ”. means | ha"-"e to deal Wlth servel 1. More focus on business logic less on dev ops. 2. Debugging - sometimes difficult to recreate same circumstances as

2. How to develop and test. Serverless usually takes away debug break you have in cloud.

2. I h ad 10 dEﬂ| W|"th I_!I'I aml d Epl[}ym ar and stepping thru code. And makes log viewing harder. And turns all

projects into distributed systems with all that entails. Ty

© 1
L. ¥¥lldt vwas uis wuygnicat umiy w yct youul NEead around

Replying to @benjamin_|_s .
1. trust external services to do their job instead of building it on my own Ed IEE rn | ng Serveress tec h? ‘ @ Replying to @benjamin_I_s
2. I'think two things that | still struggle with are how to set up a local 1. Serverless to me means | am not actively managing resources. There is

. .. . * 1 -

¥ development (especially when working in a team), and costs estimates. ol mmena gEttl ng StE an API for a managed service, | use it, and it just works doing the thing it
o - - - Replying to @benjamin_|_s advertises.

"Free yourself to think just about the code" isn't quite true when you

1. Just put my coc v g y

. realise for good security you're going to need to architect a VPC = NAT H o] H f
o
E. Run |t on Iﬂcal r Gateway, Endpoints, Pub/Pri Subnets, NACLs etc. Still, do it as laC and Repl'}ﬂ ng tﬂ = bﬂn]arﬂl n—l—S

- _ once s done s done. Rinse repeal. 1. Serverless is not worrying about anything other than the code and the
1 (W billing.

'%

| 2. That Lambdas are actually fast, massively parallel, and just terrible

Replying to @benjamin_|_s :
1. The power to know that | can do anything in AWS' platform. Also with state management. They are more or less monads from Haskell....

commaeaditized and fully managed compute.

2. | think focusing on larger frameworks. Maybe | could do some Rails fi':' 'T_l "\:f.' L
ones? - -
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Why do developers need serverless
technologies?

ﬂ | only want to
write business
logic.

|l don’'t want to
pay when my

workload is idle. </> = | want my
— application to

scale on its own.

aws



Vertical scaling and horizontal scaling

Vertical scaling Horizontal scaling

Each increase in load requires the purchase of Add an additional capacity unit in line with demand
a larger transport mode to bear the load

P b 555 Bo=o o2 Faso
Phh == b 526 b= ls=o
b 5% b 526

aws
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Serverless scaling

Vertical scaling Horizontal scaling

Each increase in load requires the purchase of a Add an additional capacity unit in line with demand
larger transport mode to bear the load

Paying for
unused capacity
|
2O
et

g_»ﬁ} Unused capacity

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Why do developers need serverless
technologies?

Traditional app dev Serverless app dev
Before you start coding, there are a number of Before you start coding.. ..
tasks to think about

network access

Raising a ticket Configure backups

Maintain server | </>’ Secure server | </>’
_- Patch and update t

Configure load balancing

aws
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| How much

are you squeezing in to your code?

aws
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AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

PR Complex business logic leads to:
« Tightly coupled code base
« Slower release cadence

//run code

« Poor discoverability
 Additional complexity

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

app.js

. Complex business logic leads to:
1f (event==a) { .
B  //:un code . Tightly coupled code base

}else{

I s o o Slower release cadence

« Poor discoverability
 Additional complexity

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve

S



AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

app.js

1f (event==a) {
‘ //run code
1f (event==Db) {
//run code
B -
//run this code

}

Input

adWs

S

Complex business logic leads to:
« Tightly coupled code base
« Slower release cadence

« Poor discoverability

« Additional complexity

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve



AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

app.js

1f (event==a) {

1f (event==Db) {

//run code
‘ 1f (event==c) {

//run code

| R
//run this code

dWS
~—

Complex business logic leads to:
« Tightly coupled code base
« Slower release cadence

« Poor discoverability

« Additional complexity

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve



AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

app.js
if (event==a) { If something is going wrong, my

//run code :
P ety code is the most probable place.

//run code

) {
//run code Why?

}else{
//run this code

adWs
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AWS Lambda function

RUN BUSINESS LOGIC IN RESPONSE TO EVENTS

app.js
if (event==a) { If something is going wrong, my

//run code :
P ety code is the most probable place.

//run code

) {
//run code Why?

}else{
//run this code

SyntaxError: Expected '}

dWS
N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Because it's MY code.



How can we improve this?

o AWS Cloud
Input . .

GitHub Amazon AP AWS Slack
Gateway Lambda

aws
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Thinking asynchronously

aws
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Synchronous and asynchronous

Client Service A Service B

Synchronous

commands

aws
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Synchronous and asynchronous

Client Service A Service B Client Service A Service B

— < ............... Ié

Synchronous Asynchronous

commands events

aws
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Synchronous and asynchronous

Client Service A Service B Client Service A Service B
Synchronous Asynchronous
commands events

aws
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Choosing synchronous or asynchronous

YES NO

aws
2]



The AWS Lambda invocation model

Synchronous Asynchronous
request/response event
request Amazgn
b | EventBridge
Amazon API event
Gateway
internal
response queue
AWS Lambda AWS Lambda
function function

aws
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Synchronous and asynchronous invocations

Synchronous

Response syntax
request/response

HTTP/1.1 StatusCode (200 success)
X-Amz-Function-Error: FunctionError

request X-Amz-Log-Result: LogResult

D;AIT X-Amz-Executed-Version: ExecutedVersion
Amazon API Response payload:

Gateway
response . JSON

response
"statusCode":200,
"bOdy" . 1A [ { \" id\ 1A . \"1\" , \"name\" . \"ben\" } :| 144
AWS Lambda
function
aWS © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Synchronous and asynchronous invocations

Asynchronous

Response syntax
event

HTTP/1.1 StatusCode (202 success)
Amazon

:/E; EventBridge

event Response payload:
X

internal
queue

AWS Lambda
function
aws
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Sync and async invocation responses

ASYNCHRONOUS

Function invocation has been received 202
SYNCHRONOUS

Function has finished Running 200
and here is the result t

"body":"[{\"id\":\"1\",\"name\":\"ben\"}]"
}

adws
2]



Sync and async invocation responses

Asynchronous

Synchronous

aws

N © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Thinking asynchronously

EXternal API li AWS Step Functions

“ workflow
P

HTTP Request

Client ~ HTTP Response  AWS

Lambda

A synchronous Lambda ,
. . ulick off" Amazon Simple
an asynchronous workload (Amazon S3)

aws
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How can we improve this?

o AWS Cloud
Input . . Output

GitHub Amazon AP AWS Slack
Gateway Lambda

aws
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How can we improve this?

e ad = Lo mgi

GitHub Slack

aws
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Thinking asynchronously

aws
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Thinking asynchronously

R Process after ..................... :
S Store flrst .......................... E

aws



Thinking asynchronously

........................ Sto re fi rst ..........................

Greater reliability

Data is stored before my code gets a hold of it

aws
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Thinking asynchronously

........................ Sto re -ﬁ rst ..........................

Less code
Reduce code through direct service integrations

aws
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Thinking asynchronously

........................ Sto re -ﬁ rst ..........................

Faster response time
Client receives acknowledgement and can poll for further data if needed

aws
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Thinking asynchronously

...................... Process after .....................

aws
2]



Thinking asynchronously

Repository
Starred

...................... Process after - Repository

Commented

Repository
Cloned

Repository
PR

Repository
. . . . . PUSh
Asynchronous processing makes it easier to do more in less time

Do more

aws
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Making it work

aws
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Making it work

B—8

aws
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Making it work on AWS

Amazon API Amazon S|mple AWS
Gateway Queue Service Lambda
function

aws
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Making it work on AWS

Service integrations

« Communicate directly with 100+ AWS services
« Modify requests and response payloads with
Apache Velocity Templating Language (VTL)

Amazon API Amazon Simple AWS
Gateway Queue Service Lambda
= E function
: i APl Gateway :
rrrrerrerrnrn .. . Service ...
i integrations
aWS © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Making it work on AWS

| SQSeventsource |
; mapping

----------------------

..................................................

Amazon API Amazon S|mp[e AWS
Gateway Queue Service Lambda
function

Event source mapping

AWS Lambda polls the queue and invokes your function
with an event containing a batch of messages

aws
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Introducing for
AWS Lambda Event source mappings

FILTER MESSAGES BEFORE AWS LAMBDA INVOCATIONS

template.yaml

Events:
Type: SQS

Properties:
Filters:
- Pattern: "{\"data\": "\sender\": {
“NTogin\": “\b1s20AwsS\”}

aws
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How can we improve this?

AWS Cloud

)

: |
GitHub Input Amazon API AQmazonSS|m.ple Push Output |
Gatewa s Slack
y %
Clone

» Store input payload in Amazon SQS
* Invoke AWS Lambda functions based on event type

aws
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How did this affect the app?

Synchronous

Asynchronous

Milliseconds

283.50

Average
API latency
252 milliseconds

Average
API latency
39 milliseconds

Duration :

Milliseconds Average puration Average

261.90 AWS Lambda AWS Lambda
219.38 function duration

function duration

206 milliseconds 205 milliseconds

176.86

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Other “storage first” options

INUEVA 1 R G ESS

&

Amazon
EventBridge

AWS Lambda
function

Amazon API
Gateway

Amazon DynamoDB

Amazon Simple
Storage Service (S3)

aws
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Translation web application

Synchronous example

adws
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Event data

event.JSON

"data":”Hello, welcome to my translation demo.",
"culture":[”"fr-FR","tr-TR”, “de-DE”, "fr-CA" ]

aws
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Synchronous demo

User

aws

AWS Cloud

AWS Amplify

\,

Amazon API
Gateway

Amazon
Cognito

Each culture is sent to Amazon
Translate as a separate request

Lambda
function

Amazon Translate

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Synchronous demo

AWS Cloud

AWS Amplify
User Amazon API Lambda
Gateway function

Amazon
Cognito

Each translation is sent to
Amazon Polly for audio rendering

Amazon Translate

Amazon Polly

aws
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Synchronous demo

AWS Cloud
Audio files are saved to an
Amazon S3 bucket

AWS Amplify
User Amazon API Lambda
Gateway function

Amazon
Cognito

Amazon Translate

Amazon Polly

5,

Audio bucket

aws

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Synchronous demo

AWS Cloud

All records are written to Amazon
DynamoDB

AWS Amplify

User Amazon API Lambda
Gateway function

Amazon
Cognito

Amazon Translate

Amazon Polly

5,

Audio bucket

Amazon
DynamoDB

aws
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Resulting data

Amazon DynamoDB

id @ type culture data timestamp originalld
55de7a40-d4ba-11e9-b999-e9c6d1f6a327  audio-de-DE de-DE https://translator-synch-audiobucket-li8k1wox4fxm.s3-... 1568223241096

55de7a40-d4ba-11€9-b999-e9¢c6d1f6a327  audio-fr-CA fr-CA https://translator-synch-audiobucket-1i8k1wox4fxm.s3-... 1568223241096

55de7a40-d4ba-11e9-b999-e9c6d1f6a327  audio-fr-FR fr-FR https://translator-synch-audiobucket-li8k1wox4fxm.s3-... 1568223241096

55de7a40-d4ba-11e9-b999-e9c6d1f6a327  audio-tr-TR tr-TR https://translator-synch-audiobucket-li8k1wox4fxm.s3-... 1568223241096

55de7a40-d4ba-11e9-b999-e9c6d1f6a327  original [{"S": "fr-FR" }, { "S" : "tr-... Hello, welcome to my translation demo. 1568223238116 original-55de7a40-d4ba-11e9-b999-e9c6d1f6z
55de7a40-d4ba-11e9-b999-e9c6d1f6a327  translation-de-DE de-DE Hallo, willkommen zu meiner Ubersetzungsdemo. 1568223239938

55de7a40-d4ba-11€9-b999-e9c6d1f6a327  translation-fr-CA fr-CA Bonjour, bienvenue a ma démo de traduction. 1568223239938

55de7a40-d4ba-11e9-b999-e9c6d1f6a327 translation-fr-FR fr-FR Bonjour, bienvenue a ma démo de traduction. 1568223239938

55de7a40-d4ba-11€9-b999-e9c6d1f6a327  translation-tr-TR tr-TR Merhaba, geviri demoma hos geldiniz. 1568223239938

Amazon S3

Name + Last modified ¥ Storage class ¥
55de7a40-d4ba-11e9-b999-e9c6d1f6a327_de-DE_Marlene.mp3 Sep 11, 2019 11:34:01 AM GMT-0600 Standard
55de7a40-d4ba-11e9-b999-e9c6d1f6a327_fr-CA_Chantal.mp3 Sep 11, 2019 11:34:02 AM GMT-0600 Standard
55de7a40-d4ba-11e9-b999-e9c6d1f6a327_fr-FR_Celine.mp3 Sep 11, 2019 11:34:02 AM GMT-0600 Standard

55de7a40-d4ba-11e9-b999-e9¢c6d1f6a327_tr-TR_Filiz.mp3 Sep 11, 2019 11:34:02 AM GMT-0600 Standard

Viewing 1 to 4

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Translation web application

Asynchronous example

adws
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Asynchronous demo

Bt [{]—>

aws

S

AWS Cloud

AWS Amplify

Amazon API
Gateway

Amazon
Cognito

Amazon
DynamoDB

Original request is written directly
to Amazon DynamoDB

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Asynchronous demo

Bl

User

aws

1

AWS Cloud

AWS Amplify

Amazon API
Gateway

Amazon
Cognito

— &

Stream Amazon
Reader EventBridge

DynamoDB streams then triggers the stream
reader function to parse the translation
requests and add them to an Amazon

el EventBridge event bus

DynamoDB

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Asynchronous demo

AWS Cloud
Stream Amazon Translate Amazon Translate
Reader EventBridge 1
AWS Amplify I
[
[
B '
User Amazon API Amazon
Gateway DynamoDB .
Based on event rules, the translate function
is then triggered to submit the translation
requests to Amazon Translate, and the
resulting translations are then written back
Amazon to DynamoDB
Cognito
aws

1

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Asynchronous demo

AWS Cloud

AWS Amplify

Bl

A—E l— <M

Stream Amazon Translate Amazon Translate
Reader EventBridge [

User Amazon API Amazon @ -y
Gateway DynamoDB I
Audio Amazon Polly 1
J
h Each translation triggers the stream reader function which @( _I.
Amazon creates an audio request and sends it to Amazon Polly,
Cognito which saves the resulting file to an S3 bucket Audio bucket
aws

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Asynchronous demo

Bl

User

aws

AWS Cloud

AWS Amplify

Amazon API
Gateway

Amazon
Cognito

Stream Amazon Translate Amazon Translate
Reader EventBridge [
]
]
]
]
<- I N . I I N I ‘
Amazon @ -
DynamoDB i
A Audio Amazon Polly I
[ I
The bucket change triggers a Lambda
function that adds an ACL to the file Finalize Audio bucket
and saves the record to DynamoDB

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Synchronous and Asynchronous request

behaviors

Blocking time

Synchronous requests

Caller waits until the end of
processing for a response

Costs

Waiting may incur cost

Latency

Downstream slowness or outages
affects the overall request

Payload transport

Passes payloads between steps

Durability

Failure affects entire request

Implementation

Easy to implement

Asynchronous requests

aws

1
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Adding more reliability

aws
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More reliability

AWS Amplify

User Amazon API
Gateway

Amazon
Cognito

<&

Stream
reader

Amazon

DynamoDB
[
[

L-----------)

Amazon
EventBridge

Translate

Audio

Finalize

->Q<«— [l

De—>8<-
N €--->TFe-

Amazon Translate

Amazon Polly

Audio bucket

aws

1
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More reliability

Stream Translate
reader
Audio
Finalize

aws
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More reliability

Stream b Error handling
reader

Error handling

Error handling

Audio

Error handling

Finalize

aws
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More reliability

aws

S

Stream
reader

Error handling

Errors

Translate

Code

Audio

Finalize

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



More reliability: Lambda destinations

Amazon AWS Amazon Simple Amazon Simple
EventBridge Lambda Notification Service Queue Service

On success

Lambda
function

Set maximum age
and number of retries EventBridge Lambda

Amazon AWS Amazon Simple Amazon Simple

Notification Service Queue Service

aws
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More reliability

aws

S

Stream Translate
reader

0

Audio

Errors Finalize

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Asynchronous demo

aws
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Asynchronous demo

AWS Cloud

[ ]
[ ]
[ ]
/ﬁk\ Cron Error : Stream
correction s reader
AWS Amplify .
[ ]
[ ]
[ ]
[ ]
[ ]
User Amazon API Amazon
Gateway DynamoDB

A

=

Amazon
Cognito Errors

&

Amazon
EventBridge

Translate

Audio

Finalize

:
2

Amazon Translate

=)

Amazon Polly

Audio bucket

aws

p —
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The lift and shift

Auth Backend
Caching logic Error handling
Throttling logic Retry logic
Routing Front end

Storage @
aws
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The migration

Front end . Aut.h Throttling logic
Caching logic Routing

Backend

Error handling . Retry logic
Queue Workflow Pub/sub

Storage @
aws
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Castle and moat vs. Zero Trust

Castle and moat Zero Trust

From @ to

Protecting network perimeters Trust “no one” by default
with firewalls, proxy servers,
honeypots, and other intrusion
prevention tools

Build micro-perimeters around each
resource to enforce strict verification

of every person or service
adws
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Castle and moat vs. Zero Trust

Castle and moat Zero Trust

From @

If an unauthorized user gains If an unauthorized user gains
access to the network, they entry, they are limited to only

have access to everything the service within that
inside micro-perimeter

to

Ol

dWws
N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Implementing Zero Trust

DECOUPLE BUSINESS LOGIC FROM SECURITY POSTURE WITH ROLES AND PERMISSIONS

« Use AWS IAM resource policies and execution roles
« Default to deny — never use * permissions

: Resource policy Execution role - Amazon DynamoDB

Amazon API : : :
G - Events that are - :  Constrains what the Lambda :
ateway : . . : - . . . :
: authorized to invoke : - function is authorized to do
- the function - :
LN NN SN NN NN NN NN NN NN NN EEEEEEEEEEE ; ----------------------------------------
aWS © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Implementing Zero Trust

DECOUPLE BUSINESS LOGIC FROM SECURITY POSTURE WITH ROLES AND PERMISSIONS

« Use AWS IAM resource policies and execution roles
« Default to deny — never use * permissions

E IIE.F.fec.tll: IIA'L'LOWII’ E
i "Action": "dynamodb:PutItem",
"Resource”: "arn:aws:dynamodb:

"Action": |
"lambda: InvokeFunction"

Resource policy Execution role
Events that are ; - Constrains what the Lambda
authorized to invoke : - function is authorized to do

the function

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



serverlesspresso

A re:Invent coffee bar built on serverless technologies
by the serverless Developer Advocate team

Developer Monday 4pm - 7pm
Tuesday 10am - 6pm

Lounge at

The Venetian Wednesday 10am - 6pm
Thursday 10am - 4pm

S



How it works

A

P == = = = = = - - - - - TS | e Pamam e e e e 1
1 a ! ! . | . 1 .
A\ Front ends ! ! Order Manager service : : @ EventBridge %:% Step Functions
: . ! : . Event bus : Order processing workflow
: : APl 1 EI:I : Events : :
W
| = @ een,:," | : |
I I ! [ | —| : 1 | Start
: |
: : : API Lambda DynamoDB | | : Events T
! : ,  Gateway function table | | :
1 | I -
: Ordering L R ! : : o
X y
: app : S | , : et Copaciy Staus
1 I . . | 1 1
I I : QR validator service I I I Capaciy Aviaable?
1 I | | 1 1
: : APl : : Events : : it - Workfiow Started TT
| | |
! A —> ! | ! Ei
| [ ! I I |
. 1 Iy
: Display : X AP Lambda : : : LOG - In Prodiuction
I app : : Gateway function I : I e — -
1 1 1 - omgpletion
1 1 I_ ______________________ 1 1 1
| | | 1 i
1 1 1 . | Did barista || customer cancel ?
| : 5 : : Eve:lsll?;rsldge ! Events
| . . | "
. . : Publisher service . | i ‘
1 ) | | 1 | 1
1 | | 1 | 1
: Barist : ! N : Events : :
: arista < : P < [ !
' PP | . | | !
| 1 |
: : | loT Core Lambda : : :
I I : function I I I
1 | | 1 | 1
e e e == —— - - ] | mmecccccscccccsccccc————— 1 P |
\\ |/

serverlesspresso
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How it works

Ordering
app

Display
app

~

Barista
app

Order Manager service

API

o < (AN )<

API Lambda
Gateway

QR validator service

AP/
—

API Lambda
Gateway function

Publisher service

@ <«

loT Core Lambda

function

DynamoDB
function table

SHAJ serverlesspresso

@ EventBridge

Event bus
Events
<>
Events
EventBridge
rules
Events
B —

Front ends

Events

Events

<

Step Functions
Order processing workflow

Y -
Emnit- Shop not ready

+. . .r--
ordar was cancelled Emit - error timeout

El
End |

M In Progress M Succeeded M Failed ¥ Cancelled M Caught Error

3 web apps hosted on AWS Amplify Console
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How it works

p—
Focoooooogii b bR LT 1
A 1 . .
A\ Front ends : Order Manager service I @ EventBridge %:‘:' Step Functions
: | Event bus Order processing workflow
AP | m— : Events
—1—— %
— .—‘I <> <> h
1 | | — | :
1
1 API Lambda  DynamoDB'
Event
| Gateway function table | et
1 1
Ordering |, = —--mmm-mmsmms—————-—-—-—- !
app il __ .
! . . 1
| QR validator service I
1
1 |
AP/ : : Events Emit- Sh:ur:t not. real;;
o — .
1
1
1
. 1
Display I API Lambda .
app | Gateway function !
1
1
E entB d e ot adol I:.lstamer‘tlmedmt
_____________________ A" ri . . .
' . rules : Events r— N —
: PUblISher se order was cangelled | Emit - error timeout
S !
Barista : Events ---.,.__________7____
. < < S — L |
1 *
1 End |
| loT Core Lambda :
1 .
: funCtlon M in Prooress Wl Sucreeded W Failed Cancelled M Caught Error
Access layer

APls provide access to business logic

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How it works

)
| P e = = = = = = = === = b
. 1 I . .
A\ Front ends Order Manager service . |:||:<::> :. EventBridge %E:' Step Functions
: - Event bus Order processing workflow
API : .
— <> <> )
|
API Lambda  DynamoDB :
Gateway function table
|
Ordering ]
app |
. . |
QR validator service I
|
|
API '
% 1 1
' |
. |
Display API Lambda : ‘
app Gateway function I |
I 1
I i
a i o I:.lstamer‘tlmedmt
| EventBridge Events
H 1 ! ru les lar wa::am:e e \ ...-F?rnt-em.\r !in\!m:-..
\ Publisher service | < > orderves caceld | | ‘
= ,
|
Barista (al ! —
|
e S @< ' -
I e
loT Core [ @
r Lambda | -
function : M In Progress M Succeeded M Failed [ Cancelled M Caught Error
1

Serverless event bus delivers messages
N E [/, serverlesspresso about the state of each order
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How it works

%z% Step Functions
Order processing workflow

1
Get Shop Status
Shop lﬂpen?
Get Capacity Status

Capacity Avialable?

s
Emit - Waiting Comgletion TT

Did baristar || customer cancel 7

Orchestration
AWS Step Functions orchestrates each

server[esspresso order from start to completion

\\ |/
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How it works

)
A\ Front ends Order Manager service @ EventBridge %:‘: Step Functions
Event bus Order processing workflow
API Events
. <>
- <~ <~
API Lambda DynamoDB Events
Gateway function table
Ordering
app
QR validator service
API EVen [ Ernit- Sh:p not reaa-;'--- -_-_
B — .
—> |
|
Display API Lambda ‘
app Gateway function |
R edout Customer timedout
\ y T TTTTTTTT T T T T T T m T 1 Eve r:lE lBer;d ge Events J = 7
: Publisher service order was cancelled _. Emit - ervor timeout
= |
1
Barist I
arista < 1 =
app . @
: loT Core
1 .
: M In Progress M Succeeded M Failed [ Cancelled M Caught Error
"""""""""" Real time

loT topic updates web front ends

SHAJ serverlesspresso
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Handling response
values and state for
asynchronous requests

aws

S
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Handling response values and state for
asynchronous requests

Client Service A Service B
( ............... ﬁ .
Ack
No return path to provide further information E
beyond the initial acknowledgement
Asynchronous
events

aws
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Tracking an inflight request: Polling

—— Endpoint

Please do a thing. » Initial request returns a tracking identifier

) » Create a second API endpoint for the front end to
check the status of the request, referencing the

tracking ID

Is it ready yet?

pd
~

Is it ready yet? « Use DynamoDB or another data store to track the

state of the request

Is it ready yet? « Simple mechanism to implement

pd
~

Here's the DATA « Can create many empty calls

Is it ready yet?

« Delay between availability and front-end notification

aws
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Tracking an inflight request: WebSocket

——] Endpoint
Please do a thing.

> « A bidirectional connection between the front end
0] ¢ client and the backend service

<
~

* Your backend services can continue to send data back
to the client by using a WebSocket connection

 C(Closer to real time

« Reduces the number of messages between the client

< and backend system
Here's the DATA

« Often more complex to implement

aws
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Using AWS loT Core for real-time messaging

Web applications often require partial information:

amera s T 20:33 om <Cameram = 20:34 am < Cameraw| & 20:34 am)
AA @ orderserverlesscoffeecom ¢ AA @ orderserverlesscoffeecom ¢ & e o o
(_‘i % SGI‘VQI’IGSSDFGSSO
(j % serverlesspresso ﬂ % serverlesspresso
our order is in the queue Order #1

Order #1

Ready for collection
our o

75%

Completion percentages Continuous data changes

aws
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Using AWS loT Core for real-time messaging

Front end application uses pub-sub to “listen” for event updates

B
AWS loT Core
ﬁ h

Messages
Publishing
function

Front end application

Subscribe to topic ‘ Subscriptions

AWS SDK {  Messages loT topic

_________________________________________________________

Front end uses AWS SDK to subscribe to a topic based on user’'s unique user ID.

aws
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Using AWS loT Core for real-time messaging

Front end application uses pub-sub to “listen” for event updates

Front end application

Subscribe to topic

@

AWS SDK

__________________________________________________

Subscriptions

Messages .

B o

AWS loT Core

u

loT topic

<

Messages
Publishing
function

Receives messages published by the backend to this topic.

aws

S
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Using AWS loT Core for real-time messaging

Front end application uses pub-sub to “listen” for event updates

B osco
AWS loT Core
) @ =)

Front end application

Subscribe to topic Subscriptions

¢

AWS SDK {  Messages loT topic

Messages
Publishing
function

_________________________________________________________

Messages are categorized using topics. Topic names are UTF 8 encoded strings.

aws
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Using AWS loT Core for real-time messaging

Front end application uses pub-sub to “listen” for event updates

__________________________________________________________
_________________________________________________________
1
___________________________________________________________

————————————————————————————————————————————————————————————

Front end application

B s cou .&

| o /;\:VS:C;QM @—
© L2 [ 6one | @

AWS SDK || Messages Slacpics ' Publishing |

= . | services |

The loT core service manages the WebSocket connection between backend publishers
and front-end subscribers.

Subscribe to topic ESubscriptions

&

This enables fanout functionality to thousands front-end devices.

aws
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Using AWS loT Core for real-time messaging

The lotData class in the AWS SDK returns a client that uses the MQTT protocol

Front End app

mgttClient.on ('connect', function () {

console.log('mgttClient connected’) Once the frontend
}) application establishes
the connection, it returns
mgttClient.on ('error', function (err) { messages, errors, and
console.log('mgttClient error: ', err) connection status via
}) callbacks.

mgttClient.on ('message', function (topic, payload) {
const msg = JSON.parse (payload.toString())
console.log('IoT msg: ', topilic, msQg)

})

aws
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Combining multiple approaches for
your front-end application

Many front-end applications can combine synchronous and asynchronous response models.

___________________________________

Front ends . Config service
.e

I

I

_| :

l API

moDB !

. | Gateway ytable !

_o ! ! '
I
I
I

___________________

Serverlesspresso sends an initial synchronous request to retrieve the current “state of things.”

SHAA serverlesspresso
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Combining multiple approaches for

your front-end application

Many front-end applications can combine synchronous and asynchronous response models.

___________________________________

Front ends . Config service
.
I API DynamoDB ' roT T -_______-_______:
| : : Gateway table : | Publisher service [
| ! I

___________________

i Barista : : & &
o l app i Subscribe to topics I D m

Lambda

1
loT Topics
! P! function

________________________

Simultaneously the front end subscribes to global and user-based IoT topics.

SHAA serverlesspresso
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Combining multiple approaches for
your front-end application

Asynchronous backend processes

___________________________________

Front ends : : Config service
I |
1 1 |
. @  — Ord;art
| & DynamoDB i CTTTTTImmm e mmm e
I |
! ' | Gateway table ' Publisher service
5 A S HEQ
1
Barista : ‘
app : Publish update
'_ |
1
I

loT Topics

New orders are posted to the application, and processed asynchronously, with updates published
to the font end via the loT topic.

SHAA serverlesspresso
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Recap

BEST PRACTICES FOR BUILDING INTERACTIVE APPLICATIONS WITH AWS LAMBDA

» Use asynchronous workloads (where possible)
 Reduce code - use the services

» Put storage first (when possible)

aws

S



Thank you!

Benjamin Smith

@Benjamin_L_s

aws
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