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About me
Julian Wood

Senior Developer Advocate — AWS Serverless

Recovering server“more” infrastructure engineer
Enterprises and startups
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What are we talking about today?

Thinking in events
Service-full serverless
Fabulous functions
Healthy serverless

Development workflow
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Thinking in events
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The start of “serverless’?

November 13, 2014

AWS introduces the preview of AWS Lambda,
an event-driven computing service for
dynamic applications

April 9, 2015

AWS Lambda becomes generally available for
production use

No mention of “serverless”!

aws
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Introducing AWS Lambda.

An event-dfiven computing senvos for
dynamic applications
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A FOCus on Funotions, Data ang Events

| Cloud Functions
AWS services
Events from
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Easy to Use, and Low Maintenanoe
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Very Rapid Responses to Events
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What are serverless services?

Amazon API
Gateway

aws

1

Amazon
EventBridge

Amazon
DynamoDB

Amazon
Kinesis

Amazon SNS

AWS
Lambda

AWS
loT Core

Amazon SQS

Amazon S3

Amazon Elastic
Transcoder
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Synchronous APIs

POST
] /order
—
it

Client 201
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Synchronous APIs

Client
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Synchronous APIs
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Synchronous APIs
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Synchronous APIs

This effectively creates a “tight coupling” where failures
become harder to recover from

aws
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Asynchronous APIs

POST POST

/order /invoice
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SEN

Client 201
GET
/invoice
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Async friends: Queues, topics, buses, streams

Amazon SQS Amazon SNS EventBridge Kinesis
Queues Pub/sub topics Event bus Streams
Fully managed Fully managed Fully managed Fully managed
Message queuing High-throughput, Build event-driven Collect, process,
service to decouple push-based, applications at scale for and analyze
and scale distributed many-to-many AWS services, your own real-time,
systems messaging between applications, and streaming data
distributed systems SaaSs providers

aws
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Ways to compare

-—O ‘; 'DDDE'I I:{(é}
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Scale/concurrency

Durability Persistence
controls
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Consumption
models

Retries Pricing
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Ways to compare
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event

[I1-’vent] noun

A signal that a system’s
state has changed.
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event

[1-’vent] noun » Temporal
« Immutable
A signal that a system’s . Observable

state has changed. . JSON
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Commands/APIs Events

Synchronous

Asynchronous

Has an intent
Directed to a target

Is a fact
Others can observe

“DoSomething”
“CreateAccount”
“AddProduct”
“CreateFile”

“SomethingDone”
“AccountCreated”
“ProductAdded”
“FileCreated”
“PaymentFailed”

© 2021, Amazon Web Services, Inc. or

its affiliates. All rights reserved.



Event storming

Payment
Success

Order Pispatched

Seller Approved

Event discovery

| Seller
3MI2 Notiflcation

Temporal sequencing

Fallure

atore Closed

Trigger detection

Categorization

Help Tioket Support Member Suppart Member
Opened Assinged Assinged

Naming

Schema

Ben Ellerby | AWS Serverless Hero

s12d.com/eventbridge-storming
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Amazon EventBridge sources and targets

Event sources

Custom apps

4

patapoGc  zendesk

Saa$S apps

EventBridge
Ne .
Default L
event bus N enid
-Co
\|I/ ! ‘\ 17
Custom st I
event bus ‘,Qﬁ
‘\é/— Rules
Partner
event bus

Event targets

. AWS Lambda

2| Amazon SNS

Step Functions

dWS More AWS service targets
~—

™ API destinations

Buses in other accounts

aws
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Deciding on event content

Send all information
(Fat event)

For example, for a change event:

Object ID
Previous content
New content

All fields

Metadata on which fields have
changed

dWs
~—

Send only metadata
(Thin event)
For example, for a change event:
« Object ID

Consumers then make an API call
to retrieve data



Deciding on event content

Send all information
(Fat event)

Send only metadata
(Thin event)

aws
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Enriching events

ADD EVENT ENVELOPE, METADATA, AND DATA DETAIL

Event envelope Event detail

{ llvers_ionll_ IIOII "deta-i-ln: {
H . A ’ . "metadata": {
"1d . %0€S6lab—d758—61f7—96a0—592d093f6b0b y "domain": "Myserver1eSSApp",
source'": "MyCompany.MyServerlessApp", "ecarvice": "product”
detail-type": "Product.ProductInfoupdated", "environment™: "prod",

"i?coﬂ?t"éozi}ééfigiig?i7:522" "category": "ProductInfoupdated"”,
me- -l ’ "type": "Priceupdated"”,

region’: us-west-27, "fields": ["salesPrice"]
resources": [

"MyServerlessApp-Product- £3ata"' {
ProductInfoUpdatedFunction-VAv4YNEz60iM" "pro&uctId": "7ba35e6b"
1, "salesPrice": 39.95,
“priceChange": -0.95,
"costPrice”: 18./0
}
}
}

aws
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Think in events: Best practices

« Plan events as part of your architecture design

« Embrace asynchronous and eventual consistency
« Use one or multiple messaging services

« Pass state as events

« Enrich events with content and metadata

aws
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Service-full serverless

(configuration over code)

adws
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A serverless application

AWS Lambda

aws
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A serverless application

Function

Node.js
Python

Java

CH

Go

Ruby
Runtime API

aws
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A serverless application

Event source

Changes in
data state

Requests to
endpoints

Changes in
resource state

aws
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Function

Node.js
Python

Java

CH#

Go

Ruby
Runtime API
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A serverless application

Event source Function Services

RN
o

Changes in
data state

Node.js

Python

Java T

C# _\L
(€Te)

Ruby

Runtime API

Requests to
endpoints

resource state

e
=
1.
A2
Changes in 6%
@7/1\

e
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A serverless application

Event source Services
- )

=
1.
A2
Changes in 6%
@7/1\

Changes in
data state

Requests to
endpoints

resource state

e

aws
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Is an AWS Lambda function even needed?

pro tip #72 - If you are just using AWS
Lambda to copy data around without doing anything to
it, there’s probably a better way or AWS should build/is
building one (see Firehose, Cross region sync on S3
etc). Use lambda functions to transform, not transport.

Image by Clker-Free-Vector-images from Pixabay

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://pixabay.com/users/clker-free-vector-images-3736/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=35369
https://pixabay.com/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=35369

| How much

are you squeezing in to your code?

aws
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How little

/)

are you actually invoking an AWS Lambda function for?

aws
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Consider a “traditional” app

Auth Backend

Caching logic Error handling
Throttling logic Retry logic
Routing Front end

Storage

aws
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The lift and shift

Auth Backend
Caching logic Error handling
Throttling logic Retry logic
Routing Front end

Storage @
aws
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The migration

Front end . Aut.h Throttling logic
Caching logic Routing

Backend

Error handling . Retry logic
Queue Workflow Pub/sub

Storage @
aws
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Finer-grained control

A

Complexity Complexity

Dependencies Resources Resources

g

Dependencies

Monolith Serverless application

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Orchestration/choreography as configuration

AS YOU GROW AND EXPAND, COORDINATION IS MORE CHALLENGING

Orchestration Choreography
Step Functions @ EventBridge
e | Submit job
\ 4
Wait x seconds
s s ) ;
Lambda Serverless
functions event bus
Set job failed susciZL?:It:: d
3
_| Sent message
~|to Amazon SNS
Coordinate the components of Produce and consume messages from a
distributed applications and serverless event bus; services don't need to
microservices using visual workflows know about each other, just about the bus

aws
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Orchestration/choreography as configuration

AS YOU GROW AND EXPAND, COORDINATION IS MORE CHALLENGING

Orchestration Choreography
Step Functions @ EventBridge

| Submit job

\ 4

Wait x seconds

AWS __ —Jp| Get job status
Lambda
functions Job complete?

Serverless
event bus

I

. . Set job
Set job failed succeeded

f
Sent message
to Amazon SNS
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The fastest and lowest-cost
Lambda function is the one
you remove and replace

with a built-in integration

adws
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Service-full serverless: Best practices

« Use service integrations where possible

« Code is a liability = prefer configuration over code
« Use AWS Lambda to transform, not transport
« Use messaging services

« Avoid monolithic services and functions

« Orchestrate workflows with Step Functions
« Choreograph events with EventBridge

adws
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Fabulous functions

aws
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AWS Lambda API

API provided by the AWS Lambda service
n

SDK clients

D)fb

Used by all other services that invoke
AWS Lambda across all models

Invoke AWS Lambda
directly via invoke API

O —

Supports sync and async

@

Can pass any event payload structure

AWS Lambda you want

function

Client included in every AWS SDK

aws
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The AWS Lambda invocation model

Synchronous Asynchronous
request/response event
/order EventBridge
Application Load Amazon S3
Balancer
APl Gateway event
event
queue
request ' response
event
AWS Lambda AWS Lambda
function function

aws

S

Event source mapping
polls stream/queue

Amazon Kinesis
Data Streams

Amazon SQS

Il reads batch of items

AWS Lambda
service pollers

1] synchronous

AWS Lambda
function
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AWS Lambda execution environment lifecycle

Cold - WET
start : start
: INVOKE
. Run function
E handler code

AWS optimization Your optimization



AWS Lambda execution environment lifecycle

Cold WEIIn
start start
E INVOKE
n Run function
E handler code

AWS optimization Your optimization

When using extensions/runtime modifications

aws
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AWS Lambda cold starts and you

OCCURS WHEN A NEW EXECUTION ENVIRONMENT IS REQUIRED IN RESPONSE TO AN EVENT/REQUEST

Cold starts occur when . . .
 You
« Scaling up
« Configuring provisioned concurrency
- Updating code/config
« AWS
« Environment is refreshed
« Failure in underlying resources
« Rebalancing across Availability Zones
Typically
« Varies from <100 ms to >1 sec
« <1% of production workloads
Significantly reduced for VPC integration

aws

S
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AWS Lambda cold starts and you

OCCURS WHEN A NEW EXECUTION ENVIRONMENT IS REQUIRED IN RESPONSE TO AN EVENT/REQUEST

Cold starts occur when . . .
- You
Scaling up
Configuring provisioned concurrency
Updating code/config
« AWS
Environment is refreshed
Failure in underlying resources
Rebalancing across Availability Zones
Typically
« Varies from <100 ms to >1 sec
« <1% of production workloads
Significantly reduced for VPC integration

aws

\-;,

Runs pre-handler INIT code
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Pre-handler INIT code: Best practices

Don't load it if you don't need it

- Import only what you need

- Optimize dependencies, SDKs, and other
libraries to the specific modules required

« Minify/uglify production code
« Reduce deployment package size

« Avoid “monolithic” functions

Lazy initialize shared libraries

- Helps if there are multiple functions
per file

aws

S

Establishing connections

« Handle reconnections in handler

« Keep-alive in AWS SDKs

State during environment reuse

- Keep data for subsequent invocations

- Don't store data and secrets you don't
want for subsequent invocations

Use provisioned concurrency

« Onindividual functions, no code changes

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Optimize dependencies

Only use libraries that are specific to your workload

// const AWS = require('aws-sdk’)
const DynamoDB = require('aws-sdk/clients/dynamodb’) // 125ms faster

// const AWSXRay = require('aws-xray-sdk’)
const AWSXRay = require('aws-xray-sdk-core’) // 5ms faster

// const AWS = AWSXRay.captureAwS(require('aws-sdk’))
const dynamodb = new DynamoDB.DocumentClient()
AWSXRay .captureAwSClient (dynamodb.service) // 140ms faster

Consider using the AWS SDK for JavaScript v3: ~3 MB package rather than
8 MB for v2

aws
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Lazy initialize shared libraries: Python

and boto3

import boto3

S3_client = None
ddb_client = None

def get_objects_handler(event, context):
1f not s3_client:
s3_client = boto3.client("s3")
# business logic

def get_items_handler(event, context):
if not ddb_client:
ddb_client = boto3.client(”’dynamodb™)
# business logic

aws

S
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Understanding concurrency

Concurrency is the number of requests that your function is serving at
any given time

A single AWS Lambda execution environment can only process a single
event at a time

- Regardless of event source or invocation model

- Batches pulled from Kinesis Data Streams, Amazon SQS, or Amazon
DynamoDB Streams count as a single event

Concurrent requests require new execution environments to be created

« Limited in concurrency by burst rate per account per Region

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve

d.



Understanding concurrency

Time

aws
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Understanding concurrency

Time

This execution environment is
blocked for this entire time

aws
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Understanding concurrency

Time

aws
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Understanding concurrency

Time \

The first environment is now free and warm

aws
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Understanding concurrency

Time

_’

| Request2 -[Coldstart|~  Invocation Warm start
| Request3 -[Coldstart|~  Invocation
| Request4 -[Coldstart - Invocation

aws
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Understanding concurrency

Time

| Request4 -[Coldstart ~  Invocaon  ——Request10 - In
| Request5 -[Coldstart - Invocation
 Requestd - Coldstart -

aws
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Understanding concurrency

Time

ConcurrencLé : . .
Count  : 3 : 5 4 14 16 : 5

aws
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Concurrency across invocation models
s

EEEEE R
Synchronous - @ AWS Lambda
functions

Asynchronous >

AWS Lambda r#

service

AWS Lambda
- functions

B ()

Event source mapping —
Queues

AWS Lambda
service

Ry | ()
. AWS Lambda
Event source mapping IEEIEEN @ functions
Streams | FAFAFATd | | FAFAFATd | @
AWS Lambda

service

aws
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AWS Lambda concurrency controls

Reserved concurrency

- Maximum concurrency for a
given function

« Also reserves that concurrency
from the account’s quota

- Set function concurrency to
protect downstream resources

- "Off switch” - set function
concurrency to zero

aws

S

Reserved Concurrency

© 2021, Amazon Web Services, Inc

. or its affiliates. All rights reserve
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AWS Lambda concurrency controls

Provisioned concurrency Function Scaling with Provisioned Concurrency

¢ Sets minimum number of

execution environments

Requested
. Pre-warm execution provisioned l

environments to reduce COld— concurrency
start impact

Burst limit

e Burst to use standard
concurrency if desired

« (Can save costs in certain
situations

aws
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AWS Lambda function scaling quotas

Burst concurrency quota Account concurrency quota
Maximum increase in concurrency Maximum concurrency in a
for an initial burst of traffic given Region across all

Burst concurrency quotas functions in an account
+ 3000 - US West (Oregon), US East (N. Virginia), Europe (lreland) (dEfaUlt — 1,000 per Reglon)

« 1000 - Asia Pacific (Tokyo), Europe (Frankfurt), US East (Ohio)

» 500 - Other Regions

This can be increased
After the initial burst, your function

concurrency can scale by an additional

500 instances each minute
aws

S
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AWS Lambda functions on AWS Graviton2

ARM-based AWS Graviton2 processors =
up to 34% better price-performance over x86-based AWS Lambda

S

Highest performance 20% lower cost Up to 34% better

vs. x86 vs. same-sized price-performance
AWS Lambda functions

aws
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AWS Lambda functions on armé64

You can

target functions

deployed with a container image

or .zip fi
or ARM-

e to run on x86-based
nased processors

powerec

by AWS Graviton2

 Interpreted and compiled-

bytec

ode languages can run

without modification

- Compiled languages and

conta

iner images need to be

recompiled for arm64

- Most AWS tools and SDKs support
AWS Graviton2 transparently

aws
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Edit runtime settings

Runtime settings info

Rur

ntime

@ v

update both, you must repeat the update process.

ou can change either the function's runtime or the i

nstruction set architecture in one update. To

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Lambda function memory “power”
2\ A "\

AWS Lambda exposes only a memory configuration control
Between 128 MB and 10 GB in 1 MB increments

AWS Lambda proportionally allocates:
CPU power
Network bandwidth

If your code is memory-, CPU-, or network-bound, add more memory, which
may improve performance and reduce cost

aws
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AWS Lambda: Larger functions

Memory vs. number of vCPUs*
You can now configure AWS Lambda ry vs. number ot v

functions for

10 GB in memory with up to

6 vCPUs proportional to memory configuration

Run memory intensive workloads

Batch, ETL, analytics, media processing

Run compute intensive workloads

128 1769 3539 5308 7077 8846 10240
Configured function memory (MB)

>71 core: CPU-bound workloads will see «== Allocated vCPUs
gains, but need to multi-thread

Machine learning, genomics, gaming, HPC

*Numbers are an approximation of vCPU power

aws
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Smart resource allocation

Match resource allocation to business logic

Stats for AWS Lambda function that calculates:
1,000 times all prime numbers <= 1,000,000

128 MB $0.024628
256 MB  6.678945 sec

512 MB  3.194954sec  $0.026830
1,024 MB 1.465984 sec $0.024638

Green = Best = Worst

aws
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Smart resource allocation

Match resource allocation to business logic

Stats for AWS Lambda function that calculates:
1,000 times all prime numbers <= 1,000,000

128 MB
256 MB
512 MB
1,024 MB
Green = Best Hed = Worst

aws
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‘ Start

AWS Lambda Power Tuning 3

‘ Initializer l

e

DATA-DRIVEN COST AND PERFORMANCE OPTIMIZATION FOR AWS LAMBDA

{ Cleaner \ i CleanUpOnError

{ Analyzer \

‘ Optimizer ‘

(=174 42 =1

Fastest invocation time L= _||!. i 7

I":-:I: "|'I|I|"-'E

= o

EEP—I- n I— j

https://github.com/alexcasalboni/aws-lambda-power-tuning

aws
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https://github.com/alexcasalboni/aws-lambda-power-tuning

Comparing x86 to ARM/AWS Graviton2

Power: 2,048
Time: 1,718 ms
Cost: $0.000058

Time: 1,262 ms

(27% faster)

Cost: $0.000034
= (41% cheaper)




Fabulous functions: Best practices

« Use different invocation models

« Optimize cold starts
= Don't load it if you don't need it
= Lazy initialize shared libraries
= Establishing connections

= State during environment reuse
« Understand concurrency and quotas, how to reserve and pr
« Try out ARM/AWS Graviton2
« More memory = proportionally more CPU and I/0O

aws
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Fabulous functions: Best practices

° /

Optimizing AWS Lambda
performance and cost for your
serverless applications

° s12d.com/lambda-performance-cost



s12d.com/lambda-performance-cost

Configuration as code

aws
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Infrastructure as code (1aC)

Build infrastructure using configuration files
Treat configuration files as software code
With serverless, your infrastructure is your app
Automate the provisioning process

Reduce configuration drift

Deploy to multiple environments and accounts

adws
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lIaC frameworks for serverless

AWS Serverless - Serve rleSS

Application Model =
(AWS SAM)
O Architect
AWS Cloud

8= Development Kit

(AWS CDK) CHALYCE

adws
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Serverless
Application
Model

1



AWS SAM comes in two parts

AWS SAM transform

Shorthand syntax to
express resources and
event source
mappings, it provides
infrastructure as code
(IaC) for serverless
applications

AWS SAM CLI

Provides tooling for
local and cloud
development,
debugging, build,
packaging, pipeline
creation, and
deployment for
serverless
applications

aws
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AWS SAM templates

Just 20 lines to create

AwSTemplateFormatversion: '2010-09-09'
Transform: AWS::Serverless-2016-10-31
Resources:
GetProductsFunction:
Type: AWS::Serverless::Function
Properties:
CodeUri: src/
Handler: app.handler
Runtime: python3.9
Policies:
- DynamoDBReadPolicy:
TableName: !Ref ProductTable
Events:
GetProductsEvent:
Type: Api
Properties:
Path: /products
Method: get
ProductTable:
Type: AWS::Serverless

Allowing this
I

To become this

::SimpleTable

AWS Cloud

M

API Gateway

AWS Lambda
function

DynamoDB IAM role
table :

3 *
---------------------------------------------------

aws

S

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Friends don’t let friends

“ACtion“: 1 F3]]

"Action": "s3:*"
"Action": "dynamodb:*"
‘“Resource™: "*"

aws
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AWS SAM policy templates

GetProductsFunction:
Type: AWS::Serverless::Function
Properties:

Policies:
- DynamoDBReadPolicy:
TableName: !Ref ProductTable

ProductTable:
Type: AWS::Serverless::SimpleTable

aws

S
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AWS SAM IAM policy templates

Policy Template Description
SQSPollerPolicy Gives permission to poll an Amazon Simple Queue Service (Amazon SQS) queue.
LambdalnvokePolicy Gives permission to invoke an AWS Lambda function, alias, or version.
CloudWatchDescribeAlarmHistoryPolicy Gives permission to describe CloudWatch alarm history.
CloudWatchPutMetricPolicy Gives permission to send metrics to CloudWatch.
EC2DescribePolicy Gives permission to describe Amazon Elastic Compute Cloud (Amazon EC2) instances.
DynamoDBCrudPolicy Gives create, read, update, and delete permissions to an Amazon DynamoDB table.
DynamoDBReadPolicy Gives read-only permission to a DynamoDB table.
DynamoDBWritePolicy Gives write-only permission to a DynamoDB table.
DynamoDBReconfigurePolicy Gives permission to reconfigure a DynamoDB table.
5SendBouncePolicy Gives SendBounce permission to an Amazon Simple Email Service (Amazon SES) identity.
ElasticsearchHttpPostPolicy Gives POST permission to Amazon Elasticsearch Service.
M a n a g e d te m p la te S S3ReadPolicy Gives read-only permission to objects in an Amazon Simple Storage Service (Amazon 53) bucket.
NritePolicy Gives write permission to objects in an Amazon S3 bucket.
W i t h m O re b e i n g a d d e d S3CrudPolicy Gives create, read, update, and delete permission to objects in an Amazon 53 bucket.

AMIDescribePolicy Gives permission to describe Amazon Machine Images (AMIs).

CloudFormationDescribeStacksPolicy Gives permission to describe AWS CloudFormation stacks.

RekagnitionDetectOnlyPolicy Gives permission to detect faces, labels, and text.

L]
B eSt p ra Ct' Ce: Sta rt h e re RekognitionNoDataAccessPolicy Gives permission to compare and detect faces and labels.
P RekognitionReadPolicy Gi ission to list and h faces.
S 1 2 d ) CO m /Sa m _ DO l I C I eS ekognitionReadPolicy ives permission to list and search faces.

RekognitionWriteQnlyAccessPolicy Gives permission to create collection and index faces.

SQSSendM olicy Gives permission to send message to an Amazon SQS queue.
SNSPublishMessagePolicy Gives permission to publish a message to an Amazon Simple Notification Service (Amazon SNS) topic.

\/PCArcpcsPalicy Gives arress tn rreate delete descrihe and detach elastic netwnrk interfares

aws
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Serverless Patterns Collection

Use serverless patterns to quickly build integrations using AWS SAM and

Submit a pattern

Filters (102 templates)

Services

J AWS Amplify

(J Amazon API Gateway
O aws AppSync

(J Amazon CloudFront
(J Amazon Cognito

(J Amazon DynamoDB
(J Amazon EventBridge
(J AWS Fargate

O AwS loT

(J Amazon Kinesis

(J AWS Lambda

Filter by pattern and copy the template directly into your application.

AWS Amplify API Gateway Lambda

(]

APl Gateway HTTP API Amazon EventBridge

Amplify to APl Gateway with Cognito

Create an Amplify frontend that calls

Amazon API Gateway using Cognito

[ SAM | View pattern

APl Gateway HTTP API to Amazon
EventBridge

Create an HTTP API endpoint that
directly integrates with Amazon

EventBridge

[ cDK | View pattern

q (3
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Reusable templates

AWS Cloud - dev account

- AWS Cloud - stage account

aws

S

AWS Cloud - prod account

AWS SAM
template

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Reusable templates

AWS Cloud - dev account -'-_ AWS Cloud - stage account AWS Cloud - prod account
o | — | — I | —
H—® = = =
@ EI:I 0 | m—  I—
III ‘ 4
|
l
[
|
] 0—
sssssssssssssssssassassassssssssssnsnnsnnnnnnnns | [J—
0—
AWS SAM
template

aws
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Making a template reusable

USER DATA AND CONFIGURATION

Added at creation or update
Template parameters
Environment parameters

Added at creation, update, or runtime
AWS Systems Manager Parameter Store
AWS Secrets Manager

Added at runtime
AWS AppConfig

aws

S




Serverless service discovery

Name: /serverlespresso/{Environment}/{Service}/{Name}/{Type}

AWS SAM template: core service

Resources:
ServerlesspressoEventBus:
Type: AWS::Events::EventBus
Properties:

Name: "Serverlesspresso” AWS Systems Manager

CoreEventBusNameParameter: Parameter Store

Type: "AWS::SSM::Parameter"
Properties:
Name: | !Sub /${AppName}/${Environment}/${Service}/eventbusname/name |
Description: EventBus Name
Type: String
value: |!Ref ServerlesspressoEventBus |

aws
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Serverless service discovery

Name: /serverlespresso/prod/core/eventbus/name
Value: serverlespresso-core-eventbus
AWS SAM template: order-manager service

Parameters:
CoreEventBusName:
Type: AWS::SSM::Parameter::Value<String>
Description: Event bus used by application

AWS Systems Manager
Resources:
CreateorderFunction: Parameter Store

Type: AWS::Serverless::Function
Properties:
CodeUri: code/CreateOrder
Environment:
variables:
BusName: !Ref CoreEventBusName

aws
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Serverless service discovery

My parameters

Name
rverlesspress rfcapacity/IsCapacityAvailableFunction/name Standard
rverlessprasso rfconfig/CloudFrontDistribution/url Standard
rverlesspresso/dev/core/eventbus/name Standard

rverlessp rder-pro [statemachine/arn Standard

'Serverlesspresso/prod/capacity/ wailableFunction/name Standard AWS SySte m S M a n a g e r
rverlesspresso/prod/config/CloudFrontDistributionfurl Standard P a ra m Ete r St O re

rverlesspressofprod/core/eventbus/name Standard

=
®

rverlesspresso/prod/order-processor/statemachine/arn Standard

aws
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The CI1/CD pipeline

CONTINUOUS INTEGRATION, DELIVERY, AND DEPLOYMENT PIPELINE

& Approved deploy

)
@%}, Automated deploy

Continuous deployment

‘ Automated . Automated . Automated .

Source control Build Staging Production

aws
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Single development pipeline

Developers Services

9, & a8 —
N Lol |

6 &

v .. .. i Delivery pipeline
—

o

ol | IR | — Build Test REIEENE Monitor

-

= @ o

) ﬂ

o a8 —-

o A &

o B —
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Multiple development pipelines

Developers Services/features Delivery pipelines

' K!\ A n% — > Build )  Test ) Release ) Monitor )
2 6 r% — ()= [ buld ) Tet ) Release ) Momtor )
> (> [TEE Y e e ) e )
— — Build ) Test ) Release ) Monitor )
—> —> Build ) Test ) Release ) Monitor )
. — — Build )  Test ) Release ) Monitor )




$ sam pipeline init --bootstrap

o { ]
Aws SAM I ell nes sam pipeline init generates a pipeline configuration file that you can use to
connect your

AWS account(s) to your CI/CD system. We will guide you through the process to
bootstrap resources for each stage, then walk through the details necessary for
creating the pipeline config file.

sam pipeline 1ni1t --bootstrap

Please ensure you are in the root folder of your SAM application before you begin.

° Creates the AWS resources and ClI/CD Provider ————— Dev Environment —rPde-E.nvirur-'nment
permissions required to deploy Gitub Actons B | -

GitLab

application artifacts from your fnkins

Pipeline 1AM Usar

code repository into your AWS |

environments

- Walks you through setting up a gz
CI/CD p|pe|.|ne W|th AWS AWS_ACCESS_KEY_ID S,

CodePipeline, Bitbucket, Gitlab, RS A
GitHub ActionS' Or Jenkins. Do you want to go through stage setup process now? If you choose no, you can still

reference other bootstrapped resources. [y/N]: vy

For each stage, we will ask for [1] stage definition, [2] account details, and [3]

https://s1 2d.com/sam_pipelines reference application build resources in order to bootstrap these pipeline

resources.

We recommend using an individual AWS account profiles for each stage in your
pipeline. You can set these profiles up using [little bit of info on how to do

adws this/docs].
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AWS CDK Pipelines

« AWS CDK Pipelines is a high-
level construct library that
makes it easy to set up a
continuous deployment pipeline
for your CDK applications,
powered by AWS CodePipeline

https://s12d.com/cdk-pipelines

2008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy  Terms of Use

aws
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Configuration as code: Best practices

o Use a framework!

« Single codebase in version control for all environments
« Stages isolated in separate accounts/environments
 Prototype new features using temporary environments
« Use stack parameters/service discovery for reusability
« Build/deploy/test on each commit

« Use a rollout “"humanless” deployment mechanism

« Multiple stacks: split mutable and immutable resource

adws
2]
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Healthy serverless

aws

S
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Retry/failure handling

Service Retry/failure capabilities

AWS Lambda API Retry/failure logic is client-dependent for synchronous invocations.
Asynchronous invocations are retried twice by AWS Lambda (configurable
between 0 and 2. Maximum event age 60 seconds — 6 hours).

Amazon SNS If AWS Lambda is not available, Amazon SNS retries 3 times without delay, 2
times at 1 second apart, then 10 times with exponential backoff from 1 second
to 20 seconds, and finally 100,000 times every 20 seconds, for a total 100,015
attempts over more than 23 days before the message is discarded.

Amazon EventBridge Retry with exponential backoff for up to 24 hours for a specific invocation,
except in scenarios where your target resource is constrained

Amazon SQS Messages remain in the queue until deleted and are prevented from being
accessed by other consumers during a period of time known as the “visibility
timeout.” Successful AWS Lambda invocations will cause deletions of messages
automatically. If an invocation fails or doesn’t delete a message during the
visibility timeout window, it is made available again for other consumers.

Amazon Kinesis Data When using the Amazon Kinesis Client Library, it maintains a checkpoint/cursor
Streams of processed records and will retry records from the same shard in order until
the cursor shows completion. Can use Bisect On Function Error for retries

aws
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Retry/failure handling

Service Retry/failure capabilities
AWS Lambda API

Amazon SNS

Amazon EventBridge

Amazon SQS

Amazon Kinesis Data
Streams

aws
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AWS Lambda retries/failure handling

Synchronous Event source mapping (queues)
The function returns an error to Batches retried, can be split and retry
the caller failed parts (configurable)

Retries up to the client/invoking Configure a dead-letter queue (DLQ)
service on the source queue

Asynchronous Event source mapping (streams)
Retries by default (configurable) Retried until expiration, can also be

split (configurable)

Configure on-failure destination
on the AWS Lambda function Configure on-failure destination on
the event source mapping

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Observability then and now

S

ﬁ i AWS Lambda S3 bucket
| function
e i K
I Amazon SQS AWS Lambda
| queue function
Centralized code Distributed code
and application and application



Observability is monitoring more than failures

aws
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Different types of logging

Unstructured
[INFO] 2021-04-21T712:34:56Z Order 'fdbf7245' created with 5 products

Semi-structured

[INFO] 2021-04-21T12:34:567 {"message": " order 'fdbf7245' created with 5 products"}
Structured
{

"loglevel™: "INFO",

"timestamp": "2021-04-21T12:34:562",

"message": " order 'fdbf7245' created with 5 products"”,

"orderzd": "fdbf7245",
"productCount”: 5

aws
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Amazon CloudWatch embedded metric format

AUTOMATICALLY CREATE METRICS FROM LOG ENTRIES

Event payload

message = {
"PriceInCart": 100,
"QuantityInCart": 2,
"ProductId : "a 3",
"CategoryId": "bcadcecl",
"Environment"”: "prod",
"Userld": "31ba3930",
"Cartid": "58dd189f",
"LogLevel": "INFO",
"Timestamp": "2019-12-11
12:44:40.300473",
"Message": "Added 2 items
'a23390f3"' to cart '58dd189f'"

}

aws

S

Log entry
[...]
"_aws": {

‘"functionVersion":

"SLATEST",

"Timestamp": 1576064416496,

"Cloudwatchmetrics": Li

"Namespace": "ecommerce-cart",

"Dimensions": [
["Environment", "CategoryId"]

A

"Metrics": [
{"Name": "PriceIncCart", "unit": "None"},
{"Name": "QuantityInCart", "unit": "None"}

[ ¢ lr,

"Environment”: "prod",

"CategoryId": "bcad4cecl"

PriceInCart : .
"QuantityInCart': "2"

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Amazon CloudWatch embedded metric format

AUTOMATICALLY CREATE METRICS FROM LOG ENTRIES

Event payload Log entry

nessage = Qpen-source client Librarie

"Price
"Quant . . )6,
"produc Ao o] L
"Cateqc |
"Envirg
"UserIc
"CartIc
"LogLeve
"Timest
12:44:40.
"Message

'a23390f3" to cart '58dd189f'" "priceIncart” 100,

} Quant1tyInCart': "2
aws ¥

1

ll’ llUn_itll: "None"}’
art", "unit": "None'"}

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Visualization

Querying logs

Amazon CloudWatch Logs Insights

. l_ h d I_ l_ d . : @timestamp : loglevel : message
* InteraCtlve y Sea rc an ana yze your Og ata In 2019-12-11T13:53:43.870+01:00 ERR Hash value mismatch
CloudWatch Logs 2019-12-11T13:53:43.690+01:00  ERR Hash value mismatch
2019-12-11T13:53:41.950+01:00 ERR Hash value mismatch
@ingestionTime 1576068829802
°
Processes StrUCturEd I'Og data @log 017024781235:/aws/lambda/ GetItemsFunction-73FAT6Z12SPP
B ) @logStream 2019/12/11/[$LATEST]e309f7494d944c8ba4d5511225346¢eel
i FlEXIble purpOse-bUIlt query language @message {"operation": "get_items", "storeld": "49eb952a-ble7-57ea-a234
@timest 1576068821950
»  Query up to 20 log groups inestarp
@xrayTraceld 1-5df0e6d5-f83793e0eb1202e01eab4620
. environment develop
¢ Save querles functionName demo-GetItemsFunction-73FAT6Z12SPP

functionVersion $LATEST
itemld 09063559-cb29-482d-8a08-e6bfel62201f

fields Timestamp, LoglLevel, Message
filter LoglLevel == "ERR"

sort @timestamp desc

limit 10

adws ..
N https://s1 Zd.com/loq | nS|q hts_examples © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://s12d.com/loginsights-examples

ashboards

Key Metrics

Useful links
Orders

CloudWatch Logs Insights queries:
Errors e Last 100 warning messages
1 5 1 4 3 O O Other links:
k n k

* Repository
Orders Failed Lambda Errors

API| Gateway 5XX DynamoDB Errors
CreateOrder Latency

Orders Created Orders Fulfilled

GetOrder Latency

513.. 604.. 2.13. 11.9. 20.3.. 34.7.

p90 p99 p50

po0 po9
Traffic

Requests

Orders
Count

Count
2.18k

1.1%k

79

12:34 1235 12:36  12:37  12:38  12:39  12:40 12:41

805
12:42  12:43 12144 1245
CreateOrder GetOrder @ OnEvents

12:46  12:47  12:48 12:34  12:35 12:36  12:37 12:38
TableUpdate

12:39  12:40 12:41 12:42
Orders Created

12:43 12:44  12:45 1246 12:47 1248
Orders Packaged Orders Fulfilled

Orders Failed

Latency and Duration
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AWS Lambda extensions

A NEW WAY TO INTEGRATE WITH THE AWS LAMBDA EXECUTION ENVIRONMENT

- Easier to integrate your existing tools deeply with AWS Lambda
- No complex installation or configuration

- Capture diagnostic information before, during, and after function invocation
- Automatically instrument your code without needing code changes

- Fetch configuration settings or secrets before the function invocation

- Detect and alert on function activity through hardened security agents

aws
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Extensions

Use extensions to integrate your preferred monitoring, observability

installation instructions.

\) APPDYNAMICS

part of Ci

namics
The AppDynamics extension pi
automatic instrumentation of Node.js or
hon Lambda functions to pr
bility and alerting on function
performance in a broader business
context.

Go to AppDynamics [

isdynalrace

trace
natrace extension d rs end-to.

and metncs and

application stack.

Go to trac

ght
tich runs alongside your Lambda
function and automatically collects,
enhances, and transports telemetry to
ility platfarm.

Go to New Relic [

Poa )
;//:g aws AppConfig

AppConfig extension L
configure, validate, and depl
canfiguration for your Lambda functions.
You can AppConfig for use-cases like
feature fla block-listing, and ops

tuning.

Go to AWS AppConfig [4

epsagon

extension listens to invocation
tores traces, and sends them in
| to Lambda function executiol
This helps reduce the overhead of
ributed tracing and improve

performance.

Go to Epsagon [2

A\ SENTRY

ion monitoring platform
cloper diagnose, fix, and
optimize the
functions. Ov
ship better softw, ith Sentry.

Go to Sentry [4

Extensions available today

curity, and governance tools with your Lambda functions. This page lists ger

o Check Poi_r]‘g

: ECHNOLOGII

Check t CloudGuard

Check Point CloudGuard Serverless
Protection is an extension

solution that offers full i

far wverless applications without

requiring complex configuration.

Go to Check Point CloudGuard [4

.V, {}g«m

easy

make them a

within their function co. vithout having
to make their functions s

| Go to HashiCorp Vault [4 |

splunk>

Splur

The Splunk Lambda Extension provides
simplified interface to ¢

resolution, low-latenc

efficient a ective monitoring of
Lambda functions with minimal overhead.

Go to Splunk [

C@ Amazon

Cloudwatch

1sights
mbda Ins
ou to monitor,

» the
performance of your Lambda functions
through automated dashboards which
provide increased visibil

Go to CloudWatch Lambda Insights

@

honeycomb.io

Honeycomb is a pow
tool for debugg

Go to Honeycomb [

sumo logic

Sury

platform,

visibility into the health and performan
of your mission-critical serverless

applications.

Go to Sumo Logic [

tner products. Cho ion to view its

extension brings
time bility to your
pplications. ] metrics,
S, you can monitor, detect,

ssues at any scale.

Go to Datadog [4

Y\ lumigo

ronments. The exte
your Lambda function invocations
and collects additional metrics.

Go to Lumigo [

A_THUNDRA

The Thundra extension is a companion

to its agents without adding network delay
to the function handler.

Go to Thundra [

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Amazon CloudWatch Lambda Insights

MONITOR, TROUBLESHOOT, AND OPTIMIZE THE PERFORMANCE OF LAMBDA FUNCTIONS

aws

S

CloudWatch Lambda Insights info

When you enable and choose Save, the Lambda console adds a layer to your function and

verifies your execution role's permissions. If your execution role does not have the required

permissions, the Lambda console will attempt to add them to the role.

@ Enhanced monitoring

Use cases

Identify function issues, such as
memory leaks

|dentify high-cost functions

Identify performance changes
caused by new function versions

Understand latency drivers in functions

Features
Deep linking and correlations across metrics,
logs, and traces
Automated dashboards showing function
performance and health
Deeper integration with CloudWatch Logs
Insights and CloudWatch ServiceLens
New Lambda performance metrics with
observable context

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Lambda Powertools

A SUITE OF UTILITIES FOR LAMBDA FUNCTIONS

Logging: Output as structured JSON

Tracing:  Send traces to AWS X-Ray

Metrics:  Custom metrics with embedded metric format
Utilities:  Parameters, Amazon SQS batch processing, and more

Python Java

https://github.com/awslabs/aws-lambda- https://qithub.com/awslabs/aws-lambda-
powertools-python powertools-java

aws

S



https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java

Healthy serverless: Best practices

Embrace failure!
« Observability = gathering data and more than just monitoring metrics

« Use platform retry mechanisms (losing events is bad!)

« Use embedded metric format = cheaper, faster metrics from structured logs
« Use CloudWatch Logs Insights to interactively query and analyze log data

« Configure log retention

« ServiceLens gives you that “single-pane” view into your applications
« AWS Lambda extensions — more easily use your existing tools

« AWS Lambda PowerTools - coding utilities for observability

aws

S
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Serverless observability learning path
e

5 )
™ o
NN 6

MASTERING SERVERLESS

i% ‘ APPLICATION OBSERVABILITY
L i o P e

s12d.com/mastering-observability

adws
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Development workflow

aws
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Traditional developer workflow

Developers typically use the following
workflow cycle before committing Commit
code to the main branch

1. Write code
2. Save code

3. Run code

4. Check results

adws
2]



| need my app to
run locally




Service emulation

In serverless applications you
configure the interfaces between

services

Do not try to emulate these
services on your local machine

Do mock event payloads

Image by Pixel perfect from Pixabay

aWwWs
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Minimal service emulation

dWs

N

aws
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Minimal service emulation

Run your code in an actual cloud environment as early as possible.

\

Moon

« Local iteration of AWS Lambda function code
« Communicate with actual services

* Run integration tests in the cloud

« Increase infrastructure accuracy for testing

aws
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AWS SAM Accelerate

ITERATE AGAINST THE CLOUD WITH THE SPEED OF LOCAL DEVELOPMENT

AT wo_;

AWS SAM sync Incremental builds  Aggregated feedback
Quickly sync code Build only the parts Tail application logs
changes with the cloud of your code that that include output
have changed from all resources in a

single command

s12d.com/accelerate

aws
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s12d.com/accelerate

Development workflow: Best practices

« Don't emulate services locally

« Test business logic locally, the rest in the cloud

« Try AWS SAM Accelerate

aws
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Building well-architected
serverless applications

I\

O\J

s12d.com/well-architected-serverless

Operational
Excellence

9

Security

M M
[] []

Reliability

v

X

Performance
Efficiency

O

Cost
Optimization

Serverless Applications Lens — AWS Well-Architected Framework

adws
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s12d.com/well-architected-serverless

Summary

Thinking in events
Service-full serverless
Fabulous functions
Healthy serverless

Development workflow

adws
2]

Resources
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Serverlessland.com

A Home Blogs Videos Learn Events About (o}

Welcome to
Serverless
L and

9
{

| = |

This site brings together all the latest blogs, videos, and ;,', 0\"
training for AWS Serverless. Learn to use and build apps that -
scale automatically on low-cost, fully-managed serverless ?_E
architecture.

Learn More :

dWws
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Thank you!

Julian Wood
3 @julian_wood

Email: jrwood@amazon.com

aws
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