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Compliant archives
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and

Cost
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What is a compliant archive?

Questions customers often ask:

• What are the regulatory requirements for archival storage?

• How long do I need to store a data type?

• How often must I retrieve a data type during operations?

• How quickly must I retrieve a data type during operations?
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Amazon S3 and S3 Glacier –
Control features 
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Compliant archives with Amazon S3

S3 features 
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Object versioning

If you want to protect your data from…

• Unintended user actions leading to data overwrites or deletes 

• Application code failures leading to data overwrites or deletes

…use bucket versioning to preserve, retrieve, and restore every version of every 

object stored in your Amazon S3 bucket
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How versioning works
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Using Amazon S3 Lifecycle to manage 
noncurrent versions
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Replication with ownership override

If you want to protect your data from…

• Actions from malicious actors leading to permanent data overwrites or deletes 

• Unintended user actions or application failures leading to data overwrites or deletes 

…use replication with ownership override to restrict access to object replicas
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How replication works

• Protect against AWS root account compromise

• Object ownership override
• Protect against bad actors & IAM account compromise

• Satisfy geographical distance requirements

… or replicate straight to any S3 Glacier storage class

Source bucket

AWS Account A

Destination bucket

AWS Account B
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Object ownership override
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Amazon S3 Object Lock

If you want to…

• Meet regulatory requirements that require you to store 

immutable data

• Add another layer of protection against object changes 

and deletion

…use Amazon S3 Object Lock to store store objects using a 

write-once-read-many (WORM) model on Amazon S3
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Bucket-level defaults

WORM state
• Boolean – WORM can be on or off for a bucket

• WORM must be on for the bucket in order to lock an object

Default retention period
• Defines the default retention for new objects

• Automatically calculates and applies a Retain Until Date

• Can be overridden with a Retain Until Date in the PUT payload

• Does not affect existing objects

Default mode
• Defines the default mode for automatically applied locks
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Object-level metadata

Retain Until Date
• Defines the date until which the object is immutable

• Can be applied on PUT, or added after the fact

• Can be changed, but only moved further into the future

Object Lock mode
• Governance mode – Delete possible with special permissions

• Compliance mode – Delete is not possible, even by root account

• Can escalate from governance to compliance, but not deescalate

Legal Hold flag
• Boolean – Legal Hold can be on or off for an object

• Independent from Retain Until Date

• Applied and removed with a new API that can be restricted by IAM
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Amazon S3 encryption support

• SSE-S3 (Amazon S3 managed keys)

• SSE-KMS (AWS Key Management Service)

• SSE-C (customer-provided keys)

• Encrypt with the AWS Encryption SDK

HTTPS/TLS

Server side

Client side



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon S3 default encryption

Provides S3 encryption-at-rest support for applications that do not 
otherwise support encrypting data in Amazon S3

One-time 
bucket level 

setup

Automatically 
encrypts all new 

objects

Supports SSE-S3 
and SSE-KMS

Simplified 

compliance 
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Restrict encryption types – Bucket policy
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Best practices

4 steps for 
maximum

peace of mind
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Scenario storage requirements

• AnyCompany’s financial records must be kept for seven (7) years to 

satisfy New York State requirements

• AnyCompany generates 3 GB of financial data daily

• This data is rarely/never accessed once archived but must be rapidly 

accessible if needed for financial investigations  

• AnyCompany must take reasonable steps to ensure the integrity of the 

data

• AnyCompany must encrypt the data – external regulators do not specify 

an encryption method, but Acme’s risk management team requires that 

encryption keys are rotated every six (6) months
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Thank you!
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