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• 5:45 PM – 6:10 PM: Scenario and review of workshop

• 6:10 PM – 7:45 PM: Hands-on workshop time

Am I in the right place??

• 300-level workshop – assumes you already know the basics of AWS 
and core services (e.g., Amazon EC2, Amazon S3, AWS CLI, etc.)

• You have a laptop that you can leverage for the actual workshop 
portion 

Agenda for today’s workshop
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Who are these people, and 
how do I get help when I am 
stuck in the lab!?
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Photo by Chistiaan Colen / CC BY SA 2.0

https://www.flickr.com/photos/christiaancolen/20639687361
https://creativecommons.org/licenses/by-sa/2.0/
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We have backups and 
everything right? Hey 
where did everyone go?
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April 29, 2021
Day zero
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Recovery point
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Systems are not normal

Double extortion note sent 

Panic
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Photo by WadeB / CC BY NC SA 2.0

https://www.flickr.com/photos/beals/39028075/in/photostream/
https://creativecommons.org/licenses/by-nc-sa/2.0/
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Disaster
Recovery point

Data loss
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“It was a complicated 
password, I want to be 

clear on that. It was not a 
Colonial123-type 

password…”
Joseph Blount, Chief Executive Officer

Colonial Pipeline
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Photo by ChrisDag / CC BY 2.0

https://www.flickr.com/photos/chrisdag/4382677300
https://creativecommons.org/licenses/by/2.0/
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Disaster
Recovery point Recovery time

Data loss
Down time
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Lessons learned?
Failure is not one thing.
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What are we really planning
for?
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Techniques:
Common disaster recovery 
methods
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Pilot light
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Warm standby

Photo by Charlotte Marillet/ CC by  SA 2.0 

https://www.flickr.com/photos/charlottemarillet/4908276560/in/photolist-8tJcBW-qDFp2z-99ZGhW-7EDXPs-GnQG-x5oVBL-qrisJ3-aoUsfP-5QJbVA-5p4yVH-2oMv1x-9AiFdr-bq486A-qnZHHp-7kXF7S-5EJYTc-qCnXS6-xDXU1q-dGUzU7-8gBZfW-7PHzRg-qHD2P4-afRT5i-hwCHny-eqK3ex-9i3RBt-8Kgii7-8hYHjf-sPdF5S-99ZGpu-5xCmPu-7zPxNG-vD6QDE-4fSpB7-5qmjdy-byyXs1-qSXPWg-hSSAJY-9BLYk5-4tXpez-7ojy8i-8Vf93G-75PCke-vJfT84-7CCU11-uMoU6Z-vrLZoX-5PKWJ3-7uCNcx-5zxUpB/
https://creativecommons.org/licenses/by-sa/2.0/
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Warm standby – Recover
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Hot site

Photo by NASA/SDO / CC by 2.0

https://www.flickr.com/photos/gsfc/6244140977/in/photolist-avLRz4-8KEdvU-4Z8oZE-q6v5Rf-o1ihe3-nVqp6G-crKhqo-7yjm2K-9yxeUW-bvywW5-9zVm42-33fkZo-ojzHqP-s9jHPA-4Z8oZC-nKjSHJ-d5UHAf-qie4jv-sFY6g-wtGCwj-cm3MMb-c2vJ5f-d5UJiq-dPqRnn-8n6Pub-9q5WqG-6fuYxZ-8CYaAR-4aDVp4-qEyb2w-qH4Btm-4REMVG-edpJDh-d85XtJ-6TGCy3-4owLKU-8n3GQi-otB8ht-sB9G1j-bVFK7m-kkLDUD-ui23v-aEXWPZ-xecx9w-5s4nN4-otTjFT-owwsV3-cfeBrb-jfYzAS-5WJerU
https://creativecommons.org/licenses/by/2.0/


© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Hot site – Prep

Mirroring /replication

Application 

data source  

cut over

Elastic Load

Balancing

Active
Route 53

www.example.com

Corporate data center

Data

volume

Application

server

Subordinate 

database

server

Reverse 

proxy/ 

caching 

server

AWS Region

Reverse 

proxy/ 

caching 

server

Application 

server

Database 

server

Active

Primary



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Hot site – Recovery
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Disaster recovery is 
not just backups



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Everybody has a plan until 
they get punched in the 
mouth.

Mike Tyson

Photo by shelbysdrummond / CC by ND 2.0

https://www.flickr.com/photos/shelbyskye/5527028856
https://creativecommons.org/licenses/by-nd/2.0/


© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Putting it all together
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Lessons from history

Plan for more than just what 
you expect to happen
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Lessons from history

Test your execution plan 
before you think you can 
implement it
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Lessons from history

Knowledge is critical. Know 
how to interpret an alarm on 
events 



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Words of advice

People generally don’t do well under pressure

• Automate as much as you can

• Table top exercises can really help you understand roles and 
responsibility

• Not all services have to require the same RTO/RPO

• Seriously, automate as much as you can ahead of time

• If you don’t have a run book, it’s time to make one

• If you have one, have you tested it?
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Lets get to the lab 
already!
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Photo by Express Monorail / CC by NC ND 2.0 

https://www.flickr.com/photos/expressmonorail/3443824575
https://creativecommons.org/licenses/by-nc-nd/2.0/


© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

VPC

US-East-1

Availability Zone 1

NAT gateway

Instance

Instance

VPC

US-West-2

Availability Zone 1

NAT gateway

Instance

Instance



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

How AWS Backup works
Supported AWS services

Backup 

plan
Backups

Operators

Admin

AWS IAM

Amazon SNS

AWS CloudTrail

Storage 

Gateway

DynamoDB

EC2EBS EFS

With AWS Backup, you can

• Create backup plans that orchestrate 

backup operations per policy

• Secure backups and manage restore 

processes 

• Control access for managed resources via 

IAM

• Setup notifications/logging via Amazon 

SNS & AWS CloudTrail

• Manage all via AWS Organizations

• Protect EC2 Windows/SQL with app 

consistency

• Automate backups for Amazon FSx

• Backup to other accounts to protect 

against multiple threats

Amazon FSx 

for Windows

Amazon FSx 

for Lustre

AWS 

Organizations

Backup vault

Cross-account 

backup

AWS Backup

RDS Aurora
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What chaos engineering is

• Experimenting on a system

• Identify failures

• Fix failures before they become outages

Chaos engineering is meant to 

• Improve resilience and performance

• Uncover hidden issues

• Expose blind spots (monitoring, observability, and alarms)

Chaos engineering: Testing the unknowns

S
O
I

T R E S S

B S E RV E

MPROV E
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You’ve just been hired to 
protect our company from a 
ransomware attack.  We 
have no disaster recovery 
plan, HELP!
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Thank you!
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