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Agenda

- What is open finance?
« Use cases

- An AWS open finance reference
architecture for banks

+ Fintech apps and aggregators

- Demo - Build a fintech app using AWS Amplify
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What is open finance?

Secure sharing of financial data through
application programming interfaces (APlIs)

| Banks provide a standard API for third-party providers (fintechs)
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API

Fintech
company Mobile app or web Consumers

Bank, credit card browser

company, brokerage,
etc.
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User scenarios

« Automate loan applications

Expenses Edit budget

- Make payments easy

Recent transactions
Savings
’ H&M - $140 >
Credit Card
: Nandos - $36 >
- Budgeting and forecasting Woolworths ikl
Manage your Bills ® B o JetStar - $1600 >
& Subscription (© bl

May Income +$4,800 >

We have found 1 bill. @ Lifestyle

° P O rtfo l I O m a n a g e m e nt Confirm it to start tracking it. . & ) —
B ou e
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Open finance is global - By mandate or choice

OPEN BANKING STANDARDS

Japan: Bank of Japan Enacted
amended the Banking Act,

calling for 80 Japanese banks - Active consideration
to open their APIs by 2020.

Europe: UK CMA Open

Banking Standard

and EU PSD2 came into
, force in January 2018.

USA: Industry groups

developed frameworks
for common open , Hong Kong: The Open API
banking standards Framework includes a four-

phase approach for banks to
implement open API functions.

Mexico: FinTech Law

requires Mexico to

publish an open £ Brazil: The central

banking standard by bank is advancing

March 2020. with the design of
an open banking
model.

Singapore: Monetary

: ) Australia: The four major
Authortty published an API banks?in Australia must make
framework for governance,

= : banking data available to third-
implementation, use cases, .
ans design principles. party providers by June 2019.
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Digital banks built on AWS
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Open finance in the US

Orgs promoting open finance APIs
- Financial Data Exchange (FDX) DATA EXCHANGE

. Afinis Afinis

Fintech aggregators
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A leading G-SIB bank achieved
open banking compliance on AWS

/\ The bank needed to rapidly develop its open
. banking propositions to meet growing
expectations of retail banking customers, and
. — compete more effectively with fintech start-ups
Leading global bank and challenger banks

They chose to build their open banking platform
on AWS, and completed it within five weeks -
The bank’s open banking and connected g ahead of the regulatory deadline; the solution is

money services used AWS services including scalable, and able to be deployed in other
AWS WAF, AWS CloudFront, Amazon Route countries as regulation allows

53, Amazon APl Gateway, Amazon S3, ELB,

Amazon EC2, AWS Lambda, Amazon VPC,

AWS KMS, Amazon SQS, Amazon

CloudWatch, AWS CloudTrail, and AWS

Elastic Beanstalk . AWS technology has not only helped the bank to

- be compliant but also to cost-effectively scale

compute capacity and utilize advanced data
analytics to drive business growth globally
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Open finance - Functional architecture

Platform services

Mobile

Channels

Requlator
Chat Web Partners 9

I !

Logging

APl management

Authentication and Throttling Transformationand ~ DDOS and WAF
authorization routing

Amazon API Gateway layer

Monitoring

'

I

Events and alerts

Security
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Microservices Enabler
Customer profile ~ Transactions  Accounts Consent management |dentity provider
Aggregated services Others
l API performance data Developer sandbox
Data and analytics
Core systems
Data lake Personalized Cross-sellin
t f d P t gat g
System of records ayment gateway offerings
Cards Others
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Fintech Bank's Data Center

Fintech A
nrech App Aggregator

d .
o p e n I n a n c e Data Abstraction Layer + MQ
| " I. ' 3 System of
Fintech y5tem o
o ) flrse :E.p P - records (DB2,
architecture B Soeissa.
o n Aws Direct Connect

Bank's AWS account Amazon AP Bank's AWS Account
Gateway

v Ongoing
AWS PrivateLink replication

AWS Secrets

Manager Bank's VPC

AP| Routes
faccounts
/payments

AWS Security
Hub

.( Internal AWS Microservices on Amazon RDS
Ve

Application Load Amazon Fargate

. Database
Balancer containers =

AWS WAF
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Fintech apps
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Examples of fintech apps

« Venmo

« Zelle

« Betterment

« Square Cash App
Intuit Mint
Coinbase
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Growth of fintech startups

« $22.8 billion raised in Q1 2021

« Sector is growing 20% annually

« Fintech app use has grown 72% since 2019
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Fintech aggregators (US)
. Finicity
. Yodlee
« MX

. Plaid
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About Plaid

« Allows app developers to connect users to their
bank accounts

« Connects to over 10,000 banks worldwide

 Isan AWS partner

« Used by over 3,000 fintech apps, incl. Venmo,
Betterment, SoFi, and Expensify
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« &3 pLaip

Demo objectives

Select your bank

« User signup/login
Wells Fargo

« Select bank from list o
N Navy Federal Credit Union

« Display latest transactions Bank of America

Chime

e Build using AWS Amplify and Plaid API

Capital One

Chase
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What we’ll build

/i\/
f=)
AWS Secrets

Amazon S3 Manager

%\)

Amazon Amazon API Amazon
Cognito Gateway Lambda DynamoDB

to Plaid Link
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o o
H ow P la I d LI n k wo rks The Plaid flow begins when your user

wants to connect their bank account to
your app.

Call create token API
Call 7/1ink/token/create to create a

link_token and pass the temporary — 0

. . LINK_TOKEN
token to your app's client.

Get a temporary token

Use the link_token to open Link for
your user. In the onSuccess callback,
Link will provide a temporary

Call exchange token API public_token.

Call /item/public_token/exchange

to exchange the public_token for a

GEt permanent dCcesSs tOken permanent access_token and

item_id for the new Item.

Store the access_token and use it to
make product requests for your
user's Item.
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Prerequisites

« Install the Amplify CLI on your MacBook -
https://docs.amplify.aws/cli/start/install

« Go to plaid.com and create a free sandbox account

« Click the Get API keys button to get your sandbox API keys

« Can view these keys in the Team Settings menu
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https://docs.amplify.aws/cli/start/install
http://www.plaid.com/

Ready to start building?

Work with your AWS account team to gather requirements

Speak to our AWS professional services team
- Pre-configured landing zones for digital banking

« Continuous integration(Cl)/continuous delivery (CD)
operating model

Work with our AWS partner network to implement
solutions on AWS
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Thank you!
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