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Workshop overview
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Amazon S3 security and controls exercises

« Require HTTPS
« Require SSE-S3 encryption
« Block public ACLs using bucket policy
« Configure Amazon S3 Block Public Access
« Restrict access to an Amazon S3 VPC endpoint
- « Use AWS Config to detect a public bucket
 Restrict access to an IP address
 Restrict access to an IP address and IAM permissions
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Amazon S3 security best practices

« (Account) block public access: enable
o (Bucket) default encryption: SSE-KMS
« By bucket policy, require TLS

« VPC endpoint: enable and require,
with bucket policies limiting access

 Versioning solves inadvertent deletes
« CRR for regional resiliency
« MFA delete and object lock for permanence
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AWS Event Engine

22:

Who are you?

1. Go to the Event Engine website e

° 1. By using [AWS Event Engine] for the relevant event, you agree to the AWS Event Terms and Conditions and the AWS Acceptable Use Policy.
d a S h b O a rd eve n te n I n e r u n You acknowledge and agree that are using an AWS-owned account that you can only access for the duration of the relevant event. If you find
° ° residual resources or materials in the AWS-owned account, you will make us aware and cease use of the account. AWS reserves the right to

terminate the account and delete the contents at any time.

2. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by AWS, and (b) copy, import,

2 R E n t e r 1 2 — d i g it h a S h export or otherwise create derivate works of materials provided by AWS, including but not limited to, data sets.

3. AWS is under no obligation to enable the transmission of your materials through [AWS Event Engine] and may, in its discretion, edit, block,
refuse to post, or remove your materials at any time.

4. Your use of the [event engine] will comply with these terms and all applicable laws, and your access to [AWS Event Engine] will immediately
and automatically terminate if you do not comply with any of these terms or conditions.

This is the 12 digit hash that was given to you or your team.
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https://dashboard.eventengine.run/login

AWS Event Engine

1. Click Open AWS Console
2. Ignore credentials
3. Must use region us-west-2
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AWS Console Login

Remember to only use "us-west-1" as your region, unless otherwise directed by the event operator.

Login Link

g Open AWS Console ] Copy Login Link

Credentials / CLI Snippets
Mac / Linux

Mac or Linux [

rt AWS_DEFAULT_REGION=us-west-1
port AWS_ACCESS_KEY_ID AU2BCTYNLEFVTXXSK
; rt AWS_SECRET_ACCESS_KEY 4tADu7MBHBUtZUt
export AWS_SESSION_TOKEN=FwoGZXIvY:

How do | use the AWS CLI?

the A

alFwWBzWnpldbAwibpd8

SGaWTVH, /9yKuAUVIFPMrm3adik@RbWaGO6s@PL46mWwhel0Sk
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AWS Event Engine

Account access
dashboard.eventengine.run

Workshop instructions
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https://dashboard.eventengine.run/

Thank you!

Erick Dame Joseph Huff
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