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How full is your stack?

• The development stack describes the complexity 
of modern (web) application development

• A full stack developer is a precious commodity

• But the IoT development stack is even taller

Front end (user interface)

Middle tier (web API)

Web server

Database

OS

Device application

AWS IoT libraries

Embedded C-SDK

FreeRTOS

MCU SDK
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The gap

There is a large gap between device and cloud development expertise

Picture of a chasm, jumping across…
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Here be dragons

• Complexity hides vulnerabilities

• 50,000 LOC are not uncommon

• It’s not enough to get it working

• It must be secure

• It must be maintained for years to come

• Full stack IoT developers are 
mythical creatures

Front end (user interface)

Middle tier (web API)

Web server

Database

OS

Device application
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Embedded C-SDK
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Constrained devices

• All devices have limitations, embedded devices more so

▪ RAM and flash memory 

▪ Processing speed

▪ Power/battery life

▪ Interfaces and I/Os

▪ Size

• These make the IoT challenge even greater
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“. . . Survey Reveals Close to Three-
Fourths of IoT Projects Are Failing”
https://newsroom.cisco.com/press-release-content?articleId=1847422

Fail!

“Why do IoT projects fail?”
https://www.iot-now.com/2020/02/05/101076-iot-projects-fail/

“Why do IoT projects fail and how do the other 42% succeed?”
https://www.techaheadcorp.com/blog/why-iot-projects-fail/

“100 Million More IoT Devices Are 

Exposed—and They Won’t Be the Last”
https://www.wired.com/story/namewreck-iot-vulnerabilities-tcpip-

millions-devices/amp

https://newsroom.cisco.com/press-release-content?articleId=1847422
https://www.iot-now.com/2020/02/05/101076-iot-projects-fail/
https://www.techaheadcorp.com/blog/why-iot-projects-fail/
https://www.wired.com/story/namewreck-iot-vulnerabilities-tcpip-millions-devices/amp
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Undifferentiated work

• All IoT devices connecting securely to the cloud must:

▪ Connect to a physical layer (for example, Wi-Fi radio)

▪ Establish TCP/IP communication

▪ Reach an AWS IoT endpoint

▪ Upgrade to a secure socket interface (TLS)

▪ Perform mutual authentication

▪ Log into an MQTT broker

▪ Subscribe to topics

• None of this is related to the customer experience
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Introducing Ryan Woltz, 
Founder & CEO of ēdn 
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“I am the Lorax. I speak for the trees. I speak for the trees for the 
trees have no tongues.”

Dr. Seuss, The Lorax
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IoT is the foundation

• The idea, prototyping, going to 
market, Shark Tank
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IoT is the foundation

• The idea, prototyping, going to 
market, Shark Tank

• Making it IoT

• Processors

• Cloud providers

• Firmware

• Certifications

• Flashing fixtures

• Testing, testing, testing

• Oh, and don’t forget security
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Firmware is harder than hardware

• Focus on innovating

• Recreating the wheel ≠ value

• Move quickly and easily to 
differentiate our product

• Security and reliability at scale
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A maturing industry
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A maturing industry

• Past the IoT hype curve, is IoT a 
maturing industry?

• In the early 1900s car manufacturers started from 
wood and sheet metal, assembling every part of a 
car bolt by bolt 

• Today it’s a tiered system of OEMs supplying 
modules and large subsystem: engines, 
dashboards, interiors, electronic systems

• We have witnessed a similar evolution (but faster) 
in the mobile phone world: Baseband module, 
Wi-Fi module, BLE module, display subsystem, 
capacitive touch, battery management, and more
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Accelerating IoT growth

• Modules and subsystems enable 
rapid development 

• Specialization provides quality 
and reliability

• The result is growth and faster innovation
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Evolution of an idea
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Evolution of an idea

Embedded 

application

App processor

An application

Wi-Fi

Defender

OTA

JOBS

MQTT

Embedded 
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FreeRTOS
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TLS

PKCS#11

Wi-Fi module

TCP/IP

Connecting with a Wi-Fi module

Serial 

interface

Serial 
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Root of trust

TPM or SE

AWS IoT ExpressLink
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Introducing AWS IoT ExpressLink
Q U I C K L Y  A N D  E A S I L Y  D E V E L O P  S E C U R E  I O T  D E V I C E S

AWS IoT ExpressLink

AWS Lambda

Amazon SageMaker

Amazon EC2

Amazon Aurora

Amazon DynamoDB

Amazon S3

AWS loT Core

AWS loT Events

AWS loT Analytics

AWS loT SiteWise

AWS loT Device 

Management

AWS loT Device

Defender

Microcontroller

or 

microprocessor
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AWS IoT ExpressLink is quick

• AWS IoT ExpressLink takes care of all the complex and security-
critical code and packs it into a single hardware component

• A 3-wire serial interface is all you need to connect any embedded 
device to the cloud

TX
RX
GND WAKE

INT

RST
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In 10 lines of code

int main() 

{

print(“AT+CONNECT\n”);

while(1){

print(“AT+SEND data {\“A\”=%d}”, getSensorA());

delays(1);

}

}

or less!
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AWS IoT ExpressLink is easy 

• A small set of AT commands to rule them all

• Media independent: CONNECT, SEND, 
SUBSCRIBE, GET

• Write to the application NOT to the media!

▪ Wi-Fi

▪ Cellular CAT-M1

▪ Cellular NB-IoT?

▪ LoRa?

▪ …
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AWS IoT ExpressLink is secure

• AWS IoT ExpressLink connects securely out of the box

• AWS validated code, implements best-in-class security practices

▪ Hardware root of trust  

▪ Secure secrets storage 

▪ Mutually authenticated

▪ Encrypt all communication to and from the cloud

▪ Updated over the air using AWS IoT OTA service

▪ Secure boot

▪ Support host processor OTA updates

▪ Built-in support for AWS IoT Device Defender
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Deployed and managed at scale

• Modules ready to connect to the cloud out of the box 

• Modules come pre-provisioned with a unique identifier and a 
birth certificate simplifying deployment at scale

• Support late-binding onboarding mechanism to reduce 
manufacturing time and cost, and increase flexibility

• Monitor devices’ health and manage them as a fleet at scale 
with AWS IoT Device Management and 
AWS IoT Device Defender
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Let’s get started
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Three partners – Four modules

Wi-Fi  ESP32-C3-Mini AWS IoT ExpressLink

Wi-Fi  AIROC™ IFW56810 CCM

Cellular  Sara-R5 AWS IoT ExpressLink

Wi-Fi Nora-W256 AWS IoT ExpressLink
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Get started by choosing from four evaluation kits

Vendor Evaluation Kit Technology Buy

Espressif ESP32-C3 ExpressLink kit Wi-Fi

Infineon AIROC™ IFW956810 CCM kit Wi-Fi

u-blox USB-Nora-W256AWS Wi-Fi

u-blox Sara – R5 Starter kit Cellular
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Thank you!
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Lucio Di Jasio

Twitter: @luciodjs

Ryan Woltz

@edngarden

@ryanmwoltz

www.edntech.com


