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Enterprises are rethinking
data strategy in the cloud

Over 90% 90%

of new apps developed of enterprises will rethink
by enterprises will be data strategy by 2022 for
cloud-native by competitive advantage.

=IDC Gartner



https://www.gartner.com/en/doc/374107-predicts-2019-data-and-analytics-strategy

How can you stay resilient under increasing pressure?

Data growth Data

(volume and variety) regulations
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Data silos: Why they're a problem
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AWS customers are growing vertically
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Protecting your data 1s more important than ever

Organizations facing ransomware
and other security events are
increasingly in the news
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Unauthorized users are
changing their game —
so should you

Among companies that refuse to pay aransom...

What's changed? o
- Now it’s 2-pronged, and backup data is
compromised first o

- Focused on backup operating environment and

of them still don't recover their
unpatched systems

data, even if they had backups.

druva Druva © 2021. All rights reserved



How does ransomware work?

Threat vectors
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DayO-Ndays DayO-N days

Ransomware Connectsto C&C
enters system server
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Day 0 - N days

Learns file systems,
targets backups for
encryption/deletion

Bulk encryption
of system data

Days to detection of ransomware
Year 2017 2018 2019
Days 86 85 95

Source: CrowdStrike
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Day O+ X hrs Day 0 +Y days

Ransom note Pay ransom or
lose data
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https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2019CrowdStrikeServices.pdf?lb_email=&utm_source=Marketo&utm_medium=Web&utm_campaign=Services_Cyber_Front_Lines_Report_2020

A revolutionary approach
Data Resiliency Cloud
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Data security and protection responsibilities

Primary environment Backup environment

Primary
environment

Orchestration

Cybersecurity vendors for firewalls,
email gateways, network security

A

QFirseYE wﬁ;m % paloalto’ druva

4
-
druva Druva © 2021. All rights reserved



Multi-layered defense for cyber resilience

Data integrity
& availability

Air-gapped backups

Amazon S3 multi-AZ
durability Cloud DR

Multifactor auth (MFA)
Rollback actions

Operational
security

Vulnerability scans

CVE patching & upgrades
Pen testing

Continuous monitoring

No root access to backup
environment

Accelerated
recovery

Quarantine
Curated recovery
Unusual data activity

Malicious file scans

APl integrations with
security solutions

) FlrceYe
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Maintain data integrity and availability
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Isolated backups

Air-gapped backup copies
Object-based storage
Highly available architecture

Zero trust, MFA

Secure privileged credentials
RBAC and SSO
Mandatory MFA

Cloud DR

Multi-account/region DR
Clone VPC & network settings
AWS PrivatelLink
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Maintain data integrity and availability — How Druva can help
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Mobile devices

Datain the Ransomware cannot impact

enterprise [T L S — data stored in Druva cloud
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Fi Ie servers / NAS Powered by Druva Cloud Architecture

-~
Pl
- -~

e

Virtual machines

S

Databases

Q
druva Druva © 2021. All rights reserved



Operational security controls

‘l
druva”

Vulnerability scans

Penetration testing

Anomaly detection

CVE patching
and upgrades

Regular patching
and upgrades

Seamless updates

No hardware or software

24x7x365
monitoring

Dedicated SecOps
personnel

Feed data to SIEM tools
Entropy-based ML

Controlled access

Monitor API access
Monitor Admin access

Limited Dev access
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How continuous monitoring actions work

at
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User initiates Backups marked Druva detects Backups
deletion for deletion anomaly deleted
. A
YES :
\/
YES :

Druva holds deletion
for 7 days

NO f

Druva contacts Customer validates Backups
the customer deletion retained
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Accelerate recovery from ransomware

@0

Contain Identify Recover
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Accelerate recovery from ransomware

Contain Identify Recover

= & Ransomware Recovery AuditTrails LI

Scan Settings

Ransomware arve
Recovery sccm.druva.local#bset114

Enable the following options if you want the files to be scanned

Insights

@D Antivirus Scan
Scan files for viruses and malware.

@ File Hash Scan

Scan for the pre-indentified file hashes.

Quarantine Bay
EndPoints Details
Servers

Scan Settings

Jobs Note that scanning increases the time it takes to restore a file.

Override Scanning

Quarantined Snapshots

Quarantine Unusual data activity Recovery scans and curated recovery
Prevent malware spread |dentify anomalous datasets Automatically recover clean, uninfected data
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Data loss and manual processes

Daily

snapshot

File-1

File-2

File-3

File-4

File-5
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Recovering data from a
point-in-time prior to event

124 125 126 127 128

v3 v3 v4 v5 e,
o B

v2 v3 @
a B

Data created or changed after event must be
manually recovered file by file or lost

Ransomware enters the
system and quietly spreads
for weeks or months

Datais lost if we simply
restore from a point in time
prior to the event

Finding and restoring the
most recent clean version of
each file is a manual process

22



Data loss and manual processes

Curated recovery
Saves time and data

Daily . V5
Snapshot 121 122 123 124 125 126 127 128 File-1
File-2 v2
File-1 vl v2 v2 v3 v3 v4 v5 e, :
File-3 v3
File-2 vl vl vl v2 e,
File-4 v3
File-3 vl V2 v3 @
File-5 vl

File-4 vl v2 v2 v3 @
Automatically finds the most

File-5 vi @ . recent clean version of each
. fileand adds it to a single
“curated snapshot”
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Vertrax use case:
Ransomware protection

Customer challenges

e Dataloss due to ransomware
e Complex management across different consoles
e Restore files took too long — over 30 minutes

Value of data resiliency

e 10x faster data restoration
e 4xreductionin management time
e 50% lower TCO

Key factors

e Zero-trust platform
o Centralized management and oversight
e No hardware to simplify administration and scalability
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Backup of AWS environments

4 .....................................
. Compute
Amazon EC2
AWS Outposts
Q
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Containers

Amazon EKS

Kubernetes on Amazon EC2
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Data Resiliency Cloud

Powered by Druva Cloud Architecture

‘

Storage

Amazon EBS
Amazon EFS

Amazon FSx

Lift and shift
vmware
@ Database
Amazon RDS %
Amazon DynamoDB =
QL Server

Amazon Aurora

Amazon Neptune =

Amazon DocumentDB (with MongoDB compatibility)
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Securing your environment: AWS Control Tower

AWS Control Tower management account
P
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CT Admin Add Account Amazon >
EventBridge s e
5 StackSets function AWS Secrets
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Onboarding Amazon
function SIS
AWS CloudFormation StackSets
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Druva Third-party access role CloudFormation StackSets
.
New AWS Account
< 5 AWS Cloud
Q
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Benefits include

Simplified management at scale
Enhanced multi-account security
Implement AWS best practices
Define custom workflows

Improve productivity
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Enable business continuity with one-click DR
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Amazon EC2, Amazon EBS & Amazon RDS Defined network mappings,
Druva Cloud IAMs roles and KMS keys
G © o |
Backup Policy & Backups b i
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e 4 Environment > Environment
i Failover
i Source Account Target Account
1

Network components including
VPC, Subnet & security groups
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Katz Media use case: ,
Cloud DR WXFAMEDIA

GROUP

Customer challenges

e Complexity & lack of scale using multiple backup vendors

e Performance issues — mission-critical workloads at risk

e Escalating costs — overprovisioning, support and maintenance

Value of data resiliency

e Globally available DR for on-premises and cloud workloads
e Improved IT productivity — 50% less time managing backups
e 52 workloads migrated to AWS in 3 months (5X faster)

Key factors

e Unified experience for on-premises and cloud workloads
e SaaS platform with on-demand scale

e Transparent business model to predict & control costs

"Druva’s DR-as-a-Service (DRaaS) enabled us to rapidly migrate
about 52 production workloads into AWS during the COVID-19
pandemic. It drastically simplified the process of making the jump
from on-premises to cloud.”

‘h' _ . .
d ruva‘ Marc Almodovar, manager of network & systems engineering




sue2 Timothy Loranger, Jr.

Cloud Infrastructure Services Leader




Druva: The Data Resiliency Cloud
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Data protection

Backup & Restore | Disaster Recovery

Cyber resiliency

Protect | Detect | Respond | Recover

Data governance

Archival | Compliance | eDiscovery

Data intelligence

Machine Learning & Analytics
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Key takeaways

=
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You will always have safe SaaS solution delivers Stop the spread and quickly
backup data you can use 24x7x365 fully managed recover clean, comprehensive
for recovery security operations datasets
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Got questions? We've got answers

B Py

Activate your fully featured
30-day free trial at Druva.com

Meet our product experts and Join our other session on

VieW a demo Of our Solutions infrastructure as COde and
modern data resilience
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Thank you!

Anjan Srinivas

INCES@ERIERS
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