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Modernizing Archive

Why archive data?
Benefits of cloud archival
Amazon S3 archival storage classes

Archival storage use cases
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New at re:lnvent 2021
Amazon S3 Archive Launches
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Introducing S3 Glacier Instant Retrieval

What is it?
« For long-lived archive data that requires milliseconds retrieval

« 99.999999999% (11 9s) of durability
- Designed for 99.9% availability

\ >X< What are the use cases?

- Petabytes of archive data stored for indefinite periods of time
_ - Only a small percentage of this archive data is accessed each year

« Archive data must be immediately accessible when requested
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Introducing the Archive Instant Access Tier

What is it?
« A new access tier in S3 Intelligent-Tiering
« Corresponds to S3 Glacier Instant Retrieval

- Automatically reduces cost for data that lives for more than 90 days

What about existing data that is older than 90 days?

« Automatically tiers down to the new tier

« Results in an automatic storage cost reduction

- No action required by you
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Changes to the S3 Glacier storage class

New name! [N

o - S3 Glacier Flexible Retrieval (formerly S3 Glacier)
o O « No changes to APIs, Inventory Reports, etc.

New storage price! _

« Existing prices reduced

« Results in an automatic storage cost reduction

o % Free retrievals! [N

« Bulk retrievals are now FREE

« No change to APIs or management
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Most of the world’'s data is cold



Customers in every industry

archive data in AWS

Media &
Entertainment

Power &
Utilities

%

Telecom

aws

S

Energy

Automotive

=

Healthcare &
Life Sciences

il

Manufacturing

€LV

Education

Nl

Financial
Services

By,

A
lo-lo

Retail

2

i

Government

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Why archive to AWS?

Durability &
Resilience
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Designed to provide
99.999999999%

of data durability




The unique architecture of Amazon S3

Availability Zone 1 Availability Zone 2 Availability Zone 3

AWS Region
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The unique architecture of Amazon S3

@ » Stored redundantly across a
minimum of 3 Availability Zones
) _l » Stored redundantly across multiple
: ) devices within an Availability Zone
« Designed to sustain concurrent

Availability Zone 1 Availability Zone 2 Availability Zone 3

device failures

AWS Region
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N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



A culture of durability

@ * Durability review & operational
safeguards
) _l  Robust integrity checking
e Auditors check and re-check data at rest
Availability Zone 1 Availability Zone 2 Availability Zone 3

AWS Region
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At AWS, security Is
Job Zero




Amazon S3 features to secure and protect
archives

O ) &

S3 Block Public Access S3 Encryption S3 Access Points
Override S3 permissions that allow Encrypt data in transit and at rest, using Scale access for hundreds of apps with
public access, with a centralized S3-managed or customer-managed keys; permissions customized for each app

control to prevent variation in Manage client-side, or with bucket defaults

security configuration

P O ¥

S3 Object Lock S3 Versioning S3 Replication
Prevents an object from being For iterating on projects and Protect archives by replicating
deleted or overwritten for a fixed protecting content from in-Region or between Regions with
amount of time or indefinitely unintended deletes different ownership; Distribute

content to partners
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Lowest cost storage
in the cloud




Amazon S3 storage classes

50 83 8 G G

S3 Standard S3 Intelligent- S3 Standard-IA S3 Glacier S3 Glacier
Tiering Flexible Deep Archive
Retrieval
< >
Performance Storage Cost
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Amazon S3 storage classes

o0 83 8 G G

S3 Standard S3 Intelligent- S3 Standard-IA S3 Glacier S3 Glacier
Tiering Flexible Deep Archive
Retrieval
< > < >
Low-latency Access Archive
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Amazon S3 storage classes

S3 Standard S3 Intelligent- 53 Standard-1A S3 Glacier S3 Glacier S3 Glacier
Tiering Instant Flexible Deep Archive
Retrieval Retrieval
< >
Low-latency Access < >
Archive
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Introducing S3 Glacier Instant Retrieval

What is it?

« For long-lived archive data that requires milliseconds retrieval
« 99.999999999% (11 9s) of durability
- Designed for 99.9% availability

What are the use cases?

- Petabytes of archive data stored for indefinite periods of time
_ - Only a small percentage of this archive data is accessed each year

« Archive data must be immediately accessible when requested
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Amazon S3 Glacier Flexible Retrieval

What is it?

(o)
(o] o
« For long-lived archive data and long-term backup
« 99.999999999% (11 9s) of durability
 Retrievals in 3-5 hours for standard
« Free Bulk retrievals in 5-12 hours
° % What are the use cases?

_ - Petabytes of archive data stored for indefinite periods of time

- Data accessed 1-2 times per year
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Amazon S3 Glacier Deep Archive

What is it?
« Archiving long-term data that which accessed infrequently

« 99.999999999% (11 9s) of durability

« Retrievals within 12 to 48 hours
v
(o]
)X( What are the use cases?
Ao

« Archive data backups that are rarely accessed

- Data that needs to be retained for the long term
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. . 1. Storage Cost
Which archive storage > Retrieval Speed

class is right for me? 3. Data Retention
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Choosing between S3 Glacier archive storage

=]

-

«8

N A

S3 Glacie.r S3 Glacier S3 Glacier Deep
Instant Retrieval Flexible Retrieval Archive
Storage cost $0.004 per GB-month $0.0036 per GB-month $0.00099 per GB-month

Expedited: 1-5 minutes Standard: Within 12 hours

Data retrieval Instant Standard: 3-5 hours N
Bulk: 5-12 hours Bulk: Within 48 hours
Minimum object 90 Days 90 days 180 days

duration
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Tier data to optimize storage costs

S3 Standard S3 Intelligent- S3 Standard-1A S3 Glacier S3 Glacier S3 Glacier
Tiering Instant Flexible Deep Archive
Retrieval Retrieval
Object age
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Tier data to optimize storage costs

S3 Standard

S3 Intelligent- S3 Standard-1A S3 Glacier
Tiering Instant
Retrieval

S3 Glacier S3 Glacier
Flexible Deep Archive
Retrieval

Move in 90 Days

v

Created on Day 0

Move in 180 Days %

Delete in 7 years
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S3 Lifecycle options

* Bucket
* Prefix
« Object Tag
4, A\ HH * Object Size BIE
©  Number of Versions liG0

/ Transition and expire data based on...
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What if my access patterns
are unpredictable?
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Amazon S3 Intelligent-Tiering

« Automatically moves objects between
three access tiers

« Optional asynchronous archiving to
realize lowest storage cost in the cloud

« No performance impact, operational
overhead, lifecycle fees, or retrieval fees

« Designed for 99.9% availability and
99.999999999% durability



Use S3 Intelligent-Tiering by default for data
with unknown or changing access patterns

Archive Deep
:gfgsusi?écr ' ( mg?suﬁg ‘ »  Instant ‘ ------- »  Archive
Access tier Access tier

_‘_ _‘_ _____ ‘____
o l P

Milliseconds access (automatic) Minutes to hours (Optional)




Archiving best practices
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Companies in every industry

archive data in AWS
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Getting from...

To this

This
A4 \"4 \"4 \V4 \Y4
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Amazon S3 Glacier Instant Amazon S3 Glacier Flexible Amazon S3 Glacier
Retrieval storage class Retrieval storage class Deep Archive storage class

z z Milliseconds retrieval of data Minutes to 12 hours retrieval 12 - 48 hours retrieval of

o o in a low-cost archive S3 of data in a lower cost data in the lowest cost

(0] O storage class archive S3 storage class archive S3 storage class

(o) (o)

(o) o }
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Even basic media migration workflows
are complex

- What are
Decision to TR
X e we  — y 3rd Party digitization like
Migrate migrating? Wit e — SAMMA or Memnon
Digital data on Digital tape
Disk
ve < Target &——
T L \
A4 N 7
>  MAM Data tape
migration
——  AWS DataSync = €—— Tra”;fedr _— AWS Snow Family ~ ——
metho Amazon S3
——>  Glacier Deep
Archive
3 AWS Direct Transported to ¢ |
Connect AWS
AWS Storage
Gateway N Amazon S3 e F.inal. ; Amazon
7 Glacier destination CloudFront
\i’
L >  Metadata N
3 Object
storage < —> Amazon S3 - Al-ML

transform
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For media archives, a simpler solution: Media2Cloud

1. Drain 2. Generate 3. Import
the existing archive content value into a modern MAM

\ 4
\ 4

Offline tape migration — Proxy Generation —> MAM modernization
Egress optimization S— —> Metadata import
Medla' Asset Medlg
Registry Analytics
Proprietary conversion — —> Security and DR
Metadata export E— —> Lifecycle & cost optimization

3-phased project template: Export assets with metadata, process/analysis, and import to MAM
Flexible to accommodate different workflows, content types, and partner components
Professional services to provide optional assessment, and project management

Partners to provide offline tape migration

© ® 06
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edia2Cloud: architecture overview

aws
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1. Drain the Existing
Archive

File transfer

)

Pack & ship Transfer
AWS Snowball Accelerator
Amazon 53 * m

High speed
link
On-prem agent On-prem AWS Direct
AWS Storage agent Connect
Gateway AWS DataSync
f Rapid Migrate

Master asset +
filename + barcode

-
LTO Migration
Service

2. Generate Content Value

3. Import into a

MAM

i

Ingest dashboard

Authentication
Amazon
Cognition
Message broker
AWS loT Core

€ a

Amazon API
Gateway

Workflow
orchestration

Amazon Step Functions

m Matifications
Amazon SNS

Event driven functions

MAM system

CHENGINE

_& nomaDCM

t

Standardized Assets
+ Metadata

Ingest bucket Ingest Proxies Metadata Archived content
AmazonS3 Amazon Lambda Amazon Lambda Amazon Lambda
Original metadata
Lifecycle I ) ) uuID / MD5
policy ) Proxies / Machine learning
Asset registry thumbnails metadata Proxies / thumbnail
= Celebrities .
( MP4 g N Media metadata
E ‘\)\ UUID tag . AWS Elemental la'i':!eli_fm$'
. : DS MediaConvert g (oflections Machine learning metadata
Archive @ inti
storage .  checksum Transcription
Amazon 53 | - Sentiment, key Metadata
Glacier | —— Crowdsource phrases, entities, Amazon
Tagging locations DynamaDB
Pool Hot search
0,0 < E Crowldsource ﬂ Amazon
'.‘ Tagging Elasticsearch
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AWS Solution: Serverless fixity

- Easily calculate checksums of S3 objects on-
. demand for digital preservation compliance and
AWS Step Functions workflow B -| regUlatory reasons
: Bug';}%;cvtiith : « Perform serverless checksums using MD5 or
&._. Dp | :@ : — 1 SHA1 on objects stored in any Amazon S3
e 1 . . . .
Restore Compute  Validate Omm | storage class, including S3 Glacier or S3 Glacier
User P — .
R Amazon API Checksum  Checksum oseef | Deep Archive
| Gateway | e :
: ; notification ! « Provides a CloudFormation template, reference
! % : ! architecture, and deployment guide to simplify
! . EI A solution deployment
VI P ‘e T
| x| T - New AWS Solution available today at
: Permissions policy 1 aws.amazon.com/solutions
I I
__________________________________ |
aws
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https://aws.amazon.com/solutions

New checksum options

USER BUCKET
@ Name: MyObject
New checksum . ETAG (MD5): dogiawdjqowijd
- - . Checksum Type: CRC32C
x-amz-checksum = CRC32C Checksum value: ABCDEF==

SHA-256 SHA-1 CRC32 CRC32C

aws
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Accelerate integrity checks by up to 92%

Trailing checksums allow you to check data
while you stream it in

‘ Parallel checksums allow you to break large
objects up, and leverage many cores

aws
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Digital preservation with Amazon S3 Glacier

OPPORTUNITY

New strategic plan to build RRHOF of the future, making the 21st century
Rock Hall accessible worldwide and providing critical preservation of one of a
kind digital media

ROCK & ROLL SOLUTION

HALL OF FAME Partnered with AWS and Tape Ark to migrate all media into Amazon S3 via
AWS Snowball, and set lifecycle policies in S3 to move media into Amazon S3
Glacier Deep Archive

The Rock & Roll Hall of
Fame museum documents
the history of rock music
and the artists, producers,
engineers, and other
notable figures who have « Cost-effective storage to preserve estimated 350 TBs of data or

influenced its development approximately 2,800 hours of video material

« Recovered original preservation files through tape backups
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Customers in every industry

archive data in AWS
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FSI Requirements on security & resilience

N—"

___________________

___________________

_______________________________________

{5,

___________________

___________________

___________________

_______________________________________

Critical datasets are...
* Replicated according to SLA

« Rendered immutable
« Encrypted at rest and in flight
« Meticulously logged



Multi-Region S3

« Multi-Region Access Points accelerate
and simplify multi-Region apps

e First of its kind SLA on replication
latency

- Robust metrics monitor replication
status down to the object level

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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More replication options

Replicate within the same

AWS Region o—
=2~
Replicate to a Amazon S3
different AWS Region @&———
aws
)

Replicate to a bucket with
—— @ retention controls (in the same

T 5

Replicate faster to a different

® AWS Region, backed by an SLA
+ replication metrics

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon S3 Object Lock for immutability

sdy=
w®
~_

Immutable Objects in S3 Retention Controls Auditing & Visibility
Assessed for SEC compliance Down to the object and object Track, report, and alert on
by Cohasset Associates version levels access & retention changes

aws
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Amazon S3 encryption support

CLIENT BUCKET
, [ 4
Encrypt with the AWS HTTPS/TLS R T S i
. I « SSE-KMS (AWS Key Management Service
Encryption SDK ﬁ « SSE-C (customer-provided keys)

Client-side In transit At rest
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Companies in every industry

archive data in AWS
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Health data is inconsistent, unstructured,
and complex

N —

[1 ][]
JUou

1T——7r Lli

Lab reports Insurance claims Clinical studies
S — e T
- O— ) _‘:[ D
- O—— | S
e |
- ,; f__\ Tl O_ |n
——— \I_, | J N — IV_
T e
Recorded conversations X-rays Doctor’s notes
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Amazon
HealthLake

A HIPAA-eligible service that
enables healthcare providers,
health insurance companies,
and pharmaceutical companies
to store, transform, query, and
analyze health data in the AWS
Cloud at petabyte scale

aws

1

IMPORT

« Quickly and easily import clinical notes, lab reports, insurance claims,
and more

STORE

« Stored in AWS in a secure, compliant, and auditable way

TRANFORM

« Tag and index unstructured data using specialized ML models

QUERY & SEARCH

« Powerful query and search capabilities

ANALYZE

« Understand relationships in the data with pre-built ML models

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Identify trends and make predictions

IDENTIFY TRENDS

@ Easily search and query the data

Develop interactive dashboard
Amazon SageMaker evelop interactive dashboards

24

MAKE PREDICTIONS

Create predictive models, like predicting

Amazon QuickSight Sepsis in a hospital ICU
SHARE DATA SECURELY
0Qg

HIN

3rd t licati Healthcare providers and patients alike can
STRUCTURED, pdrty apptications easily share and access their data

NORMALIZED DATA

aws
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An example architecture

Non-relational DBs

Text in medical images

Amazon Rekognition

Relational DBs & DWH

Scanned documents

Amazon Textract Amazon Amazon S3
Comprehend
Medical

Ad-Hoc query & search

Medical transcriptions

Amazon Transcribe

aws

— © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Unstructured Medical Documents

1.2B created / year, critical information trapped, difficult to extract insights

== ' ==
fi=cu) I -
- 1
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Extracting from images - Amazon Rekognition

Enables customers to build their own specialized machine learning based image
analysis capabilities using Auto ML. No machine learning experience required.

AUTOMATED SIMPLIFIED MODEL

MACHINE LEARNING EVALUATION, INFERENCE
AND FEEDBACK

SIMPLIFY DATA
LABELING

« No machine learning « Evaluate your custom
expertise is required to model's performance

« The Rekognition
Custom Labels console
build your custom on your test set. For
model. Rekognition every image in the test
Custom Labels set, you can see the
includes AutoML side by side
capabilities that take comparison of the
care of the machine model's prediction vs.
learning for you. the label assigned.

provides a visual
interface to make
labeling your images
fast and simple.

aws
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Extracting from medical forms - Amazon Textract

Extract data quickly Eliminate Lower document
and accurately manual effort processing costs

Table
detection

Optical Character
Recognition (OCR)

Key-value pair
detection

Adjustable confidence
thresholds

Bounding box
coordinates

No ML experience
required

& Alfresco
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Storing petabytes of PHI in AWS

* Philips set up Attunity CloudBeam for Amazon Redshift in less than one

pH I I-I ps minute to upload 37M health records to AWS in 90 minutes

« Store and optimize any size dataset within two hours, allowing its
consultants and analysts to provide solutions quickly to customers

 Philips HealthSuite Data Platform on AWS houses over 40+ PB of PHI, and
growing at ~1 PB a month

i
Thanks to AWS, our business was able to upload over 37 million records

into Amazon Redshift in 90 minutes

—Doug Ranaham
Manager, Philips Healthcare

aws
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Summary of launches

S3 Intelligent-Tiering

Optimizes storage costs by moving
objects between different access tiers
Archive Instant Access tier ||l

New o o*

=] <2

% oK 223

S3 Glacier Instant Retrieval S3 Glacier Flexible Retrieval  S3 Glacier Deep Archive

- . (formerly S3 Glacier)
Milliseconds retrieval 12-48 hours retrieval

Minutes to hours retrieval
Free bulk retrievals ||l

Lower storage price ||l

Amazon S3 is also reducing storage prices up to 31% for S3 Standard-Infrequent Access across various Regions
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Thank you!

Gayla Beasley Marc Trimuschat
gybsl@amazon.com mtrims@amazon.com
adws
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