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Introduction to EBS snapshots
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Common customer use cases

1) Save cost by automating lifecycle of EBS snapshots and EBS-
backed Amazon Machine Images (AMIs)

2) Protect my data by automatically copying snapshots to a
separate account or region

3) Automate AMI management and distribution across Regions
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Amazon Data Lifecycle Manager

Simple, free, automated way to back up data stored on Amazon EC2
instances and EBS volumes by ensuring that snapshots and AMIs are created
and deleted on a custom schedule
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Amazon Data Lifecycle Manager

Simple, free, automated way to back up data stored on Amazon EC2
instances and EBS volumes by ensuring that snapshots and AMIs are created
and deleted on a custom schedule
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S

Define policies to enforce reqular backup schedules

Policies use tags to identify volumes and instances to back up
Retain backups for compliance/audit purposes

Control costs by automatically deleting old backups

Use IAM to control policy access

Automatically copy across Regions and accounts and set up
retention policies

No cost to use



Defining a policy
Outlines all actions that Amazon Data Lifecycle Manager will automate on
behalf of the customer

1. Select resource type (for example, EC2 instances, EBS volumes)
2. Input tags of the resources to be targeted

3. Define creation schedule

4. Define retention schedule
5. Enable optional actions, including Cross-Region copy, fast

snapshot restore, and copy tags from source
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Use case 1: Save cost through automation

by consistently applying customized policies to back up your EBS

volumes based on criticality of data
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Create a single EBS snapshot policy targeting a
group of EBS volumes

Create 3 separate creation and retention
schedules based on criticality of data

Copy monthly backups automatically to another
Region as soon as the snapshot is created



Use case 1: Save cost
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Use case 1: Save cost
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EC2 Lifecycle Manager

Select policy type

Policy types

Schedule-based policy

© EBS snapshot policy EBS-backed AMI policy

Event=base

Cross-account copy event policy

Cancel
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Use case 1: Save cost

EC2 Lifecycle Manager Select policy type Create lifecycle policy

Step 1

Specify settings

Specify settings

Step 2

Ta rget resources info
Specify the resources that are to be targeted by this policy.

Target resource types
Select the type of resources that are to be targeted.
© Volume

Instance

Target resource tags
Only resources of the selected type that have these tags will be targeted.

Q

dimsnapshotpolicyHourly X

Yes

44 tags remaining of 45.

Description

Policy description

ProdHourlyDLM
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se case 1: Save cost

Configure schedule 1 - Gold

S ul i often the y Funs ic actions that are

Configure schedule 1 - Gold

You can create another n this policy.

Schedule details 1nfo
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se case 1: Save cost
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ype

Configure schedule 2 - Silver - optional

runs a

You can create another 2 schedules in this policy.

Configure schedule 2 - Silver

Schedule details info

dule name

Mon
Starting at
uTc

Retention type Expire

4

% miust have the same
and 4 inherit the

count or period.

hat are

edule || Add ano

u can specify the retention type for Schedule 1 only.

rom Schedule 1. Eac il an have its own retention
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Use case 1: Save cost

Lifecycle Manager

Specify sottings

Configure schedule 1

Configure schet

Configure schedule 3 - Bronze

cle policy

Configure schedule 3 - Bronze - optional

Schedules define how often the policy runs and the specific actions that are to be performed.

one schedule.

he policy must have at least

(@ You can create another 1 schedules in this policy.

Remove schedule || Add another schedule

Schedule details info

Schedule name

Bronze

Frequency

Monthly

on

Day

Starting at

00:00 utc

Retention type Expire

12 = maonths

after creation

(@ All schedules must have the same retention type. You can specify the retention type for Schedule 1 only.
Schedules 2, 3, and 4 inherit the retention type from Schedule 1. Each schedule can have its own retention

count or period.

Cross-Region copy  Info

Enable cross-Region copy for this schedule

Additional charges apply
Enabling cross-Region copy will result in additional charges incurred from copies. Learn mare [4

Region 1

Target Region

— )
Lis-wiest-1 manths after creation

Enable encryption for snapshot copies

KMS key

(default) aws/ebs
Create new KMS key [4
KMS key description
Default master key that protects my EBS volumes when no other key is defined
KMS ey cnwmer

KMS key ID

KMS key ARN

Copy tags from source

Add new Region
eal 12 Reglons.
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Use case 2: Protect data across accounts

in case my account is compromised, by automatically
copying snapshots to a separate account

>
= Copy snapshots — —
across accounts >
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Snapshot
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Use case 2: Protect data

Source Account Target Account

1. Create and share snapshots
2. Share the Customer managed CMK*
3. Complete snapshot sharing setup

. Encrypt and copy shared snapshots
. Allow |IAM role to use the shared CMK*

. Complete snapshot encrypt and copy
setup

* Steps 2 and 5 are not required if sharing and copying unencrypted snapshots
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Use case 2: Protect data

SOURCE ACCOUNT

EC2 Lifecycle Manager

Select policy type

Policy types

e policy

© EBS snapshot policy EBS-backed AMI policy

Event-based policy

Cross-acoount copy event policy

Cancel
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Use case 2: Protect data

SOURCE ACCOUNT

aws
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Configure schedule 1

ul

Schedule details nfe

dule name

du

count or period.

Advanced settings - optional

Tagging Info
Fast snapshot re

ion copy Info

sharing nfa

Sun
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Use case 2: Protect data

SOURCE ACCOUNT

ccount sharing  Info
Enable cross-account sharing for this schedule

If wou ar ing encrypted snapshots, you must grant the DLM role and the target account permission to
use the KMS key. To update the K- v policy, use the

Sharing accounts (1)

Account 1D

Unshare automatically infa
Expire

1 = maonths

Cancel
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Use case 2: Protect data

TARGET ACCOUNT

EC2 | ifecycle Manager

Select policy type

Policy types

Schedule-based policy

EBS snapshot policy EBS-backed AMI policy

Event-based policy

0 Cross-account copy event policy

Cancel
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Use case 2: Protect data

TARGET ACCOUNT

aws
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Event settings info
Define the event th:

; managed rule

{pe  Info

chareSnapshot event

1y these AWS

Sharing accounts (1)

ounts Info
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Use case 2: Protect data

TARGET ACCOUNT

Additional charges apply
yuld result in addi

Region 1

Targe
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Use case 3: Automate AMI management and
distribution across Regions

Automate deregistration of my EBS-backed Amazon Machine Images (AMls)
and deletion of supporting snapshots

* Create an EBS-backed AMI policy targeting a
group of EC2 instances

* Create a single schedule to create AMIs on a
weekly basis

« Deregister the AMI after 3 months

* Delete its underlying EBS snapshots
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Use case 3: Automate AMI management

EC2 |ifecycle Manager

Select policy type

Policy types

Schedule-based policy

EBS hot policy Q EBS-backed AMI policy

Event-based policy

Cross-account copy event policy

Cancel
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Use case 3: Automate AMI managemen

ure schedule 1 y 12
fin ften th y Fun: ac that a

Configure scheduls 1 - AMI

Factory 12 can create anoth edules in this palicy.

Schedule details 1o

Schedule name

Sat Sun

months

1an AMI reaches the retention thres ( o C shots are automatically

ed.
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Enhanced monitoring of policies

Monitor your policies using CloudWatch metrics

 Track the number of
resources targeted each B
time a policy is run R
* Monitor when your
snapshots and AMIs are

Data Lifecycle Manager (1/11)

Snapshot deletion completed (count) Snapshot deletion failed (coun

2o I A b
created B

Snapshot cross-Region copy started (count) : Snapshot cross-Region copy completed (count)

« Setup alarm and be S e
notified of failures

06/25

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AMI lifecycle management

Ensure EBS-backed Amazon Machine Images (AMIs) are created and
cleaned up reqgularly to keep their storage costs under control

« Automate retention and clean up of EBS-
backed AMls

* Control costs by automatically deleting
snapshots of deregistered AMIs

* Enhance security by automatically deprecating
outdated images
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Thank you!
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