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What are we going to cover?

VPC design
Shared VPC
VPC connectivity

Best practices
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Amazon VPC
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Amazon VPC - Expanded CIDR + Ipv6
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Shared VPC
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What is VPC sharing ?

VPC sharing is when multiple AWS accounts are allowed to create their
resources, such as Amazon EC2 instance, Amazon Relational Database Service
(RDS) databases, Amazon Redshift clusters, and AWS Lambda functions, into
shared, centrally managed virtual private clouds (VPCs).
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Before VPC sharing
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After VPC sharing
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Best Practices

* Plan IP addressing for VPC Designing

* Create separate shared VPCs per environment

* Shared VPC and Security Zones

« Use larger subnets to reduce IP wastage

« Use dedicated subnets to reduce radius to a single VPC participant
* Use Network ACLs to isolate VPC participants

* Enable VPC flow logs and DNS query logs

* Enable Network Access Analyzer:
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Connectivity options
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VPC-to-VPC connectivity options
AWS Cloud
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VPC-to-VPC connectivity - Internet

AWS Cloud
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VPC-to-VPC connectivity - VPC peering
AWS Cloud
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VPC-to-VPC connectivity - VPC peering
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VPC-to-VPC connectivity - VPC peering
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VPC-to-VPC connectivity - Transit VPC
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VPC-to-VPC connectivity - AWS Transit Gateway
AWS Cloud

AWS Transit Gateway
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VPC-to-VPC connectivity - AWS Transit Gateway
AWS Cloud
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Transit Gateway - Flat network
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Transit Gateway - Isolated network
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Transit Gateway - Isolated network
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AWS PrivatelLink
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AWS PrivatelLink
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AWS PrivatelLink
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AWS PrivatelLink - ALB integration
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Transit Gateway-based
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AWS training and certification

RESOURCES CREATED BY THE EXPERTS AT AWS TO HELP YOU BUILD AND VALIDATE NETWORKING SKILLS

Learn online with 15+ free digital courses, including
@ Configuring and Deploying VPCs with Multiple Subnets (1 hour) and
Transit Gateway Networking and Scaling (2 hours)

:’ AWS Certified Advanced Networking — Specialty

i‘@ O a Build credibility and confidence with AWS Certification, including
A

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.


aws.training/Networking

Thank you!
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