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Session level

100 – Introductory

200 – Intermediate

300 – Advanced

400 – Expert
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VPC design

Shared VPC

VPC connectivity

Best practices

What are we going to cover?
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Amazon VPC
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AWS Region

Amazon VPC

VPC CIDR 10.1.0.0/16

VPC CIDR can be /16 to /28

Subnet CIDR  can be /16 to 

/28

Public subnetPublic subnet

Availability Zone 1 Availability Zone 2

Private subnetPrivate subnet

10.1.0.0/24

10.1.3.0/2410.1.2.0/24

10.1.1.0/24

Private subnet Private subnet

10.1.5.0/2410.1.4.0/24

0.0.0.0/0 IGW

10.1.0.0/16 Local

Destination Target

EIP - 10.1.0.11 : 54.23.12.43

EIP - 10.1.1.11 : 54.19.12.23

Elastic Load 

Balancer

Elastic Load Balancer

The internet

Instance B

Instance BNAT-GW0.0.0.0/0

10.1.0.0/16 Local

Destination Target

NAT-GW

Database BDatabase A

Instance BNAT-GW0.0.0.0/0

10.1.0.0/16 Local

Destination Target

Instance A



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Region

VPC CIDR 10.1.0.0/16 + Expanded CIDR 100.64.0.0/16 

Amazon VPC

Availability Zone 2Availability Zone 1

Amazon VPC – Expanded CIDR + Ipv6

Private subnet

Public subnet

10.1.0..0/24

10.1.1..0/24 100.64.1.0/24

Private subnet

Public subnet

100.64.0..0/24

Public subnet

Private subnet

10.1.2.0/24

10.1.3.0/24

Private subnet

100.64.3.0/24

100.64.2.0/24

Public subnet

2001:db8:1234:1a00::/64

2001:db8:1234:1a02::/64

2001:db8:1234:1a04::/64

2001:db8:1234:1a04::/64

IPv6 CIDR 2001:db8:1234:1a00::/56

VPC IPv6 CIDR fixed 

at /56

Subnets IPv6 CIDR 

fixed at /64
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Shared VPC
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What is VPC sharing ?

VPC sharing is when multiple AWS accounts are allowed to create their 

resources, such as Amazon EC2 instance, Amazon Relational Database Service 

(RDS) databases, Amazon Redshift clusters, and AWS Lambda functions, into 

shared, centrally managed virtual private clouds (VPCs).
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Before VPC sharing

VPC

Account A

NAT gateway

Public subnet

Private subnet

Instance

Internet 

gateway

Virtual private 

gateway

VPC

Account B

NAT gateway

Public subnet

Private subnet

Instance

Internet 

gateway

Virtual private 

gateway

VPC

Account C

NAT gateway

Public subnet

Private subnet

Instance

Internet 

gateway

Virtual private 

gateway
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After VPC sharing

Shared VPC

Account A (VPC owner)

NAT gateway

Public subnet

Private subnet (shared)

Instance

Internet 

gateway

Virtual private 

gateway

Account B (VPC participant)

Instance

Account C (VPC participant)

Instance

AWS Organization

AWS Resource Access Manager
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Best Practices

• Plan IP addressing for VPC Designing

• Create separate shared VPCs per environment

• Shared VPC and Security Zones

• Use larger subnets to reduce IP wastage

• Use dedicated subnets to reduce radius to a single VPC participant

• Use Network ACLs to isolate VPC participants

• Enable VPC flow logs and DNS query logs

• Enable Network Access Analyzer: NEW
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Connectivity options
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VPC

VPC-to-VPC connectivity options

VPC

AWS Cloud
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VPC

VPC-to-VPC connectivity – Internet

VPC

AWS Cloud

With public IPs

0.0.0.0/0 IGW

10.1.0.0/16 Local

Destination Target

10.1.0.0/16 10.2.0.0/16

0.0.0.0/0 IGW

10.2.0.0/16 Local

Destination Target

Public subnet Public subnet

54.1.x.y/32 54.2.a.b/32
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Private subnet Private subnet

VPC-to-VPC connectivity – VPC peering

VPC VPC

AWS Cloud

VPC peering
10.2.0.0/16 PCX

10.1.0.0/16 Local

Destination Target

10.1.0.0/16 PCX

10.2.0.0/16 Local

Destination Target

10.1.0.0/16 10.2.0.0/16

10.2.1.110.1.1.1
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VPC-to-VPC connectivity – VPC peering

𝑛(𝑛−1)
2Full mesh: How many 

Amazon VPC peering 
connections do I need to 
achieve full mesh?

VPCs x 10
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VPC-to-VPC connectivity – VPC peering

45Full mesh: How many 
Amazon VPC peering 
connections do I need to 
achieve full mesh?

VPCs x 10
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Workload VPC

VPC-to-VPC connectivity – Transit VPC 

Transit VPC

Workload VPC

AWS Cloud

Transit VPC

AWS S2S VPNsAWS S2S VPNs

VGW VGW

AZ1 AZ2

Third-party 

virtual 

appliances
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VPC-to-VPC connectivity – AWS Transit Gateway

VPC

AWS Transit Gateway

VPC

AWS Cloud

Region

50 Gbps50 Gbps
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VPC-to-VPC connectivity – AWS Transit Gateway

AWS Transit Gateway

AWS Cloud

Region

VPCs

x5000

50 Gbps50 Gbps
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Transit Gateway – Flat network

VPC VPC

Route Domain 

10.1.0.0/16 ->VPCA-attachment

10.2.0.0/16 ->VPCB-attachment

On-prem -> VPN-attachment

On-prem -> DXGW attachment

Transit Gateway 

10.1.0.0/16 10.2.0.0/16
Route Target

10.0.0.0/8 TGW

10.55.0.0/16

VPN attachment

VPC attachments

VPCA-attach VPCB-attach

VPN

Direct Connect attachment

AWS Site-to-Site VPN

AWS Direct Connect

10.1.0.0/16 10.2.0.0/16

-
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VPC attachments

RD-VPN

10.1.0.0/16 ->VPCA-att

10.2.0.0/16 ->VPCB-att

Transit Gateway – Isolated network

VPC VPC

RD-VPC 

On-prem ->VPN-att

On-prem -> DXGW-att

Transit Gateway 

10.1.0.0/16 10.2.0.0/16
Route Target

10.0.0.0/8 TGW

VPCA-attach VPCB-attach

VPN

VPN attachment

Direct Connect attachment

AWS Direct Connect

AWS Site-to-Site VPN

Propagated routes



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

RD-VPN

10.1.0.0/16 ->VPCA-att

10.2.0.0/16 ->VPCB-att

Transit Gateway – Isolated network

VPC VPC

RD-VPC 

On-prem ->VPN-att

On-prem -> DXGW-att

Transit Gateway 

10.1.0.0/16 10.2.0.0/16
Route Target

10.0.0.0/8 TGW

VPCA-attach VPCB-attach

VPN

VPN attachment

Direct Connect attachment

AWS Direct Connect

AWS Site-to-Site VPN

VPC attachments
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AWS PrivateLink

AWS PrivateLink

VPC

Interface 

VPC Endpoint

Client

AWS Cloud

Amazon API GatewayAmazon S3

AWS Lambda Amazon Aurora
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AWS PrivateLink

VPC

NLBAWS PrivateLink

Service provider 

VPC

VPC

Interface 

VPC endpoint

Consumer

VPC

Client
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AWS PrivateLink

VPC

NLB

Service provider 

VPC

VPC

Interface 

VPC endpoint

Consumer VPC 1

Client

VPC

Interface 

VPC endpoint

Client

Consumer VPC 2
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AWS PrivateLink – ALB integration

VPC VPC

Interface 

VPC endpoint

AWS PrivateLink

Service provider 

VPC

Consumer

VPC

Client NLB ALB

New
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Transit Gateway–based 
global network

AWS Region – US-EAST-1

Security VPC

VPC

Workloads

VPC

Workloads

AWS Region – EU-WEST-2

VPC

Workloads (e.g., 

VDI)

VPC

Workloads

VPC

Workloads

Transit Gateway

Transit Gateway

peering

DX location

Data center

DX location

Data center

AWS Direct Connect 

underlay
AWS Direct Connect 

underlay

Branch 

office
Branch 

office

POP

SDWAN 

headend
SDWAN 

headend

V
P

N
 o

r 
S

D
W

A
N

Transit Gateway

Internet

AWS 

Managed

Firewall

SaaS apps (for example, Office 365)

Partner SaaS –

Salesforce, for 

example – powered 

by AWS 

PrivateLink

Partner SaaS –

Salesforce, for 

example –

powered by AWS 

PrivateLink

GWLB

Firewall 

fleet
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AWS training and certification
R E S O U R C E S  C R E A T E D  B Y  T H E  E X P E R T S  A T  A W S  T O  H E L P  Y O U  B U I L D  A N D  V A L I D A T E  N E T W O R K I N G  S K I L L S

Learn online with 15+ free digital courses, including 
Configuring and Deploying VPCs with Multiple Subnets (1 hour) and
Transit Gateway Networking and Scaling (2 hours)

Build credibility and confidence with AWS Certification, including
AWS Certified Advanced Networking – Specialty

Visit aws.training/Networking

aws.training/Networking


© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!
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