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1/ Designing for failure and automated recovery (15 mins)

2/ Amazon Route 53 application recovery controller (5 mins)

3/ Q&A (35 mins)

Agenda
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Code and config failures
Bad code deployments

Application misconfiguration

Security group misconfiguration

Routing policy misconfiguration

TLS certificates misconfiguration
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Code and 
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Amazon Builder’s Library: Workload isolation using shuffle-sharding

AWS re:Invent 2018: How AWS Minimizes the Blast Radius of Failures (ARC338)

Design for failure
S H A R D  W O R K L O A D S  A N D  D A T A
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Detecting failure
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1. Multi-replica failure impacts clients

2. Application monitors alert:
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3. Disable change and deploy pipelines

4. Disable automated recovery

5. Page operator

!

! ! !

Replica A Replica B Replica C



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Detecting failure

Monitor Alarm threshold

Synthetic canaries 2 consecutive or
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Errors/4xx >75%

Request volume/2xx >90% drop

Latency 10x @ 90th 

percentile
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Per-replica metrics and

whole-service metrics
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Recovering from failure

Amazon Route 53 Application Recovery Controller
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Route 53 Application Recovery Controller
R O U T I N G  C O N T R O L S
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Route 53 Application Recovery Controller
S A F E T Y  R U L E S
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Replica A
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Route 53 Application Recovery Controller
R E A D I N E S S  C H E C K S
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Upcoming sessions

Builder’s sessions:

NET322
Building for high availability: 
Architecture and recovery

NET317-R2
Designing resilient applications 
using Amazon Route 53 ARC (Repeat)



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!
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