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Elastic Load Balancing – ALB, NLB

New features, highlighted use cases, customer stories

Availability on Elastic Load Balancers – deep dive

Operations / Planning for production

Agenda
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Application Load 

Balancer

Network Load 

Balancer

• Request level balancing

• HTTP, HTTPS, and gRPC 

support Advanced rule-

based routing

• Connection level balancing

• TCP, TLS, and UDP support

• Built for scale, low latency 

and high performance

Classic Load Balancer
• L4-7 load balancing

• Built for the EC2-Classic environment

Gateway Load 

Balancer

• Transparent network 

gateway and load balancer

• Single entry and exit point 

for all IP traffic

• Elastically scale and reduce 

costs

New!

Elastic Load Balancing Portfolio
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Benefits of using Elastic Load Balancers

Scalability Security Availability
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Application Load 
Balancer – Overview, 
Features, Customer 
stories
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Application Load Balancer (ALB)

Auto Scaling

ECS / EKS

AWS Lambda

AWS Certificate 

Manager

Amazon Route 53

AWS WAF Amazon Cognito

Application Load Balancer
Clients

HTTP(S)
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Nginx

HAProxy

Envoy

Zuul

Apache

Security patches

Bugfixes

OS updates

Configuration changes

Scaling

Why we built ALB – The ELB Sandwich

Application servers
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Logical overview of ALB

Listener Receives HTTP or HTTPS

Rules Route on any part of HTTP headers

Target group Application specific grouping 
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ALB: Recently Launched Features

Security and Compliance

• Desync Mitigation Mode

• Non-CBC Security Policy

Routing

• WAF Fail Open

• Application Cookie Stickiness

Protocols

• gRPC

• XFF Header for Source Port

Additional Capabilities

• ALB on Outposts 

• Kubernetes Integration (AWS 

LB Controller)

• ALB-as-a-target of NLB
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ALB1 ALB2

SECURITY FLEET

TG1

TG2

TG3INTERNET

AWS Cloud

ALB: Application Cookie Stickiness
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ALB: ALB as a Target of NLB

ALB

NLB

:443 TCP

:514 UDP

Static IP

PrivateLink Service

HTTP/HTTPS

targets

TCP/UDP

targets
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ALB: gRPC and HTTP/2 Application Load Balancer

gRPC listener, and target groups

HTTP/2 target groups

Target group

Target group

Instance

Instance

Client

Client

gRPC

Unary calls

Streaming:

Client

Server

Bi-directional

HTTP/2
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ALB: HTTP DeSync mitigation

Client HTTP Server

TCP TCP

Prepending data to client requests

Attacker

ALB
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Awesome applications
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Network Load 
Balancer – Overview, 
Features
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Network Load Balancer (NLB)

Auto Scaling

ECS / EKS

AWS Certificate 

Manager
Amazon Route 53

Clients

PrivateLink

Network Load 

Balancer

IAM Direct Connect
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Network Load Balancer

Target Group Target Group Target Group

EC2 EC2 EC2 IP IP IP ECS ECS ECS

Logical overview of NLB

Listener Listener Listener
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Security and 

Compliance
• ALPN Support

• Non-CBC Security Policy

• TLS 1.3 

Protocols
• UDP for IP Targets

• IPv6 Dual Stack

Routing
• IP Session Affinity

• Terminate Connections to 

Deregistered Targets

Additional Capabilities
• Kubernetes Integration 

(AWS LB Controller)

NLB: Recently Launched Features
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ELBs improve availability
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Elastic Load Balancers improve availability
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ALB integrations improve availability

Traffic

Backup 

region
Auto Scaling group

Server contents

Server contentsALB

Primary 

region
Auto Scaling group

Server contents

Server contentsALB

Auto Scaling manages fleet

ECS manages service fleet

ALB Application routing

CloudFront caching, S3 assets

Route 53 Geo DNS

(alt) NLB static IP

Global Accelerator anycast IP
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Services in front of ELB improving availability

Amazon CloudFront

Amazon Route 53

AWS Global Accelerator
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ELB and Amazon Route 53

• Use DNS records with multiple ALBs

• Use Route 53 and select evaluate target health

• Set TTL to 60 to match

www.example.com

alb1.amazonaws.com

nlb2.amazonaws.com

alb3.amazonaws.com

✅Evaluate target 

health

http://www.example.com/
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Users

Amazon Route 53

ELB DNS – healthy and scaled endpoints

Availability Zone

Availability Zone

52.200.10.10

52.300.20.20
ALB

52.200.88.75

52.22.17.52

ELB scalesDNS

52.200.10.10

52.300.20.20

DNS

52.200.11.11

52.300.22.22
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Client connectivity best practices

1. Use & respect DNS

2. Refresh DNS on reconnect

3. Use exponential backoff with jitter
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ELB with Amazon CloudFront

www.example.com

CNAME:

CloudFront distribution

CloudFront
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ELBs with AWS Global Accelerator

www.example.com

AGA IPs:

52.200.10.10

52.300.20.20

AGA
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Services behind ELB improving availability

ECS / EKS

AWS Auto Scaling

Lambda, Fargate
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ELBs with AWS Auto Scaling

Auto Scaling groupALB

ELB health check
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Scaling containers – ASG + containers

Auto Scaling group

Containers (ECS/EKS)

Containers (ECS/EKS)

Auto Scaling

Launch instance

= minutes

ECS/EKS

Lunch container

= seconds

ELB
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ALB target failure lifecycle

Client connected

to ALB IP

Each request

routed to target

Client

Request

TargetsALB

Target fails

ALB health check

Request

In-flight requests

allowed to complete

Future requests

routed to healthy

targets

ALB health check
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NLB target failure lifecycle

Client

Flow

Target

TCP reset

NLB

NLB health check

New flows to healthy target
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ELB health
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Users

Amazon Route 53

ELB IPs are health-checked by Route 53

Availability Zone

Availability Zone

52.200.88.65

52.22.17.191
ALB

52.200.88.65

52.22.17.191
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Users

Amazon Route 53

ELB availability systems – health checking

Availability Zone

Availability Zone

54.1.22.333

52.333.22.12
ALB

54.1.22.333

52.333.22.12
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Users

Amazon Route 53

ELB availability systems – health checking

Availability Zone

Availability Zone

52.333.22.12
ALB

54.1.22.33354.1.33.222
54.1.22.333

52.333.22.12

54.1.22.333

52.333.22.12
54.1.33.222

52.333.22.12



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Serverless
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Serverless ALB

Serverless Servers

Non-Fargate containers ✓

Custom application servers ✓

Simple HTML fixed responses
✓

Fargate containers ✓

HTTP to HTTPS redirects ✓

Lambda ✓

AWS WAF ✓

Authentication ✓
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Serverless ALB

Application load 

balancer

/health

/application

AWS Fargate

/objects

AWS Lambda

/login

Amazon Cognito

Fixed

Response

HTTP to HTTPS
Redirect

Fixed

Response



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Network Load Balancer DNS
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Auto Scaling group

Server contents

Server contentsNLB Zone 1

Availability Zone

Availability Zone
Auto Scaling group

Server contents

Server contentsNLB Zone 1

Availability Zone
Auto Scaling group

Server contents

Server contentsNLB Zone 1

Traffic

Regional NLB

Network.exampleloadbalancer.com

Route 53

NLB zonal

stack

NLB zonal

stack

NLB zonal

stack

34.234.102.211

54.196.106.209

18.207.38.189

NLB architecture
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Auto Scaling group

Server contents

Server contentsNLB Zone 1

Availability Zone

Availability Zone
Auto Scaling group

Server contents

Server contentsNLB Zone 1

Availability Zone
Auto Scaling group

Server contents

Server contentsNLB Zone 1

Traffic

Regional NLB

us-east-1c - 34.234.102.211 33%

us-east-1b - 54.196.106.209 33%

us-east-1e - 18.207.38.189 33%

Network.exampleloadbalancer.com

Route 53

NLB zonal

stack

NLB zonal

stack

NLB zonal

stack

Single NLB zonal DNS
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PrivateLink with NLBs

Auto Scaling group

Server contents

Server contents

Availability Zone

NLB AZ

Zonal NLB

PrivateLink

Endpoint
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Operations / Planning 
for production
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New!

Operational visibility

• Metrics & dashboards

• Alarms

• Operational hygiene
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Metrics and dashboards
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New!

Alerting & operational paranoia

Alarms on key metrics

Thresholds > 1

Multiple periods

Multiple alarms w/different 

thresholds
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Operational priorities

Finding root cause – not the most important thing to do

Mitigating impact – always priority number 1
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Thank you!
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Jon Zobrist

zob@amazon.com

Priya Patel

ppripa@amazon.com


