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Agenda

Elastic Load Balancing — ALB, NLB
New features, highlighted use cases, customer stories
Availability on Elastic Load Balancers — deep dive

Operations / Planning for production
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Elastic Load Balancing Portfolio

aﬁb Application Load
Balancer

* Request level balancing

« HTTP, HTTPS, and gRPC
support Advanced rule-
based routing

a0\ Network Load
O-0
>0 Balancer
« Connection level balancing
 TCP, TLS, and UDP support

* Built for scale, low latency
and high performance

Gateway Load
Balancer

Transparent network
gateway and load balancer
Single entry and exit point
for all IP traffic

Improve appliance
availability

Elastically scale and reduce
costs

* L4-7 load balancing

Classic Load Balancer Built for the EC2-Classic environment
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Benefits of using Elastic Load Balancers
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Scalability Security Availability
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Application Load
Balancer - Overview,
Features, Customer
stories
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Application Load Balancer (ALB)

Amazon Route 53 AWS Certificate

Manager
& &ﬁh
HTTP(S)

Clients
Application Load Balancer
AW AWS WAF Amazon Cognito

1

Auto Scaling

ECS / EKS

AWS Lambda
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Why we built ALB - The ELB Sandwich

O
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Nginx
Security patches HAProxy\
Bugfixes Envoy

OS updates

Configuration changes Apache Application servers
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Logical overview of ALB

Listener | Receives HTTP or HTTPS

Route on any part of HTTP headers

Application specific grouping
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ALB: Recently Launched Features '5%

Security and Compliance Routing

« Desync Mitigation Mode O % « WAF Fail Open
@ * Non-CBC Security Policy .+ Application Cookie Stickiness

g g = Protocols Additional Capabilities
===== + gRPC  ALB on Outposts
ooo « XFF Header for Source Port i « Kubernetes Integration (AWS
OO —
c _ a LB Controller)

« ALB-as-a-target of NLB
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ALB: Application Cookie Stickiness

o AWS Cloud

ALB1

INTERNET

Sl et

Stickiness ScCURITY FLEET
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ALB: ALB as a Target of NLB

NLB
A0 r|__ll_
p3o ALB
E % HTTP/HTTPS
& 443 TCP 4———» targets
:514 UDP | D
Static IP TCP/UDP
PrivateLink Service targets
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ALB: gRPC and HTTP/2 Application Load Balancer

gRPC listener, and target groups

Target group gRPC
11111 < E: Unary calls
Client & T ]
Instance Streaming:
Client
HTTP/2 target groups Server
Target group Bi-directional
I @ R HTTP/2
Client instance
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ALB: HTTP DeSync mitigation

Client HTTP Server

e l‘ (L

Attacker

&El Prepending data to client requests
—
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Awesome applications

l:’ Second Spectrum

CY DREAM11

o B2 g werow  wn
Nl a B verizon Y
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Network Load
Balancer - Overview,
Features
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Network Load Balancer (NLB)

Amazon Route 53 AWS Certificate
Manager

Auto Scaling

&4—» DéE

Clients

&

PrivateLink

Network Load

Balancer .
IAM

ECS / EKS

Direct Connect
aws
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Logical overview of NLB
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NLB: Recently Launched Features

S

Security and

Compliance
 ALPN Support

-0

)
[l
[}
.
. -
.

Routing

wof  |P Session Affinity

* Non-CBC Security Policy

« TLS 1.3

Protocols
« UDP for IP Targets
e |Pv6 Dual Stack

)

e Terminate Connections to
Deregistered Targets

Additional Capabilities

« Kubernetes Integration
(AWS LB Controller)



ELBs improve availability
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Elastic Load Balancers improve availability




ALB integrations improve availability

___________________________________

B Server contents

] Route 53 Geo DNS
[T =T =T =

Global Accelerator anycast IP

B Server contents

S [T T o T T [

CloudFront caching, S3 assets

. ——————————————————————————————————— Auto Scaling manages fleet
Tra ffl C I

___________________________________

» Auto Scaling group
>tie

v 5| server contents

L—Ir‘ (=] = T T

ECS manages service fleet

ALB Application routing

(alt) NLB static IP

B Server contents

S [T T o T T [
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Services in front of ELB improving availability
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ELB and Amazon Route 53

Use DNS records with multiple ALBs ﬁﬁa

Use Route 53 and select evaluate target health
Set TTL to 60 to match

aon
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http://www.example.com/

ELB DNS - healthy and scaled endpoints

Amazon Route 53

Users
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Client connectivity best practices

1. Use & respect DNS
2. Refresh DNS on reconnect

3. Use exponential backoff with jitter
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ELB with Amazon CloudFront

aa. u
Q)

CloudFront
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ELBs with AWS Global Accelerator

AGA




Services behind ELB improving availability

AWS Auto Scaling

ECS / EKS

Lambda, Fargate
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ELBs with AWS Auto Scaling
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Scaling containers - ASG + containers

Auto Scaling
Launch instance

31 | = minutes

ECS/EKS
Lunch container

11 L 3| = seconds

—————————————————————————————————————————————————————————————————————————————

v F Containers (ECS/EKS)

Containers (ECS/EKS)
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ALB target failure lifecycle

Client connected

to ALB IP
Cllent Each request
routed to target

Target fails
ALB health check

In-flight requests
allowed to complete

Future requests
routed to healthy
targets
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NLB target failure lifecycle

Client NLB
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ELB health
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ELB IPs are health-checked by Route 53

__________________________

Amazon Route 53
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ELB availability systems - health checking

Amazon Route 53
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ELB availability systems - health checking

__________________________

Amazon Route 53
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erverless

aws
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Serverless ALB

aws
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Non-Fargate containers

Custom application servers

Simple HTML fixed responses

Fargate containers

HTTP to HTTPS redirects

Lambda

AWS WAF

Authentication

Serverless

Servers
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Serverless ALB — |

Application load

. balancer
/ Fixed

AWS Fa rgagte iResponse:

************** f= G

: i ! FiXEd :
AWS Lambda Response
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Network Load Balancer DNS
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NLB architecture

Route 53

Network.exampleloadbalancer.con

34.234.102.211
54.196.106.209
18.207.38.189

_______________________________________________________________________________
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Regional NLB

D:‘)E

Traffic

stack

Avai l:ab'l_h B 'Z'Qne‘"'AUt'c') “Saling grotp T

__________________________________________________________________

Availability Zone e




Single NLB zonal DNS

eorainis ot gl fe

=)
_______________________________________________________________________________ 038

| Route 53

Network.exampleloadbalancer.com "™

us-east-1c - 34.234.102.211 33%
us-east-1b - 54.196.106.209 33%
us-east-1e - 18.207.38.189 33%

Avallab|l|ty Zone -~ mmmmmmmee—— -

u 'NLB zonal
“““““““““““““““““““““““““““““““““““ . 2 ie)
stack f
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PrivateLink with NLBs

@_’ - NLBAZ

Endpoint

_________________________________________________________________________________________________
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Operations / Planning
for production
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Operational visibility
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* Metrics & dashboards
e Alarms
* Operational hygiene




Metrics and dashboards
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Summary

89.6.

ProcessedBytes

15.7.

@ P99 Latency

Connections
647,459

323,730

5.38.

@ RequestCount

0.03.

P50 Latency

00:00

00:15

00:30

00:45

Requests and Bandwidth & Oh C X i
Count Bytes
648,254 m .
324,127 ’
N '.-....-..O."-. --.'.---. '. .'-.
0 R .IJ 3 s .
00:00 00:1 pdr 11280086 |\ o

@ NewConnectionCount

Response Codes
50,947

25,474

/\/ 4, < O ActiveConnectionCount \ 81,343
A
0 |

2021-11-29 00:37 UTC

1. > O ProcessedBytes 2,571,311,418

4

2. < O RequestCount 161,213

3. ¢ ® NewConnectionCount 196,235

162,686
16,928

00:00

00:15

0

00:30 00:45
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Alerting & operational paranoia

HTTPCode_ELB_5XX_Count, RequestCount

No unit Count

100.00

o //\\ //\\J[\U/\/\ wae | Alarms on key metrics
60.00 \/\ Thresholds > 1

/ \ R ;:Z::o Multiple periods
40.00 A , MUltlple alarms w/different

—— 60,000
/\ / x thresholds

ﬂ/\j ................................................................................................. om0
0 I 1 1 I I I I 1 I 1 I I 1
23:55 00:00 00:05 00:10 00:15 00:20 00:25 00:30 00:35 00:40 00:45 00:50 00:55
@ 5XX Rate @ HTTPCode_ELB_5XX_Count @ RequestCount
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Operational priorities

< /ﬁ\ Mitigating impact — always priority number 1
=SB\

Finding root cause — not the most important thing to do
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Thank you!

Jon Zobrist Priya Patel
zob@amazon.com ppripa@amazon.com
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