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Traditional static
website hosting
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“Everything fails all the time.”

Dr. Werner Vogels
VP and CTO, Amazon
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Traditional static website architecture

AWS Cloud

Amazon|Route 53

AWS Certificate Amazon
VERELEREY) CloudFront

example.com logs.example.com
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Traditional static website architecture

x * s it complete? [[@

AWS Cloud

Amazon|Route 53

AWS Certificate Amazon
VERELEREY) CloudFront

example.com logs.example.com
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Challenges

aws
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Repository for static website
code

Traceability for code changes

Sharing environment for
staging and prod

No CI/CD
Disaster recovery
Resilient for regional failure



Opportunities for automation

Source control Continuous integration and Resiliency
management (SCM) continuous delivery (Cl/CD)
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How automation can tackle the challenges

SCM

« Repository for static website code

o Traceability for code changes

Cl/CD

Resiliency

e Disaster recovery
>
e Resilient for regional failure

« Sharing environment for staging and prod

« No CI/CD
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Source control
management
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Source actions for AWS CodePipeline

R—.‘ ~ ﬁ
§j|<_,, eBitbucket Code management
‘ .
AWS CodeCommit Bitbucket Cloud « Check in source code

« Peer-review new code

Q « Version control

GitHub GitHub Enterprise
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Continuous integration
and continuous delivery

P
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Continuous delivery stages

Developers

: .
commit changes Deploy and test Green signal Go live!
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Continuous integration

Developers

commit changes Deploy and test Green signal Go live!

Change detection options - optional

Start the pipeline on source code change
Automatically starts your pipeline when a change occurs in the source code. If turned off, your pipeline only runs if you start it manually or on a schedule.
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Continuous delivery with AWS DevTools

Developers

: .
commit changes Deploy and test Green signal Go live!

§3’_1 | IE" = ; =
</> < </>
ki s> ca / @
‘ AWS CodeCommit AWS CodePipeline AWS CodeBuild AWS CodePipeline AWS CodeBuild ’
e
cC
</

AWS CodePipeline
aWwWs
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Continuous delivery AWS architecture

stagini.example.com examile.com

Amazon S3 Amazon S3
bucket bucket

e J
AWS Source Deploy Test Approval Deploy

CodeCommit . . .

Source Staging Approval Production

Developers AWS CodePipeline
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Continuous delivery AWS architecture

staging.example.com example.com
-5
Amazon S3 Amazon S3
bucket bucket

Developers

AWS Source Deploy Test Approval Deploy Test
CodeCommit

Build action Deploy action

Deploy action

Input artifact: MyWeb
Output artifact: None

-

Input artifact: None Input artifact: MyWeb

Output artifact: MyWeb Output artifact: MyWeb
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Visualize the pipeline execution

Source

MyWebsiteSource
CodeCommit

Deploy to Staging

DeployToStaging
Deploy

TestStagingWebsite
CodeBuild

Approval
GreenSignal
Approval

Deploy to Production

DeployToProd
Deploy

TestProdWebsite

dWs CodeBuild
~—
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Vlsuallze the pipeline execution

Sou rce

MyWebsiteSource ®
CodeCommit

Deploy to Staging

DeployToStaging @ M a n U a l. a p p I‘OVEI l

Deploy

TestStagingWebsite ®
CodeBuild

Approval
GreenSignal ®
aws ‘

Approval

Deploy to Production

DeployToProd
Deploy @

TestProdWebsite ®
CodeBuild
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Enable resiliency
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Replication

aws

S

AWS Cloud

Amazon|Route 53

Amazon CloudFront

AWS Certificate
Manager (ACM)

F Region

®

example.com

Cross-Region replication
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Set up replication
from example.com
to dr.example.com
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Enable
bucket

. Source Destination . Save &
versioning

bucket bucket ready

example.com  Replication rules

Replication rules

Replication enables automatic and asynchronous copying of objects across buckets in the same or different AWS Regions. A replication configuration is a set of rules that define what
options should be applied to a group of objects during replication.

Replication rules (0)

Ise replicati rules 1o define WOl 'Want Amaz 55 to appdy during replication such as server-side encryption, reglica ownership, transitioning replicas to a thied storane 55 and mora. LeSm mone m

‘I".I-t i{I n 5 ' :

- . - ) Replication .
Replication Destination Destination o _ ] Replica . KMS-encrypti
Statiis . Priarity Scop Tirre ,
rule name bucket Region 5 owner _ objects
Control

Create replication rule
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Create
replication

Source Destination . Save &
rule

bucket bucket ready

Replication rules Create replication rule
Create replication rule

/A Replication requires versioning to be enabled for the source bucket. Enable | Enable Bucket Versioning ‘
object versioning on this bucket to continue creating the replication rule.

Replication rule configuration

Replication rule name

DR-example-com

Status

Choose whether the rule will be enabled or disabled w

O Enabled

Disabled

Priority
The it f f s} der multip destination. The

in the replica

aws
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Create ..
. Source Destination Save &
repﬂsﬁglon . - . bucket bucket - ready

adws
~—

() Object versioning enabled *
This bucket now has object versioning enabled. If you need to suspend versioning you can do so in Bucket properties and you will no longer be able to create the rule and you will lose
any changes you have made.

Amazon 53 bhuvana.pro Replication rules Create replication rule

example.com

Create replication rule

Replication rule configuration

Replication rule name

DR-example-com

Status

O Enabled

Disabled

Priority
The priority «

Q
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Create Enable
replication . bucket

Destination . Save &
rule versioning

bucket ready

Source bucket

Source bucket name
example.com

Source Region

Choose a rule scope
© Limit the scope of this rule using one or more filters
This rule applies to all objects in the bucket

Filter type

You can filter objects by prefix, r a combination of both.

Prefix

Add a filter to limit the scope of this rule to a single prefix.

ude the bucket name in the prefix. using certain characters in |-', 1ames can cause problems with some .JZZI}.'-.IIZ.]1IIZZ-II'-| and

Tags

You can limit the scope of this rule to the

Add tag

aws
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Create
replication
rule

aws
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Enable
bucket
versioning

Source
bucket

Destination

Destination

© Choose a bucket in this account

Specify a bucket in another account

Bucket name

Ch the bucket that will receive replicated
dr.example.com

Destination Region

US East (N. Virginia) us-east-1

IAM role

IAM role

Create new role

Browse S3

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



aws

S

Create
replication
rule

»

Enable

Source
bucket
versioning . e

Encryption

Replicate objects encrypted AWS KMS

tiol t Service encrypted jects to replicate data

Additional replication options

Replication Time Control (RTC)

Destination
bucket

teplic 1T ro vithin 15 tion metrics and notifications

3pply. Learn more E O

Replica modification sync

Replicate met 1 changes made to replicas in this bucket to the destination bucket. Learn more E

Cancel

-
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Create Enable . .
. L. Source Destination
replication - bucket - . .

() Replication configuration mictessfully updated
Press the refresh button if changes ta the configuration ane not displayed.

Replication rules

Replication enables sutcmatic snd asynchronous copying of objects soross buckets in the same or different AWS Regions, A replication configuration is 8 s#t of rules that define what options should be spplied to 8 group of objects during

replication

Replication configuration settings

Asla Pacific (Mumbal) ap-south-1

Replication rules [1)
: \ad b Bl

Replication Destination Destinatio L. _ Replics Hep ul KMS—encrypted
Prigrity *

PULE M bucket clas TWTIRT T il

. {M. irginia) o Entire 3 Same as
DR-example-com Enabled sy armipl ’ i] Disabled Do not replicate Dizabled
-1 Bucket SEOUree
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Create origin group
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Create origin for disaster recovery

Create Origin

adws
~—

Origin Settings

Origin Demain Mame

Origin Path

Enable Origin Shield

Origin ID

Restrict Bucket Access

Origin Access |dentity

Comment

Grant Read Permissions on
Bucket

Origin Connection Attempts

Origin Connection Timeout

Origin Custom Headers

dr.example.com.$3.amazonaws.com

Yes
oNo

S3-dr.example.com.

oYes
No

oCreate a New Identity
Use an Existing Identity

access-identity-

o 'Yes, Update Bucket Policy
No, | Will Update Permissions

3
10

Header Name

@ @ @ @ e e e e @
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Create origin group

Edit Origin Group

Create an origin group to provide rerouting during a failover event. You can associate an origin group with a cache behavior to
have requests routed from a primary origin to a secondary origin for failover. You must have two origins for your distribution
before you can create an origin group. Please note that with an origin group, you can only use GET, HEAD, and OPTIONS
HTTP methods in your cache behavior. Learn more

Origins * Mo Origins Available
Priority Origin ID
w 1(Primary) S3-example.com

ear

S3-dr.example.com

You must add two origins for the origin group.

Arrange the origins in priority order, based on which origin you want CloudFront to send requests to first. The origin that you
list first is the primary origin.

Eail taria * Select the status codes to use as the failover criteria. When the codes that you select are returned by the primary origin,
S TG requests are rerouted to the secondary origin.

m 500 Internal Server Error 504 Gateway Timeout
m502 Bad Gateway g 404 Mot Found

m503 Service Unavailable 403 Forbidden

Origin Group ID *

* Required

dWws
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Time to test for resiliency

« Update the S3 bucket policy (example.com) where you hosted static
website to deny for Amazon CloudFront

« Watch Amazon CloudFront distribution as it redirects the request to
the disaster recovery S3 bucket (dr.example.com)

adws
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Time to test for resiliency - In action

Change the bucket policy for the source bucket (example.com)

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudFrontReadGetObject",
"Effect”: "INEER". > Deny
"Principal”: {
"AWS": "arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity XXXXXXXXXXXX"
I,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::example.com/*"
}
]
}
adws
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Time to test for resiliency - In action

Yay!! Still works
Change the bucket policy for the source bucket (example.com) O

{ O
"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudFrontReadGetObject",
"Effect”: "INEER". > Deny
"Principal”: {
"AWS": "arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity XXXXXXXXXXXX"
I,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::example.com/*"
}
]
}
adws
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Time to test for resiliency - In action

Change the bucket policy for both source and destination bucket
(example.com and dr.example.com)

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudFrontReadGetObject", > Deny
"Effect”: "INEER".
"Principal': {
"AWS": "arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity XXXXXXXXXXXX"
I,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::example.com/*"
}
]
adws
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Time to test for resiliency - In action

Uh-oh! It breaks

& C Q example.com

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<Error>
<Code>AccessDenied</Code>
<Message>Access Denied</Message>
<Requestld>5SONVVVCSCOBEH7M</Requestld>
—<HostId>
ZANeTLXtmmnJytX40pMg+NtR9Xd7UbdvW6bqUqrXauLOw9JY WGTdDx7LUZEO07QxKCnhuFhxNB3g=
</Hostld>
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Resources
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Additional resources

My blog featured in AWS Heroes Content Library:

Cl/CD for a static website hosted on Amazon S3
https://go.aws/3b9xkQk

Related dev.to blogs written by me:

- Self-hosting secured static web site using S3, Route 53, ACM, CloudFront
https://bit.ly/3b6evgR

« CI/CD for a static website hosted on Amazon S3
https://bit.ly/3GISN6D

- Enabling resiliency for a static website hosted on AWS Cloud
https://bit.ly/3jzTRue

M
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https://www.linkedin.com/in/bhuvanas/
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