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Fannie Mae, America’s most valued
housing partner

Our mission: to facilitate equitable and sustainable access to homeownership and quality
affordable rental housing across America

v" Homeownership
in United States

65%

v’ ~$1.4T liquidity
in 2020

~71in 4_

i i A
A, R
AU

Homes financed by Fannie Mae
aws
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Digital transformation at Fannie Mae

A
_Digital\
e Employee advantage
Tra “sfo rm atl on More empowered and satisfied employees.

Customer advantage

at Fannie Mae Faster design and launch of technology and business capabilities.

Business advantage
Agile practices accelerate business outcomes.

Digital Transformation gives us the tools and processes to innovate so we can respond to
evolving market needs and hone our commercial mindset. By employing new technologies,
streamlined business processes, and agile practices, we will:

Drive efficiency in erder to deliver Increase speed to market Improve stability

maore business capability for our customers and and resiliency of our Build empow&red teams and employees
with existing capacity. our business. platforms and the enterprise. )

Focus on the highest value work.

Delivering business outcomes:  Single-Family Underwriting & Pricing ~ Multifamily DUS® NOW  CapitalMenepement  Genersl Ledger Transformation

Enhance the value of our data and
drive timely insights.

[o:1.E1.11 ,
. ~ Improve our time to value.

Architecture Workplace Technology Enterprise Operating Model (EOM)

Building 2 company-wide Enabling people to work ssamlessly

service-based design. and collaboratively across devices. *  Lean Portfolio Reduce failures and risk in our environment.
Management (LPM)

Cloud & Infrastructu Data Modeling & Analytics

Employing cloud-native technology Providing insight= faster adds future *  Pathto Production (P2P) & Leverage the benefits of cloud.

to accelerate business outcomes. commercial value to cur data. Governance

Information Security & Resiliency Process Re-Engineering *  Talent, Culture, Behaviors, WoW, PPy
Embedding system protections Automating routine tasks so employess and Learning
intoe engineering and design. can focus on high-value work.
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Cloud adoption is a key enabler for our
digital transformation

We will provide the means to anticipate, sense, and respond to rapidly changing customer
needs in the market in ways that create competitive advantage, balancing speed and stability,
via a resilient cloud foundation, connected cloud capabilities, and new ways of working

Increase the speed with which value is Transform organization to efficiently operate Deliver cloud capabilities that
delivered to our customers in the cloud and reduce operating costs are secure and resilient
Rapidly prototype new capabilities Enable refactoring of key digital Unlock capabilities to
and quickly scale them to production transformation initiatives capture value differently

aWwWs
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On-premises footprint

~11,000 servers: physical and virtual ~2,500 on-premises and cloud software assets
SUSE, Red Hat, Windows, Solaris, VMware
) . On prem Cloud On prem Cloud
Applications g, 520 Utilities 270 264
—
w= App servers ~5,700 @ Web servers ~800
I = ‘ Onprem  Cloud L Onprem  Cloud
Components EUCs
&= DB servers ~1 800 E Load balancer, grid, P 239 >/ 226 89
o= ' other servers ~2,700
—— Excludes ~260 external data assets
Technologies used
TIBCO BE, SAS, SQL Server, Autosys C++, Java
BW R.grid Oracle, Sybase g p
cOBoOL/ IBM M/W Solaris/Linux/ Ab Initio, Jenkins
IDMS | g Windows ) | Informatica, g
aws
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Guardrails Key measurements

AN
i % workloads operating in the cloud
Accelerate Business

Outcomes: Shorter oﬁ'i'g":az:i:::“&of AN
time to market, Operating Costs ‘ % IT budget reduction YoY
value p

. # assets retired on premises (migrations)
|

Qﬁ

Automated 1-Click
Deployments

No new on-premises assets

Deployment lead time
/

. Deployment failure rate

/

4 I
aws
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Enterprise
Operating Model

# full-stack engineer development




Cloud strategy

AWS serves as primary cloud for Fannie Mae; migrations aligned to the 6Rs

'"$ — Refactor
I ofe o >
Workloads default fme— > Replatform
to AWS ~r Lfee » Repurchase
ooo >
o000
ﬁ Rehost

Asset types: applications, components, utilities, and EUC

EXCEPTIONS (other cloud: fit for purpose)

Is there a Saa$S offering AND is No Is there a technical or business No Does not fit identified exceptions >

i No
Is this a workplace the SaaS offering desired by the rationale to keep the application Fannie Mae's Cloud Governance

\ 4
\ 4
\ 4

. 5
productivity tool? business? on premises* Council
» l » l n
() () (4]
s > > 00Qo
as-is on premises
dWws *Includes applications scheduled for sunset
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Migration journey

< structure, relevant automation, and migration capabilities

_:3 TECHNOLOGY > Establish architecture, pattgrns, pipeliljes, gccount

enterprise operating model (Agile principles)

> Creation, rollout, adoption, and optimization of

CHANGE Comprehensive cloud training, upskilling,
% MANAGEMENT communications, video logs, self-service portals

gates, FedRAMP, NIST, SOX controls

ﬂﬂﬂﬂ GOVERNANCE > Adherence to application lifecycle stage

aws
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Technology challenges and learnings

O Need for multi-account pattern identified,;
Existing lifecycle-based accounts insufficient for
enterprise cloud transformation efforts

U Rehost: integration with interfaces was a
challenge; diminishing returns and security posture
limited the scope of applications

U Successful deployment of
Amazon SageMaker ML models

O Value stream analysis/replatform: inefficiencies
largely identified with provisioning and rework

L MVP: containers for web application, Tableau/
Amazon Redshift for data; need for security
patterns (Twistlock) and data access patterns

0 Replatforms: MVPs helped discover E2E activities
required for migration; squad-level gap in AWS
cloud-native knowledge: tiger teams created

U Technology reference models: target state
architecture/services identified; gap in availability
and timeline for patterns

aws

1

Technology

challenges
& learnings

O Homegrown tool for Infrastructure as Code
(FLASH) developed; significant reduction in
provisioning time and one-click deployments
(resiliency)

0 Built solution for YAML file creation from target
state architecture, providing inputs to FLASH

U Tech debt for acceleration: ETL, batch jobs,
SAS/R.grid, data access patterns; FedRAMP, NIST
guidelines required additional controls

U Freedom to development team: move from
Autosys and refactor to AWS Batch/AWS Lambda

U Docker Desktop enabled: Fast development-
deployment cycle

L) To achieve enhanced resiliency and automated
deployments, prioritized workloads moved from
old to new account structure

U No-code platform for end-user computing assets

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Operating model and execution

Portfolio-level operating structure

ocoogd

Portfolio lead, stakeholders from business and COO organizations

Dedicated resources at the portfolio level supporting
applications and components through migration lifecycle

Portfolio lead O Enterprise DevOps
. . . U Data governance
Enterprise architect O Tiger team .
. . . . U Path to production
Digital engineering d InfoSec O Production subport
Cloud CoE O Enterprise monitoring PP

Squad members will spend 100% of their time assigned to cloud migrations

only; team rotates to new application once migration is complete

Transition/support engineers

Product owner SQUAD 1 SQUAD 2 SQUAD N
Scrum master - 2 .
Cloud-naéll\)/;lt_engmeers s A 8 23 Bleee s 2 A
SRE (YBYO) A2d (&2 222
DevOps A - A - 3 -

aws

S

Need basis N
L Cloud governance council
J
Monthly: S4 N
L Technology and business leadership check-in
J
Weekly: S3 N
L Cross-portfolio cloud migration check-in
J
Daily: S2 <
L Problem-solve/Scrum of Scrum by release train
J
DETIEY N
L Team standup
J
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Change management (T-shaped talent)

O Engage business stakeholders: socialize, get buy-in, and onboard
d Cloud connects, townhalls: awareness and enablement of cloud program

O AWS Cloud Accelerator Academy: training and enablement of associates

Full Stack Software Engineer -

Define full-stack engineer skillset

Vs

Map skillset to assessments

Vs

Assess skill level

Vs

Depth of Expertise

Execute training plan

Track progress How we Learn

Transform to T-shaped talent

Breadth of Expertise

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Balance governance with speed

‘ Ideation | Permit to launch

Actors:
Business

Intake Scoping Funding

Sponsor approval

v

Prioritization

. Initiation | Permit to plan

Actors: py -
BUCFO, = 3 |M
0 - HE B
business,

Journey impact

and tech Sl planning Define epics

assessment (JIA) selection process

Q "o:‘ .

Technology Initial investment
review

. Planning | Permit to design/build

Actors: n
Business, Iﬁ V =
> | B N |
tech, Agile | jp_2nd  Approved Features
teams Iteration MVA

Process, risk, and
control owner
engagement

R~

. Delivery | Permit to operate

d Simplified governance and staying
compliant, adhering to standards

O Evidence gathering through the
process is automated

O Post-deployment, continuous
monitoring in place and findings
reported for remediation

Automated
monitoring

Reported for
remediation

Actors: | | o, WA V |-
Agile ksvi l
teams Register JIA - final N 8 Deployment
release iteration Sprinting SICCLliEE approval
aws
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o o
View of the overall journey corcor |
teams to explore row loca Continued

Automated alternate services tigers aCCEIeration
deployments
New operating Proy . f
structure, training
Shift-Left of NO
Assess and learn environment build out ontinued cost

from migrations optimizatiop

Automated provisioning

Technical capability

Cloud migratie :
release train

exptBration and

Tiger teams
oE ML Opbs. SageMake roduction readiness, . A ML
PS =29 automated governance, Collaboration an'al t'ics
. / Design & build monitoring y
App dispogftion new account
framewgfrk: 6 Rs structure Jata,
Release train
overnance .
9 support for Springboard
adoption ?ccount— y
MVP: 5 p egacy stac
applications AsSess current CI/CD pipeline vSecOps
account build for services hi
structure Architecture, InfoSec reviews
e entifv patterns t InfoSec embedded with
beezslc aybﬁgheeéns ) architecture (Shift-Left)
201 9 Data access patterns -
—0- —@— Construct to enable between accounts and
Target architect Tech debt Enhanced architecture automated data centers
arget architecture C . .
aWS S boards pI‘OVISlonlng © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Business values realized so far

Cloud Migration Journey
1600 0%
78%
Swift COVID-19 response efforts 1 E
. 1200

Forbearance and Know Your Options o

1000 51%
S0%
(4 800 ;.;’:% 40%
x . 18% e
400 / 20%
200 10%
Prevented 2 DDoS attacks é ° 2018 2020 2021 2022 .

on MBS Trading Portal I?o tﬂl mmmm On Prem Assets  smmm On Cloud Assets Cloud Adoption %
(o o o]
@ Automated and governed regulatory reporting capital

metrics for conservatorship capital reporting (CCR):

d 2 billion calculations per month

70°

Increased confidence of go-to-market of
positive rent payment

Handled 3x more volume: ./il
underwriting and
investor direct

Faster time-to-market infra provisioning for
MF DUS360 and payment service

aws
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Points to ponder @

Business strategy evolves during the multi-year cloud transformation journey

Harmony and alignment: infrastructure, development, and operations

- & [E

3-tiered decision strategy

Multi-account strategy, networking, VPC, security

Immutable

Chaos testing, disaster recovery, transitional security posture

Defend

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Technical patterns - Enabling migrations

1. AWS multi-account pattern

2. Networking, VPC, and DNS patterns
3. Application microservices pattern
4. Database refactoring pattern

5. Chaos testing and disaster recovery pattern (future state)

adws
2]



1. AWS multi-account pattern

Foundational organizational units (OU)

ar

Security

—

@ (((g))
- Prod

A Log archive

3 A Sec read only

i A Sec break glass

i A Security tooling

BU1

BU2

BU..n

Product 1

aa

aa

Infrastructure i

| @ (((g)) | @

SDLC  Prod

A Shared services,
A Network

L GRS

v

SDLC Prod

For software
development

Qa

Workloads

2

@ (((g))

SDLC Prod

For software
development

Qg

Workloads

2

@ (((E())

SDLC Prod

For software
development

Qa

Workloads

2

@ (((g))

SDLC Prod

For software
development

Product ..n

o

Workloads

2

@ (((E())

SDLC Prod

For software
development

Sandbox

aa

Sandbox

Dev 1

RIS

Dev 2 Dev 3

Fixed
spending limit

Disconnected
from network

aws
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Fannie Mae’s multi-account framework

* AWS accounts are segmented by business function and lifecycle
* Crown jewel applications are segmented into separate lifecycle accounts

Benefits of using a multi-account AWS environment
* Group workloads based on business purpose and ownership
« Apply distinct security controls by environment

« Constrain access to sensitive data

* Promote innovation and agility

» Limit scope of impact from adverse events

« Support multiple IT operating models

 Manage costs

 Distribute AWS service quotas and API request rate limits

Multi-account AWS environment: https://tinyurl.com/awsmultiac

aws
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Account deployment pattern -

AWS Control Tower

@ Automated landing zone
with best-practice blueprints

Guardrails for
policy management

Account factory for
account provisioning

Dashboard for visibility
and actions

[

s

Built-in identity and
access management

Preconfigured log archive and
audit access to accounts

Built-in monitoring
and notifications

Automatic updates

AWS Control Tower: https://tinyurl.com/setuplaunch

aws

S
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2. Network connectivity pattern |
(from on premises to AWS) " AWS Direct Connect

gateway and Transit

U8 AWS Cloud Gateway for hybrid
Py connectivity
Direct Connect Location 1 ; ‘ N ConneCt 1 OOOS Of VPCS
D o ' ‘ at scale

Customer AWS Transit

Gatewa Gatewa Virtual ; '
: ‘ Interface . AWS Transit

Gateway

Direct Connect | can be connected to a
Sy Direct Connect gateway

Customer ‘
Gateway S ST TR a—— Transit

Virtual 5 * Can advertise

Direct Connect Location 2 Interface

- o e to on

Customer  AWS ' p—— | premises via a transit VIF
Gateway Gateway '+ AWS Transit |

Gateway

Standby A e Can advertise

to

AWS via a transit VIF
aWS https://tlnyurl'com/dxg 2tgw © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://tinyurl.com/dxg2tgw

e o
N etwo rk co n n eCt IVIty “Administrgti‘ye accoun'Fs ﬁ(_logging, AWS Organizgtions, billing, landing zone)
pattern

/‘ Outbound
\

URL filtering

NAT gateway o

! Account

Account

! Account

! Account

IAM, cross-account roles

/.Development

Account

Account

Account

DLP/proxy

-

(&

Edge services

\
WAF/ADC
SD-WAN ”
VPN/firewall

aws

S

Account

/.Te sting

Account

Account

Account Account

/‘P roduction

Account

Account

Account

Account

https://tinyurl.com/dxqg2tgw

4-1-}

¥

Inline services

East-west &
north—-south

{ﬁ%’b Direct Connect
i

IDS/IPS

Firewall/NGFW

:

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://tinyurl.com/dxg2tgw

GWLB: Gateway Load Balancer
GWLBE: Gateway Load Balancer Endpoint

i . Spoke1 VPC
i \ Association

\
\\ @ Transit Gateway
Egress Route Table

Destination Next-Hop
0.0.0.0/0 Appliance VPC Attachment

Transit Route Table

Destination Next-Hop
\ Z 10.0.0.0/24 Spoke1 VPC Attachment
& | 100.10/24  Spoke2 VPC Attachment

Transi ] NIA !
ransit Gateway E + J Spoke2 vpc

© v
Association

Transit Gateway ENI B

tinyurl.com/gwlbscan

Transit Gateway ENI A

o

Transit Gateway ENI B

aws

S

GWLBE A

GWLBE B

Internet Gateway

Virtyal Appliances

Virtual Appliances

ubnet2

Network connectivity pattern (inspection VPC)

Inspect network
traffic to meet
security and
compliance mandates

Traffic inspection with
FW appliances and
GWLB

Centralized security
architecture

Inspect VPC-to-VPC
traffic

Inspect VPC-to-on-
premises traffic

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Hybrid DNS pattern

. Customer DC i  DNS queries from VPC
| Account to on premises are
Route 53 Resolver — Match forwarded Via ROUte 53

ien E IRoute 53 i Route 53 private hosted zone
e @ Resolver | Resolver outbound
._—.. " :lnbour}d : .
GHEERL endpoints

Transit Gatewa ! Match Rule - host.example.com
Direct Connect Y ] on-prem DNS IP

// 6 Qgg;fvgf | Route 53 Resolver -  DNS queries from on
el | Corvaraing e premises to VPC are
onsserver . - VPCs using AWS RAM) forwarded to Route 53

i f— | Resolver inbound
endpoints

1Amazon

Blue — Request from on-premise for E Spoke Account 1 E Spoke Account 2
customer domain name in Route 53 . .
Route 53

— Request from EC2 instance for i:} i:} . Resolver(.2) Route 53 Private Hosted zone
customer domain name hosted in on-
! ! ! (associated with Egress to create Route 53

 |tis NOT recommended

premises DNS EC2 instance EC2 instance VPC)

Resolver endpoints in
every VPC - centralize
them

https://tinyurl.com/hybriddns

aws
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VPC pattern - Modular structure

Connected
Compute

Compute instances that
need on-premises access

Connected
Data

Databases that require
connectivity with central
management plane

Interface Subnet Endpoint

Primary VPC CIDR - TGW Attachments, Route 53 Resolvers SUbnet

Front-end Subnet
ALB, App/Service endpoints (AD, DNS, etc.)

Local

Compute VPC Endpoints

Compute instances that are
local to VPC

Local
Data

Datastores that are local
to VPC

aws

S

Modular VPC design with multiple
secondary CIDRs

Routable and non-routable subnets

Non-routable secondary CIDRs can be
reused across VPCs to preserve IP space

T-shirt sizing of VPC CIDRs

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



3. Application microservices pattern

@ Cloud Based Internal Application

Internal
Application

AWS Cloud — Shared
aws Services Account
N

TwistLock

Legend
o) Poi
E AWS Account (\@ Engtan

Elastic Network
VPC Interface
ﬁ Request Path 1
U Container

aw AWS Cloud - AWS Fargate

AWS CloudTrail Amazon ECR Amazon CloudWatch AWS Secrets Manager AWS Certificate Manager (ACM)

Availability Zone 1

Front End Private Subnet
e Fargate Cluster e

Task

o B ° Swiiemn

Front End Processing
(3} ‘

Application Load Balancer

Side Car

ping LS

Application Private Subnet
“ii. Fargate Cluster o
K

- Task

Data Private Subnet

) (kI [T [
Side Car m
| | L
Application Containers

Availability Zone 2

Front End Private Subnet
P Fargate Cluster e
K

@ o m-ai

Application Load Balancer

(111
Side Car T

Front End Processing

Application Private Subnet

i Fargate Cluster
S Task
i

Application Containers

{

e Fargate uses a special container networking mode called awsvpc, which gives all the containers in a task a shared elastic network interface to use for communication.

e Fargate will dynamically scale compute to meet the demand of the application.
e SSL/TLS certificates will be maintained through the Load Balancer via distribution to Fargate Clusters.

Container deployment

architecture with

Amazon ECS/Fargate
Container image build
with Jenkins, Nexus

Container scanning
with Twistlock

Cl/CD deployment with
UCD/Jenkins

Container image repo
with Amazon ECR

Container orchestration

with Amazon ECS/
Fargate

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




4. OLTP database pattern - Amazon Aurora
PostgreSQL-Compatible Edition

Eﬁ-s:r AWS Cloud

AWS Direct !
Connect Full load _. Full load

Replication —— _ ARAIPE or
’ EC2 instance

Oracle Oracle : Aurora Postgre5QL-
- Active Data 3 Compatible
Guard standby | "

AWS DMS

https://tinyurl.com/ora2AWSpq

aws
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https://tinyurl.com/ora2AWSpg

Database Activity Streams (DAS)

Monitoring database activity with DAS to meet regulatory requirement

- &E ,
B o E

DB Instance :
; 'L, Amazon Kinesis Amazon 53
— . 3 }_-' = Data Firehose
f > WAE:
g G

AWS

General User -
Encryption Key

A,

Amazon Kinesis
Data Streams

>
- ¥

DB Instance
Partner Database Motifications
Security Apps

AWS Key
Management
Service

https://tinyurl.com/AWSDAS

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://tinyurl.com/AWSDAS

Aurora global database -

DR replication

US West (M. California) Region

Primary DB cluster

US East (M. Virginia) Region

Secondary DB cluster

tinyurl.com/AuroraPGCRR

aws

S

Aurora PostgreSQL-Compatible
global database is the default
DB engine, over 100+ production
applications in Fannie use
Aurora PostgreSQL DB

DR — achieve low RTO/RPO with
Aurora PostgreSQL-Compatible
global database (see blog)

Migrate on-premises commercial
DBs to Aurora PostgreSQL using
AWS DMS

Highly secure with VPC network
Isolation and supports AWS KMS
for data-at-rest encryption

Use Database Activity Streams
(DAS) for monitoring DB activities

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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5. Disaster recovery - Active/standby pattern

] AWS Cloud

Active

R * Fannie Mae uses two
AWS Regions as part
of their DR strategy

« Fannie Mae has
adopted the “warm
standby” pattern for
most production
applications

- I 1 [ I

Front end ] [ Front end i ! Frontend 4
- | |- 1

server ; Auto Scaling aroup | | [ server i ! server -
]9 . !

Application : | F Application i i Application
Server ; Auto Sc L___F server il Server

o
=
c
c
S
c
(%
[
o
c
I
£
vy
£
[
=
E
=

2 | « RTO/RPO varies based
R AT i on application
1 i “recovery groups”

Asynchronous Cross-Region Replication Write forwarding
(Aurora Global Database) to Aurora Primary

aws
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Chaos testing - AWS Fault Injection Simulator (AWS FIS)

AWS Management

AWS Identity and
Access Management
(1AM)

AWS FIS engine

o

Console

AWS CLI

(X

AWS Fault Injection
Simulator (AWS FIS)

wa| D

<[_>

Experiment
template

®

Start experiment

®

Stop experiment

E AWS resources

Compute

Databases

Networking

@ (5] =] &

Storage

J
AWS FIS safeguards

Third party

Q,

Monitoring

O
0ol
Amazon

CloudWatch
alarms

aws

S
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AWS FIS -

Experiment templates

Name

Description

IAM role

Stop conditions

Targets

Actions

aws

S

"tags": {
“"Name'": "StopAndRestartRandomInstance"
3,
"description"”: "Stop and Restart One Random Instance",
"roleArn”: "arn:aws:iam::0123456789:role/MyFISExperimentRole”,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": " "arn:aws:cloudwatch:us-east-
1:0123456789:alarm:No_Traffic"
3
1,

"targets": {
"myInstance": {
"resourceTags": {

”Env”: "test"
},
"resourceType”: "aws:ec2:instance",
"selectionmode": "COUNT(DL)"

}

3,

"actions": {
"StopInstances": {

"actionid": "aws:ec2:stop-instances",

"description”: "stop the instances",

"parameters": {
"startInstancesAtEnd": "true",
"duration": "PT2M",

3,

"targets": {
"Instances": "myInstance"

ks

ks
} © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS FIS — ACtiOI‘IS @ Server error (Amazon EC2)

@ Stop, reboot, and terminate instance(s) (Amazon EC2)

@ API throttling

@ Increased memory or CPU load (Amazon EC2)

S u p p 0 I‘tEd @ Kill process (Amazon EC2)
fa u lt i nj ECti O n S @ Latency injection (Amazon EC2)

@ Container instance termination (Amazon ECS)

@ Increase memory or CPU consumption per task (ECS)
@ Terminate nodes (Amazon EKS)

@ Database stop, reboot, and failover (Amazon RDS)

) And more to come in 2022
aws
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DR failover - Amazon Route 53 Application
Recovery Controller

Recovery group o

QO

Global resources

Cell Cell

REGION 1 REGION 2

Cell Cell Cell Cell

REG1-AZ1 REG1-AZ2 REG2-AZ1 REG2-AZ2

> > > >

ASG 1 ASG 2 ASG 3 ASG 4

1. Readiness status 2. Cells and nested cells 3. Resources

\a.iv_fs) htt S: aWS.amaZOn.Com route53 a lication-rec0ver -C0ntr0uer © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://aws.amazon.com/route53/application-recovery-controller/

DR failover - Amazon Route 53 Application
Recovery Controller

Benefits

« Designed for applications with low RTO (<5 minutes) or >99.99% availability
« Mitigating cross—Availability Zone or cross-Region recovery

« Supports active-standby or active-active architectures

« Central control over application recovery operations across orgs

Features
- Readiness check — confirms application replicas are able to take traffic
- Routing control — redirects traffic to a healthy application replica at the press of a button

- Safety rules — defines and ensures application replica failover criteria are met before executing
a recovery

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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Amazon Route 53 ARC: Routing control

On/off switches that can be used in place of health checks

US-EAST-

& oF  US-WEST-2

B e are T Tt 1 ] 1 a=a
| Elastic Load o L | Elastic Load : ! ' L
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Continuous Resilience - AWS Resilience Hub

Protect
mission-critical
applications

Validate
continuous
resilience of
applications

Optimize business
continuity while
reducing recovery
costs

AWS Resilience Hub
Centrally define, validate,
and track the resilience of

your applications

AWS Fault

[+]
2} : Injection Simulator

=5 AWS
Eirb CloudFormation

(\ AWS Systems
Manager

Amazon

Route 53

(_f\«) Amazon
Q CloudWatch

Continuously aggregate
& prioritize
Findings from AWS and
partner services highlight
emerging trends or
possible issues

Continuously validate
application’s resilience
Assess and test
application’s resilience
to validate that the
application meets its
RTO and RPO

https://aws.amazon.com/resilience-hub/

Take action
Investigate findings
and take remediating
actions

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Key technical takeaways

Used multi-account AWS environment for
rapid innovation, flexible security controls
and simplified billing; automate account
provisioning with AWS Control Tower

Built modular VPCs and centralized
networking with Direct Connect gateway
and Transit Gateway

Built inspection VPC for centralized traffic
inspection with Gateway Load Balancer
(GWLB)

Hybrid DNS with Route 53 Resolvers

Application Refactoring with Amazon ECS/
Fargate for agility and rapid deployments of
containerized workloads, along with CI/CD
toolset

aws

S

Database refactoring with Aurora
PostgreSQL-Compatible for globally
distributed applications using Multi-AZ and
global database features

Chaos testing with AWS FIS to simulate
real-world scenarios and improve
application resilience

Route 53 Application Recovery Controller
to automate DR failover for application with
low RTO/RPO

AWS Resilience Hub to prepare and protect
your applications from disruptions
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Resources - Disaster recovery

Multi-Region infrastructure code deployments
« CI/CD pipeline: https://tinyurl.com/MultiRegionlAC

Cross-Region data replication
- Amazon DynamoDB global tables: https://tinyurl.com/AWSDDBCRR

- Amazon Aurora global database: https://tinyurl.com/AWSAuroraCRR
« Amazon S3 CRR: https://tinyurl.com/AWSS3CRR
« Amazon EBS CRR: https://tinyurl.com/EBSCRSnap

DR Preparedness

« Amazon FIS: https://aws.amazon.com/fis/

« Route 53 ARC: https://tinyurl.com/awsR53ARC

« AWS Resilience Hub: https://tinyurl.com/awsreshub

- Testing Disaster Recovery: https://tinyurl.com/AWSDRWPP
aws
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https://aws.amazon.com/fis/
https://tinyurl.com/awsR53ARC
https://tinyurl.com/awsreshub
https://tinyurl.com/AWSDRWPP

Thank you!

Ramon Richards Satya Addagarla Harsha Nippani
Twitter: @HarshaNippani
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