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Dual stack Amazon VPC design

Hybrid VPC connectivity at scale
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What are we building today
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Public subnet AZ1

Public subnet AZ2

Instance B

hybrid-workshop-VPC_123: 

10.123.0.0/16 + IPv6 CIDR

AWS Transit Gateway

A
Z

1

TGW DC route table

A
Z

2
Public subnet AZ1

Public subnet AZ2

Instance A

hybrid-workshop-VPC_234: 

10.234.0.0/16 + IPv6 CIDR

A
Z

1

ENI

ENI

A
Z

2

tgw-att-234

tgw-att-123

ENI

ENI

Internet 

gateway

Internet 

gateway

TGW VPCs route table

AWS Direct Connect

AWS Site-to-Site VPN On-Premises

192.168.0.0/16

VPC route table

Destination Target

10.123.0.0/16 Local

VPC_123 IPv6 CIDR Local

192.168.0.0/16 TGW

0.0.0.0/0 IGW

::/0 IGW

Destination Target

10.234.0.0/16 Local

VPC_234 IPv6 CIDR Local

192.168.0.0/16 TGW

0.0.0.0/0 IGW

::/0 IGW

VPC route table

Destination Target

10.123.0.0/16 TGW-ATT-123

10.234.0.0/16 TGW-ATT-234

VPC_123 IPv6 CIDR TGW-ATT-123

VPC_234 IPv6 CIDR TGW-ATT-234

Destination Target

192.168.0.0/16 DX (VPN backup)
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VPC subnets and Availability Zones
AWS Region

Amazon S3 Amazon DynamoDB AWS Lambda Amazon SQS Amazon SNS AWS IoT Core

Amazon VPC

10.0.0.0/16

Availability Zone 2

Public subnet

10.0.1.0/24

Private subnet

10.0.3.0/24

Private subnet

10.0.2.0/24

Public subnet

10.0.0.0/24

Availability Zone 1

VPC Reachability 

Analyzer

Route tables

Network access

control list

Security groups

Instance A

10.0.0.4

Instance B

10.0.1.4

Instance C
10.0.2.4

Instance D
10.0.3.4
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Adding IPv6 to your VPC

AWS Region

Amazon VPC

10.0.0.0/16

Availability Zone 2

Public subnet

10.0.1.0/24

Private subnet

10.0.3.0/24
Private subnet

10.0.2.0/24

Public subnet

10.0.0.0/24

Availability Zone 1

VPC Reachability 

Analyzer

Route tables

Network access

control list

Security groups

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/64

Instance A

10.0.0.4

2001:db8:1234:1a00::ec2

Instance B

10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2
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VPC routing

AWS Region

Amazon VPC

10.0.0.0/16

Availability Zone 2

Public subnet

10.0.1.0/24

Private subnet

10.0.3.0/24
Private subnet

10.0.2.0/24

Public subnet

10.0.0.0/24

Availability Zone 1

Route tables

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/56

Instance A

10.0.0.4

2001:db8:1234:1a00::ec2

Instance B

10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local
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AWS Region

Amazon VPC

10.0.0.0/16

Availability Zone 2

Public subnet

10.0.1.0/24

Private subnet

10.0.3.0/24
Private subnet

10.0.2.0/24

Public subnet

10.0.0.0/24

Availability Zone 1

+ 2001:db8:1234:1a00::/56

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/56

Instance A

10.0.0.4

2001:db8:1234:1a00::ec2

Instance B

10.0.1.4

2001:db8:1234:1a01::ec2

2001:db8:1234:1a02::/64 2001:db8:1234:1a03::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

VPC DNS
1. Private DNS

2. VPC DNS

3. Public DNS
.2

fd00:ec2::253
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VPC internet connectivity

VPC

10.0.0.0/16

2001:db8:1234:1a00::/56

Public subnet

10.0.1.0/24

2001:db8:1234:1a01::/64

Private subnet

10.0.3.0/24

2001:db8:1234:1a03::/64

Private subnet AZ2 route table

Internet

AWS Region

NAT-GW

10.0.1.100

Internet 

gateway
Egress-only 

internet gateway

EIP: 10.0.0.100 <> 18.51.100.2

EIP: 10.0.1.100 <> 53.123.1.2 

Public subnets route table

Public subnet

10.0.0.0/24

2001:db8:1234:1a00::/64

NAT-GW

10.0.0.100

Private subnet

10.0.2.0/24

2001:db8:1234:1a02::/64

Instance A

10.0.0.4

2001:db8:1234:1a00::ec2

Instance B

10.0.1.4

2001:db8:1234:1a01::ec2

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

Availability Zone 1 Availability Zone 2

EIP: 10.0.0.4 <> 18.51.2.3

EIP: 10.0.1.4 <> 53.3.2.1 

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local

0.0.0.0/0 IGW

::/0 IGW

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local

0.0.0.0/0 natgw-az2

::/0 EIGW

Private subnet AZ1 route table

Destination Target

10.0.0.0/16 Local

2001:db8:1234:1a00::/56 Local

0.0.0.0/0 natgw-az1

::/0 EIGW

D U A L  S T A C K
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Dual stack VPC-to-VPC connectivity
V P C  P E E R I N G

VPC A 10.1.0.0/16

2001:db8:1234:1a00::/56

Availability Zone 2

Availability Zone 1

VPC B 10.2.0.0/16

2001:db8:1234:2b00::/56

VPC 

peering

VPC A route table VPC B route table

Subnet Subnet

Subnet

Availability Zone 2

Availability Zone 1

Subnet

SubnetSubnet

Subnet

Subnet

Destination Target

10.1.0.0/16 Local

2001:db8:1234:1a00::/56 Local

10.2.0.0/16 PCX-ID

2001:db8:1234:2b00::/56 PCX-ID

Destination Target

10.2.0.0/16 Local

2001:db8:1234:2b00::/56 Local

10.1.0.0/16 PCX-ID

2001:db8:1234:1a00::/56 PCX-ID
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TGW subnet

TGW subnet

A
Z

1
A

Z
2

TGW subnet

TGW subnet

Dual stack VPC-to-VPC connectivity at scale
A W S  T R A N S I T  G A T E W A Y

VPC A 10.1.0.0/16

2001:db8:1234:1a00::/56

AWS Transit Gateway

A
Z

1

VPC B 10.2.0.0/16

2001:db8:1234:2b00::/56

TGW VPC 
attachments

ENI

ENI

ENI

ENI

Spoke VPC route table

Default TGW route table

IGW

EIGW

IGW

EIGW

AWS Transit Gateway

A
Z

2
Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Subnet

Destination Target

10.1.0.0/16 Local

2001:db8:1234:1a00::/56 Local

0.0.0.0/0 IGW/NAT

::/0 IGW/EIGW

10.0.0.0/8 TGW

2001:db8:1234:2b00::/56 TGW

Spoke VPC route table

Destination Target

10.2.0.0/16 Local

2001:db8:1234:2b00::/56 Local

0.0.0.0/0 IGW/NAT

::/0 IGW/EIGW

10.0.0.0/8 TGW

2001:db8:1234:1a00::/56 TGW

Destination Target

10.1.0.0/16 TGW-ATT-ID-1

10.2.0.0/16 TGW-ATT-ID-2

2001:db8:1234:1a00::/56 TGW-ATT-ID-1

2001:db8:1234:2b00::/56 TGW-ATT-ID-2

Other regions CIDRs TGW-PEERING
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VPC connectivity
options

To the Internet

To other VPCs
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Dual stack hybrid connectivity at scale
A W S  T R A N S I T  G A T E W A Y

1

AWS 
Transit 

Gateway

1

On-premises

2

N 
(5,000)

2

N

Customer or 

partner cage

AWS Direct Connect location

AWS cage

On-Premises

AWS Direct 

Connect gateway

Transit virtual interface

Amazon VPC

Amazon VPC

Amazon VPC

Site-to-site 

VPN

Amazon VPC

TGW Connect 

attachment

GRE tunnel

(BGP sessions)

Customer or 

partner cage

AWS Direct Connect location

AWS cage

On-Premises

AWS Direct 

Connect gateway

GRE tunnel

(BGP sessions)

TGW Connect attachment

Cross-

region 

peering
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Transit Gateway and Direct Connect 
A  C L O S E R  L O O K

Customer or 

partner cage

Service provider

network

AWS account 1

AWS Direct Connect location

AWS cage

Cross connect

10.0.0.0/16

+ IPv6 CIDR

192.168.0.0/16

+

IPv6

Transit VIF

10.1.0.0/16

+ IPv6 CIDR

AWS account 2

AWS Direct 

Connect 

Gateway

AWS Transit 

Gateway

Up to 3x TGWs in different regions

On-premises

IPv4 BGP session and

IPv6 BGP session
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DNS in AWS and hybrid 
networks
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DNS in a hybrid network

Inbound resolver endpoints

Outbound resolver 

endpoints

Managed DNS resolver service from 
Amazon Route 53

Provides hybrid DNS resolution over 
AWS Direct Connect and managed VPN

Makes use of conditional forwarding 
rules to re-direct query traffic



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Resolving AWS domains within a VPC

VPC 10.0.0.0/16

Private hosted zone:

aws.example.internal

Instance

10.0.0.2

Amazon R53 resolver

Q: www.aws.example.internal

A: www.aws.example.internal

1.2.3.4
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Resolving AWS domains in hybrid networks

VPC 10.0.0.0/16

Private hosted zone:

aws.example.internal

Instance

10.0.0.2

Amazon R53 resolver

Corporate data center

172.16.0.0/16

ServerQ: www.aws.example.internal

R53 Resolver

inbound endpoint

A: www.aws.example.internal

1.2.3.4
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Resolving on-premises domains in hybrid networks

VPC 10.0.0.0/16

Instance

10.0.0.2

Amazon R53 resolver

Corporate data center

172.16.0.0/16

DNS server

172.16.0.10

Q: www.dc.example.internal

R53 Resolver

outbound

endpoint

A: www.dc.example.internal

172.16.0.150

Private zone:

dc.example.internal
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Before we start building…
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Public subnet AZ1

Public subnet AZ2

Instance B

hybrid-workshop-VPC_123: 

10.123.0.0/16 + IPv6 CIDR

AWS Transit Gateway

A
Z

1

TGW DC route table

A
Z

2
Public subnet AZ1

Public subnet AZ2

Instance A

hybrid-workshop-VPC_234: 

10.234.0.0/16 + IPv6 CIDR

A
Z

1

ENI

ENI

A
Z

2

tgw-att-234

tgw-att-123

ENI

ENI

Internet 

gateway

Internet 

gateway

TGW VPCs route table

AWS Direct Connect

AWS Site-to-Site VPN On-Premises

192.168.0.0/16

VPC route table

Destination Target

10.123.0.0/16 Local

VPC_123 IPv6 CIDR Local

192.168.0.0/16 TGW

0.0.0.0/0 IGW

::/0 IGW

Destination Target

10.234.0.0/16 Local

VPC_234 IPv6 CIDR Local

192.168.0.0/16 TGW

0.0.0.0/0 IGW

::/0 IGW

VPC route table

Destination Target

10.123.0.0/16 TGW-ATT-123

10.234.0.0/16 TGW-ATT-234

VPC_123 IPv6 CIDR TGW-ATT-123

VPC_234 IPv6 CIDR TGW-ATT-234

Destination Target

192.168.0.0/16 DX (VPN backup)
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Let’s build!

Step 1 - Go to the workshop page

https://workshop.awshybridnetworking.net/

• user: builder/pass: hybridworkshop2021

• instructions & tasks

• DO NOT CHANGE YOUR BROWSER!*

Step 2 - Activate your account

https://dashboard.eventengine.run/login

• Use the event hash you received

• Get console access

• Name your account for easy t-shoot

https://workshop.awshybridnetworking.net/
https://dashboard.eventengine.run/login
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Thank you!
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Alexandra Huides

linkedin.com/in/rodicaalexandrahuides

Nicola Arnoldi

linkedin.com/in/nicolaarnoldi

https://www.linkedin.com/in/rodicaalexandrahuides
https://www.linkedin.com/in/nicolaarnoldi/

