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What are we building today

Dual stack Amazon VPC design

Hybrid VPC connectivity at scale

AWS Transit Gateway and AWS Direct Connect review
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DNS in the hybrid.connectivity context

™
Start building
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What are we building today
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VPC route table

hybrid-workshop-VPC_123: Destination Target
10.123.0.0/16 + IPv6 CIDR 10.123.0.0/16 Local
= T T T T T TTTTET TS [ VPC_123 IPv6 CIDR |Local
| Public subnet AZ1 | 192.168.0.0/16 TGW
| — EITTNRy | OOOO/O IGW
i 1k : .0.0.
| < I @ : ::/0 IGW
[
@ : Instance A ENl ||
L _______________________ _I
________________________ 5
Intefnet | Public subnet AZ2 I AWS Transit Gateway
gateway ' '
I N ' TGW DC route table
N | ——
;< @ " 123 Destination Target
| = | gw-att- 10.123.0.0/16 TGW-ATT-123
L e e oo ! 10.234.0.0/16 TGW-ATT-234
hybrid-workshop-VPC_234: VPC_1231Pv6 CIDR |TGW-ATT-123 AWS Site-to-Site VPN On-Premises
10.234.0.0/16 + IPv6 CIDR VPC_234 |Pv6 CIDR |TGW-ATT-234
I T T — | TGW VPCs route table 192.168.0.0/16
! Public subnet AZ1 : —
- o  tgw-att-234 Destination Target
N - C ]
' 2 El: @ : 192.168.0.0/16 DX (VPN backup) AWS Direct Connect
@ : Instance B S\ |
T [ |
e K VPC route table
Intefnet : Public subnet AZ2 : Destination Target
gateway
g @ I 10.234.0.0/16 Local
| | VPC_234 IPv6 CIDR |Local
] ENI T 192.168.0.0/16 TGW
““““““““““““ ' 0.0.0.0/0 IGW
/0 IGW
adWs
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Amazon VPC
capabilities
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Subnets and Availability Zones

Enabling dual stack IPv6 operation

VPC routing

VPC DNS
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VPC subnets and Availability Zones
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Amazon S3 Amazon DynamoDB AWS Lambda Amazon SQS  Amazon SNS  AWS IloT Core

Amazon VPC
10.0.0.0/16

Availability Zone 1

Public subnet
10.0.0.0/24

Lilll

Instance A
10.0.0.4

Private subnet
10.0.2.0/24

Instance C
10.0.2.4

B o o e o e e e e e e e e e e e e e e e o

Availability Zone 2

Public subnet
10.0.1.0/24

(ANEN]
LRI

Instance B
10.0.1.4

Private subnet
10.0.3.0/24

Instance D
10.0.3.4

— o e e o e e e e e e e e e e e e el

172.16.0.0

172.16.1.0
172.16.2.0

Route tables

ol |«

Network access
control list

Security groups

=

VPC Reachability
Analyzer
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Amazon VPC
capabilities
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Enabling dual stack IPv6 operation
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Adding IPv6 to your VPC

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

1
i : Availability Zone 1 Lo Availability Zone 2 : ]
i I - I !
i 1 | | I 172.16.2.0 I
i I Public subnet : : Public subnet : Route tables i
! : 10.0.0.0/24 C o 10.0.1.0/24 : |
i : 2001:db8:1234:1a00::/64 : : 2001:db8:1234:1a01::/64 : - :
i | :|||||: I I E|||||E : Dl |4 i
i : E.....E : : N : Network access H
i ! Instance A 1 : Instance B 1 control list i
] : 10.0.0.4 - 10.0.1.4 : :
H I 2001:db8:1234:1a00::ec2 (I 2001:db8:1234:1a01::ec2 | i
H 1 (I | :
! : Private subnet Lo Private subnet | i
i I 10.0.2.0/24 (. 10.0.3.0/24 I Security groups :
| | 2001:db8:1234:1a02:/64 | | 2001:db8:1234:1a03:/64 | |
: L1111l | L1l 1
’ : 1 F . B | 2 |
: 1 - = [ - = [ i
| I S (. S I VPC Reachability 1
1 Instance C I Instance D |
: : 10.0.2.4 Lo 10.0.3.4 : Analyzer !
i : 2001:db8:1234:1a02::ec2 : : 2001:db8:1234:1a03::ec2 : :
i I P . i

adWs
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VPC routing
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VPC routing

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1 Availability Zone 2

172.16.0.0

172.16.1.0

172.16.2.0}
Destination Target Public subnet Public suI;net Route tables
10.0.0.0/16 Local 10.0.1.0/24

2001:db8:1234:1a00::/64 2001:db8:1234:1a01::/56

2001:db8:1234:1a00::/56 Local

|
1
|
1
|
: 10.0.0.0/24
1
|
1
|
1
|
1

Instance A Instance B
10.0.0.4 10.0.1.4
Private subnet Private subnet
10.0.2.0/24 10.0.3.0/24

2001:db8:1234:1a02::/64

2001:db8:1234:1a03::/64

Instance D
10.0.3.4
2001:db8:1234:1a03::ec2

Instance C
10.0.2.4

I
I

I

I

I

I

I

I

I

I

I

I

I

I

I
2001:db8:1234:1a00::ec2 I
1

I

1

I

1

I

1

I

1

I

1

I
2001:db8:1234:1a02::ec2 :
1

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 2001:db8:1234:1a01::ec2 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

adWs
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VPC DNS
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VPC DNS
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1. Private DNS

N
7

2. VPC DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Availability Zone 1

Public subnet
10.0.0.0/24
2001:db8:1234:1a00::/64

1 I
I I
1 I
I I
I I
I I
I I
I I
I I
I I
I I
I I
! Instance A !
: 10.0.0.4 :
[ 2001:db8:1234:1a00::ec2 I
I 1
I I
I 1
I I
I 1
I I
I 1
I I
I 1
I I
I 1
I I
I 1
I I
I 1

Private subnet

10.0.2.0/24
2001:db8:1234:1a02::/64

Instance C
10.0.2.4

2001:db8:1234:1a02::ec2

@

fd00:ec2::253

Availability Zone 2

Public subnet
10.0.1.0/24
2001:db8:1234:1a01::/56

| |
1 1
| |
1 1
| |
1 1
| |
1 1
| |
1 1
| |
1 TTTTT 1
: Instance B 1
: 10.0.1.4 :
1 2001:db8:1234:1a01::ec2 I
| |
: Private subnet :
: 10.0.3.0/24 |
. 2001:db8:1234:1a03::/64 ,
: :
| |
1 1
| |
1 1
| |
1 1
| |

Instance D
10.0.3.4

2001:db8:1234:1a03::ec2

ad

3. Public DNS
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To the Internet

To other VPCs

To on-premises networks
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VPC internet connectivity

DUAL STACK

&b

__________________________________________________________________________________________________ Internet
F AWS Region @ EIP: 10.0.0.4 <> 18.51.2.3 i
| EIP: 10.0.1.4 <> 53.3.2.1 @ i
| ---EIP: 10.0.0.100 <> 18.51.100.2 i
! LS Internet | - gjp: 10.0.1.100 <> 53.123.1.2  Egress-only !
I 10.0.0.0/16 gateway ;| internet gateway I
i 2001:db8:1234:1a00::/56 » :
Ll Availability Zone 1 Availability Zone 2 ! Public subnets route table
b 0 Destination Target
i Public subnet i Public subnet 10.0.0.0/16 Lo gl
| 10.0.0.0/24 T 10.0.1.0/24 s <
L] 2001:db8:1234:1a00::/64 11 2001:db8:1234:1a01::/64 2001:db8:1234:1a00:/56 |Local
| i 0.0.0.0/0 IGW
[ | [RREN| 3 oot b L
i : 3 - b o S 3 = /0 IGW
i : :|||||: :iii b :|||||: : /
: : Instance A R Instance B i i
Lo 10.0.0.4 S e N NAT-GW 10.0.1.4 1
Lo 2001:db8:1234:1a00::ec2 10.0.0.100 ! 10.0.1.100  2001:db8:1234:1a01::ec2 |
Private subnet AZ1 route table; | ~ || ! Private subnet AZ2 route table
Destination Target Private subnet Private subnet Destination Target
10.0.0.0/16 Local 10.0.2c.IOb/24 ] 10.0.3C.|(I:))/24 10.0.0.0/16 Local
Aha- : - 2001:db8:1234:1a02::/64 I 2001:db8:1234:1a03::/64 —
2001:db8:1234:1a00::/56 |Local 4 : 4 20071:db8:1234:1200:/56 |Local
0.0.0.0/0 natgw-az1 E""'E i: E""'E 0.0.0.0/0 natgw-az2
:/0 EIGW ! /0 EIGW
\E\ : Instance C t Instance D : ]
| 10.0.2.4 :: 10.0.3.4 : /
| T~M@Enm  2001:db8:1234:1a02::ec2 t 2001:db8:1234:1a03::ec2 :/ i
: ' [7z3820 1 ! .
aws 1 i = |
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Dual stack VPC-to-VPC connectivity

VPC PEERING

adWs
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: Availability Zone 1

[
: Subnet Subnet
:
|
[

B o e e e e e e e e e e e e e e

Availability Zone 2

|
|
|
: Subnet Subnet
:
|
|

B o e e e e e e e e e e e e e e

\ e
peering

VPC A route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
10.2.0.0/16 PCX-ID
2007:db8:1234:2b00::/56 [PCX-ID

VPCB 10.2.0.0/16
2001:db8:1234:2b00:

/56

Availability Zone 1
Subnet Subnet

opmmpptoeeset

B o e e e e e e e e e e e e e e

Availability Zone 2

|
|
|
: Subnet Subnet
:
|
|

B e e e e e e o e e e e e e e e

VPC B route table

Destination

Target

10.2.0.0/16

Local

2001:db8:1234:2b00::/56

Local

10.1.0.0/16

PCX-ID

2001:db8:1234:1a00::/56

PCX-ID
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Dual stack VPC-to-VPC connectivity at scale

Spoke VPC route table

AWS TRANSIT GATEWAY

Destination Target
VPC A 10.1.0.0/16 10.1.0.0/16 Local
2001db812341300/56 2001:db8:1234:1a00::/56 Local
e e e e ) o e O e o o e -: 0.0.0.0/0 IGW/NAT
: Subnet TGW subnet | /0 IGW/EIGW
@ | = @ : 10.0.0.0/8 TGW
: < @ Subnet : 2001:db8:1234:2b00::/56 e
IG‘W : ENI !
L e e e e e e e e e e e e e e e e e e e e |
T e e E AWS Transit Gateway
@ : Subnet TGW subnet |
| |
: g @ : Default TGW route table
EIGW Subnet | Destination Target
| I I ENF : TGW VPC 10.1.0.0/16 TGW-ATT-ID-1
attachments 10.2.0.0/16 TGW-ATT-ID-2

2001:db8:1234:1a00::/56 TGW-ATT-ID-1
VPC E? 10..2.0.0/-1 6 ) 2001:db8:1234:2b00::/56 TGW-ATT-ID-2 .
2001:db8:1234:2b00:/56 . Other regions CIDRs TGW-PEERING AWS Transit Gateway
: Subnet TGW subnet :
I — |
@ & (S
|
I : @l Subnet ENI : Spoke VPC route table
L e e e e e e e e e - - I Destination Target
“““““““““““““““““““ K 10.2.0.0/16 Local
I [
@ : Subnet TGW subnet | 2001:db8:1234:2b00:/56 __|Local
, g @ : ) 0.0.0.0/0 IGW/NAT
I .
EIGW | Subnet | /0 IGW/EIGW
| ENI . 10.0.0.0/8 TGW
aws . ' 2001:db8:1234:1a00::/56  [TGW
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VPC connectivity
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To on-premises networks



Dual stack hybrid connectivity at scale

AWS TRANSIT GATEWAY

Amazon VPC

%
>
*

On-premises

Site-to-site R
VPN |
1 .’ C E l \ 0"‘ . . .
eaon \xmrd GT\?D / Transit virtual interface
eering : £
peering : Q B .
Amazon VPC @ .”’ @ @ { ;T; ‘ﬂn On-Premises
’. ¢ “““ \L \\!’,/ '\I/

“’. R ’ , Customer or
AWS Direct L AWS cage partner cage

Qrrrsnnnnnf ) hususs :’ * Connect gateway \_ Y,
..’ AWS Direct Connect location

@ &S
* . f \
Amazon VPC GTranSIt remeemenenees gl
atewa |
y Connect gateway T—~——1 | /T™\ 7T\ J)  on-Premises
— ) %)

N [ i Cus;ager or
TGW Connect \_AWScage ;  partner cage

(5,000) \- Y

AWS Direct Connect location GRE tunnel
(BGP sessions)

GRE tunnel

aws (BGP sessions)

\--;’

attachment
\ Amazon VPC
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Transit Gateway and Direct Connect

A CLOSER LOOK

Up to 3x TGWs in different regions

AWS account 1

FEREEG

|
I
|
1
|
1
|
1
|
1
I LLLLI
1
|
1
|
1
|
1
|
1

On-premises

192.168.0.0/16
+

IPv6

Service provider

k network

—— o e — o — -

l :
' .
' .
' :
o
T ’IIII HENR :
In
10.0.0.0/16 : Customer or
s

+ |Pv6 CIDR AWS Transit AWS Direct AWS cage | ' partner cage ,

L _.,;_thgway Connect il
B ey TR ey (G y
' N : :AWS Direct Connect location
: : I .
: 7 = o ! IPv4 BGP session and
! . - @ | IPv6 BGP session
| | BB I
! 10.1.0.0/16 :
: + IPv6 CIDR |
|
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DNS in AWS and hybrid
networks
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DNS in a hybrid network

Managed DNS resolver service from
Amazon Route 53

Inbound resolver endpoints Provides hybrid DNS resolution over

AWS Direct Connect and managed VPN

Makes use of conditional forwarding
rules to re-direct query traffic

Outbound resolver
endpoints

aws
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Resolving AWS domains within a VPC

VPC 10.0.0.0/16

Q: www.aws.example.internag

—

TITT1 e
Instance
A: www.aws.example.internal

1.2.3.4 10.0.0.2
| ,%azon R53 resolver
| |
| |
| |
: @ Private hosted zone: :
: aws.example.internal :
| |
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Resolving AWS domains in hybrid networks

VPC 10.0.0.0/16
\ Corporate data center

e 1 R53 Resolver 172.16.0.0/16
m - inbound endpoint\
Instance =
A: www.aws.example.internal _ S
1.2.3.4 Q: www.aws.example.internal erver

. :
| |
| |
: @ Private hosted zone: :
: aws.example.internal :
| |

" © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Resolving on-premises domains in hybrid networks

iE \WinYall-FaWaWaWaWiWa

Q: www.dc.example.internal

\ Corporate data center

[IICI R53 Resolver 172.16.0.0/16
. - outbound \
1 F endpoint S
Instance =
A: www.dc.example.internal
172.16.0.150 NS server
10.0.0.2 72.16.0.10

Amazon R53 resolver

Private zone:
dc.example.internal

Domain name IP address

dc.example.internal. 172.16.0.10

aws
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Before we start building...
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VPC route table

hybrid-workshop-VPC_123: Destination Target
10.123.0.0/16 + IPv6 CIDR 10.123.0.0/16 Local
= T T T T T TTTTET TS [ VPC_123 IPv6 CIDR |Local
| Public subnet AZ1 | 192.168.0.0/16 TGW
| — EITTNRy | OOOO/O IGW
i 1k : .0.0.
| < I @ : ::/0 IGW
[
@ : Instance A ENl ||
L _______________________ _I
________________________ 5
Intefnet | Public subnet AZ2 I AWS Transit Gateway
gateway ' '
I N ' TGW DC route table
N | ——
;< @ " 123 Destination Target
| = | gw-att- 10.123.0.0/16 TGW-ATT-123
L e e oo ! 10.234.0.0/16 TGW-ATT-234
hybrid-workshop-VPC_234: VPC_1231Pv6 CIDR |TGW-ATT-123 AWS Site-to-Site VPN On-Premises
10.234.0.0/16 + IPv6 CIDR VPC_234 |Pv6 CIDR |TGW-ATT-234
I T T — | TGW VPCs route table 192.168.0.0/16
! Public subnet AZ1 : —
- o  tgw-att-234 Destination Target
N - C ]
' 2 El: @ : 192.168.0.0/16 DX (VPN backup) AWS Direct Connect
@ : Instance B S\ |
T [ |
e K VPC route table
Intefnet : Public subnet AZ2 : Destination Target
gateway
g @ I 10.234.0.0/16 Local
| | VPC_234 IPv6 CIDR |Local
] ENI T 192.168.0.0/16 TGW
““““““““““““ ' 0.0.0.0/0 IGW
/0 IGW
adWs
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Step 1 - Go to the workshop page

https://workshop.awshybridnetworking.net/

« user: builder/pass: hybridworkshop2021
* instructions & tasks

Let’s build!

Step 2 - Activate your account

https://dashboard.eventengine.run/login

« Use the event hash you received
* Get console access
« Name your account for easy t-shoot

N / © 2021, Amazon Web Services, Inc . or its affiliates. All ri ights reserved .


https://workshop.awshybridnetworking.net/
https://dashboard.eventengine.run/login

Thank you!
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