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Agenda

Monitoring: Why, how, what?

AWS service monitoring:

« Amazon Virtual Private Cloud — 15 min

(Amazon VPQ)
« Multi-VPC =10 min

« Hybrid connectivity — 20 min

aws

S

Flow logs Traffic mirroring  VPC Reachability

Analyzer

AWS Transit  Transit Gateway Amazon
Gateway Route Analyzer CloudWatch
metrics

AWS Direct AWS Site-to-Site CloudWatch AWS Personal
Connect VPN metrics Health Dashboard
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Monitoring: Why, how, what?

«  Why monitor?
- Health, availability, performance, utilization . ..

- How?
« Active vs. passive
« Dashboards vs. alarms

« What?
« Within a VPC, across VPCs, hybrid networking
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Amazon VPC
VPC @

Internet gateway

Flow logs

Traffic mirroring

=

Reachability
Analyzer

aws
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VPC Flow Logs

aws

S

VPC

@ Public subnet A

2 123456789010 eni-333 ...
A4 Amazon S3 2 123456789010 eni-444 ...
. 2 123456789010 eni-444 ...

2 123456789010 eni-222 ... ACCEPT OK

CloudWatch Logs

@ Public subnet B

2 123456789010 eni-111 ... ACCEPT OK
2 123456789010 eni-111 ... ACCEPT OK

REJECT OK
REJECT OK
ACCEPT OK
REJECT OK

&

Flow logs

Amazon Simple Storage Service (Amazon S3)
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Flow logs - VPC, subnet, interface

Name State IPv4 CIDR

my-test-vpc-a © Available 10.0.1.0/24

Name Subnet ID State

my-test-vpc-a-subnet-private-a subnet- @ Available

my-test-vpc-b vpC ® Available 10.0.2.0/24

Create subnet
Create VPC

View details

[ ]
Subnet

VPC

Name Network interface ID Subnet ID

my-test-eni-a eni- subne
Create network interface

Detach

Delete

Manage IP addresses
Associate address
Disassociate address

Change termination behavior
Change security groups
Change source/dest. check

Manage tags

Manage prefixes

Change description
[emstoris ] Interface (ENI)
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Publish flow logs

aws

S

Publish to CloudWatch

Flow log settings

Name - optional

my-test-flowlog-cloudwatch

Filter

The type of traffic to capture (accepted traffic only, r raffic only, or all traffic)
Accept
Reject

O Al

Maximum aggregation interval Info

© 10 minutes
1 minute

Destination
Tt stination ch to publish

© Send to CloudWatch Logs
Send to an Amazon 53 bucket

ch the flo

Destination log group Info

IAM role Info

The IAM role that has permission to publish to the

The IAM role must have permission to publish to the CloudWatch log group. Set up permiss

Publish to Amazon S3

Flow log settings

Name - optional

my-test-flowlog-s3

Filter
The ( ted traffic o tra or all traffic).

Reject
0 Al

Maximum aggregation interval Info
of time during which a fl

© 10 minutes

1 minute

Destinatio
The tina

Send to CloudWatch Logs
© Send to an Amazon S3 bucket

S3 bucket ARN

hich the flow log is published. You can spe a ic folder in the

arn:aws:s3::2021-chalktalk-net209
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Flow log fields

- Default flow log fields - Custom flow log fields

Log record format
Specify the fields to include in the flow log record.

O AWS default format

Custom format

Log record format
Specify the fields to include in the flow log record.

AWS default format

© Custom format

Log format
Specify the fields to include in the flow log record.

account-id

Format preview

action

az-id

bytes

dstaddr
dstport

end
flow-direction
instance-id
interface-id
log-status
packets
pkt-dst-aws-service

pkt-dstaddr

aws
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Exampl
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e: Visualize VPC Flow

Y

®

Internet gateway

Amazon S3

2 123456789010 eni-222 ... ACCEPT OK
2 123456789010 eni-222 ... ACCEPT OK

CloudWatch Logs

2 123456789010 eni-111 ... ACCEPT OK
2 123456789010 eni-111 ... ACCEPT OK

]

SEsEEEEEEEEEREREEEREEy

T ——

Amazon S3

Amazon
Athena

2 123456789010 eni-333 ...
2 123456789010 eni-444 ...
2 123456789010 eni-444 ...
2 123456789010 eni-555 ...

a -

REJECT OK
REJECT OK
ACCEPT OK
REJECT OK

Logs

Amazon
QuickSight

Flow logs
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Example: Visualize VPC Flow Logs

« AWS Blog: How to Visualize and Refine Your Network’s Security
by Adding Security Group IDs to Your VPC Flow Logs

adws
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VPC traffic mirroring

VPC
Internet gateway
@ Public subnet A @ Public subnet B
[ vxian Original Packet | [ vxian Original Packet | !
| UDP Packet (UDP 4789; VXLAN) i | UDP Packet (UDP 4789; VXLAN) i
A\ 4
A0
= 038
Elastic network Network Load
interface Balancer

aws
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Troubleshooting with Wireshar

Original Packet

Network
interface

aws

S

8

t (UDF

TTIT1
Wireshark

Network Load
Balancer

Traffic mirroring
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Example: Partner Solutions

Traffic mirroring

« AWS Blog: Using VPC Traffic Mirroring to monitor and secure your
AWS infrastructure

@ Internet Gateway

@ Private Subnet

AWS Partner Solution

Monitoring

1 |« Tool

EC2 Traffic Traffic A | Instance

Instance | Mirror Instance = Mirror
A" ; g~ :

Monitoring

? k= Tool
C Instance
. 0

Auto
Scaling
. |Monitoring Group
™« Tool

Instance

AWS
Network
Load
Balancer

EC2 Traffic EC2 Traffic ‘ Monitoring
Instance | Mirror Instance | Mirror Tool
e “D" Instance

= Mirrored traffic

aws
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VPC Reachability Analyzer E
@ |

Internet gateway

aws
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VPC Reachability Analyzer =

Reachability
Analyzer

« Network diagnostics tool that troubleshoots reachability between
two endpoints in a VPC, or within multiple VPCs

i-0f8d73041860f3466
(3 eni-07c¢098b2314fb0dcf

sg-07be75334523a7cdd

acl-04b31 72ce5590ba56

¢lal) acl-04b3172ce5590ba56

59-07be75334523a7cdd

&)  eni-02e19b485a9825b16

| P i-0915bc7f663481da3
aWs
S
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Example: Deployment pipeline E

Analyzer

« AWS Blog: Automating connectivity assessments with VPC
Reachability Analyzer

J— o —Q—N—

Change in Security Group

Lambda Function Reachability Analyzer

CloudTrail trail EventBridge Rule to start Reachability Analyzer evaluates network
logs Security Group Change triggered by CloudTrail connectivity

G

SNS Topic notifies
administrator if connectivity
property assessment fails

aws
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Questions?

« Amazon VPC

% =

Single VPC Flow logs Traffic mirroring  Reachability
Analyzer

aws
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Multi-VPC

aws

1

CUEY AWS Region

VPC #1 - 10.1.0.0/16

VPC #2 - 10.2.0.0/16

VPC #3 - 10.3.0.0/16

VPC #4 - 10.4.0.0/16

f1 1 1 1

Transit
Gateway
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Transit Gateway: CloudWatch metrics o= com

Gateway metrics

el AWS Region

VPC #1-10.1.0.0/16
VPC #2 - 10.2.0.0/16

VPC #3 - 10.3.0.0/16

Transit

Em

VPC #4 - 10.4.0.0/16

EE

B 0

CloudWatch CloudWatch
INEES alarms

aws
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Transit Gateway CloudWatch Metrics st o

Gateway metrics

Try out the new interface

7~

NET209-TGW-CW-Metrics ih 3h 12h 1d 3d 1w custom -  Line Actions ~ Rl 2]

10:30 10:45 11:00 11:15 11:30 11:45 12:00 12:15 12:30 12:45 13:00 13:15

@ PacketsOut PacketDropCountBlackhole (@ BytesDropCountNoRoute @ BytesDropCountBlackhole @ PacketDropCountNoRoute @ Bytesin PacketsIn BytesOut

All metrics Graphed metrics (8) Graph options Source

PacketDrop*:
Discover issues with

TransitGateway (8) TransitGatewayAttachment Metric Name ro Utl n g or | nva |.|d tra .l:.ﬁc
tgw-009b98090e48aaed0 tgw-attac PacketsOut

tgw-009b98090e48aaed0 tgw-attach [ByteSI PaC ketS] [I n I 0 ut] . (PacketDropCountBIackhoIe\y

tgw-009b98090e48aaed0 tgw-attach Monltor for atta Ch ment BytesDropCountNoRoute
tgw-009b98090e48aaed0 wgw-attac] Utilization and choke BytesDropCountBlackhole

N. Virginia v All > TransitGateway > Per-TransitGatewayAttachment Metrics TransitGatewayAttachment="tgw-attach-042c77ac09bd5b71f" @ | Q  Search for any m

tgw-009b98090e48aaed0 tgw-attacH p0|nts \PacketDropCountNoRoute )
- (By‘tesln )

tgw-009b98090e48aaed0 tgw-attacH-ormerrosoeeoor—
tgw-009b98090e48aaed0 tgw-attach-042c77ac09bd5b71f R Packetsin

tgw-009b98090e48aaed0 tgw-attach-042c77ac09bd5b71f

BytesOut
\ yt
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Transit Gateway Route Analyzer E

Route Analyzer

aws AVELR G

‘&%) VPC #1-10.1.0.0/16

EE- =

‘&3] VPC #2-10.2.0.0/16

&3] VPC #3 - 10.3.0.0/16 )
AWS Transit

=)
..H
Lo g

&) VPC #4 - 10.4.0.0/16

aws
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Transit Gateway Route Analyzer

Results of route analysis
The result of source and destination route is displayed here. You can update either the source and/or destination and re-run the analysis for updated results.

Forward path Return path

Source Destination Status Source Destination

tgw-attach- tgw-attach- ® Connected tgw-attach- tgw-attach-
0a51f6605300339b7 03567f73fbc68c402 03567f73fbc68c402 0a51f6605300339b7

palo-on-prem-vpn (tgw-attach-0a51f6605300339b7)
VPN us-east-2

tgw-rtb-078951e783d453a8b
Transit Gateway route table  us-east-2  tgw-08b4d2b50b457e6fc

Destination acct4-8-0 (tgw-attach-03567f73fbc68c402)
VPC us-east-2

tgw-rtb-04933e869da9¢2715
Transit Gateway route table  us-east-2  tgw-08b4d2b50b457e6fc

Source ECMP group
VPN us-east-2

Transit Gateway
Route Analyzer

Status
® Connected
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Questions?

« Multi-VPC

g =« @

Transit Gateway Transit Gateway CloudWatch
Route Analyzer metrics

aws
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Hybrid Connectivity

aws

S

aws WANERSENT

VPC #1-10.1.0.0/16

VPC #2 -10.2.0.0/16

VPC #3 - 10.3.0.0/16

VPC #4 - 10.4.0.0/16

I 1 1 1

Transit
Gateway

e @ O

Direct Connect
gateway

AWS Site-to-Site VPN (IPSec)

Transit Virtual
Interface (VIF)

Over Internet or Direct Connect Public VIF

=

Direct Connect

Customer
Router
Direct Connect location
DX connection
Customer
Router
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Direct Connect & VPN
CloudWatch Metrics

aws

S

[E] AWS Region

VPC #1 - 10.1.0.0/16

VPC #2 -10.2.0.0/16

VPC #3 - 10.3.0.0/16

VPC #4 - 10.4.0.0/16

I 1 1 1

Logs

CloudWatch  CloudWatch

Alarms

E AWS Site-to-Site VPN (IPSec)

Transit
Gateway

) (1) —O

Transit Virtual
Interface (VIF)
Direct

Connect

B of

CloudWatch CloudWatch
Logs Alarms

Over Internet or Direct Connect Public VIF

=

Direct
Connect

Direct Site-to-Site
Connect VPN
Personal Health
Dashboard
Customer
Router
Direct Connect location
O :
DX connection
Customer
Router

B o

Logs Alarms

CloudWatch CloudWatch Personal Health
Dashboard
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Direct Connect CloudWatch metrics

Various units

8.00M

® @

Direct CloudWatch

Connect metrics

00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 02:00 10:00

® virtualinteriaceBpsingress @ VirtualinterfacePpsEgress VirtualinterfaceBpsEgress @ VirtualinterfacePpsingress

All metrics Graphed metrics (4/8) Graph options Source

View data for:

14NN . : : 17NN

2020-05-08 15:25 UTC

1. O VirtualinterfaceBpsingress 8.15M
2. VirtualinterfaceBpsEgress 334k
3. O virualinterfacePpsingress 791

4. Q VvirtualinterfacePpsEgress 350

19:00 20:00 21:00 22:00 23:00
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VPN CloudWatch metrics > =

Site-to-Site  CloudWatch
VPN metrics

DX and VPN: Active monitoring ®

Dol Smnie
Comrmcs VN
! Active monitoring of Direct
~ = : Connect/VPN customer device via
CloudwWatch VPC VPN , loopback

Switch to your original interface
' = T ] = +  AWS Systems Manager automation
VPC VPN ¢ ?

. runbook: Custom | G v | ‘ 22 ‘
“AWSSupport- .
VPC VPN

v SetuplPMonitoringFromVPC" @

A In alarm (0) @ Insufficient data (0) ® 0K (0)

TunnelDataln: Sum

TunnelDataOut: Sum
Bytes No unit

Bytes
10,876

2.0 10,686
.\ ﬂ/kf
10397 \ ' \ / -

1.0

9,918

11:00 11:30 12:00 12:30 13:00 11:00 11:00 12:30 13:00
® TunnelDataln ® TunnelState ® TunnelDataOut

aws
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Direct Site-to-Site
Connect VPN

DX and VPN: Active monitoring ol

Oveer Internet or Direct Connect Public VIF

0116 — f] AWS Site-to-Site VPN (IPSec) . . ° .
- A e ) () « Active monitoring of Direct

Connect/VPN customer device via
loopback

RRRRR

« AWS Systems Manager automation
— runbook:

“AWSSupport-
SetupIPMonitoringFromVPC”

aws

S
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Transit Gateway Network Manager

aws

S

U AWS Region

VPC #1-10.1.0.0/16

VPC #2-10.2.0.0116

S

VPC #3 - 10.3.0.0/16

g

. VPC #4 - 10.4.0.0/16

g

Transit
Gateway

AWS Site-to-Site VPN (IPSec)

Over Internet or Direct Connect Public VIF

Direct Site-to-Site CloudWatch
Connect VPN Logs

Customer
Router

Direct Connect location
—® = O

gateway

Direct Connect Direct Connect

A 4

Customer
Router
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Amazon Route 53 Resolver endpoints

aws

S

UE] AWS Region

VPC #1 -10.1.0.0/16

=

VPC #2 - 10.2.0.0/16

VPC #3 - 10.3.0.0/16

VPC #4 - 10.4.0.0/16

1 1 1

Al

”

Transit
tewily

oF

AWS Site-to-Site VPN (IPSec)

Ovler Internet or Direct Connect Public VIF

Customer
Router

Direct Connect location

Transit Virtual

Interface (VIF) DX connection

N\
v

Direct
Connect
gateway

Services VPC

)

Route 53 Resolver Endpoints

— N

Direct Connect

L
>

Gl
&/

Customer
Router

@

O
il

CloudWatch CloudWatch
Metrics Alarms
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Route 53 Resolver endpoints

- Each endpoint network interface
can process up to 10,000 DNS
queries per second (QPS)

- Add more network interfaces to
increase the endpoint capacity

mmmmmmm
RRRRRR

Transit Virtual
mmmmmmmm

Q DX connection /:\
) —OG ——— V5 Gla
o [ P N4

Conect ~ Customer
RRRRRR

« Use CloudWatch metrics to .
monitor current utilization

« Action item: Setup CloudWatch
alarm on 50% utilization

aws
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Test and validation

aws
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Direct Connect Resiliency Toolkit

L\  IsengardDXUser/sidhartc-Isen.. ~  Global ~  Support ~

\WS Direct Connect

DXVIF-FGK8P6D4 Actions 4 Delete

Download

onnections

AGs General configuration Sample configuration

Failover test
irect Connect gateways

Bring down BGP

irtual private gateways

dxvif-fgk8p6d4
ransit gateways

-DND-{ ] fd-4 1f )

Digital Realty (UK), Docklands,
London, GBR

private eu-west-1
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Questions?

« Hybrid Connectivity

® @ 9

Direct Connect Site-to-Site VPN  CloudWatch Personal Health
metrics Dashboard

aws
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Thank you!

Christian Elsen Rashpal Kler
elsenc@amazon.com kler@amazon.com
aws
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