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The fit between serverless and SaaS

Tenant consumption Cost, scale, performance
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• Agility

• Cost optimization

• Operational efficiency

• Blast radius

• Focus on IP
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Key architecture considerations

Which deployment models will 

you support?

How will you automate 

tier-based deployments?

How will you isolate 

tenant resources?

How will you support tiered 

tenant experiences?

How do you manage noisy 

neighbor conditions?



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

High-level architecture

Control planeApplication plane

Registration

Tenant management

User management

Tenant provisioning

SaaS admin 
console

Administrator

SaaS 
application

Tenants

Web application

Amazon API Gateway

Microservice

Application services

Microservice
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Provisioning the control plane
Bootstrap template

Tenant 

registration

Tenant 

management

User 

management

Tenant 

registration

Tenant 

management

User 

management

Amazon 

CloudWatch Logs

Amazon S3 
bucket

Amazon 
CloudFront distro

Admin, SaaS app, 

landing page sites

Pooled user 
pool

Admin user 
pool

Update settings 
tables

Update tenant 
stack map

Routes and 

permissions
Tenant user 

mapping

Tenant 
details

Tenant stack 
mapping

Environment 
settings
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Two distinct tenant deployment models

Platinum 
tier tenants

Premium, 
standard, basic 

tier tenants

Onboarding

Tenant 1

(silo)

Tenant 2

(silo)

Tenants 3–N

(pool)
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Registering new tenants

Registration

User management

Tenant management

Landing/sign-
up application

SaaS admin 
console

1 3

2

4

• Provision tenant

• Configure tenant 

settings (silo/pool) 

• Create user pool (silo)

• Create user pool group 

(pool)

• Create tenant admin user

• Create tenant

• Store tenant 

configuration

Tenant provisioning • Create stack for siloed 

tenants

Tenant

Administrator
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Tier-driven onboarding

Order

Application services

Tenant 1 Tenant 2 Tenant 3

Product Order

Tenant 4

Product

Pooled tenants
(premium, standard, basic tiers)

Siloed tenants
(platinum tier)

Order Product

Tenant 5

AWS 

CodePipeline
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Inside tenant provisioning

Bootstrap template
(bootstrap-template)

Tenant creation 

template
(tenant-template)

Tenant creation 

pipeline table

Custom resource
(update_tenantstackmap_table)

Tenant provisioning 

pipeline

Initial pool provisioning

Tenant provisioning

(registration)

Monitor for new tenants

Pooled tenant 

infra

Siloed tenant 

infra
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The tenant creation stack

Tenant creation 

template
(tenant-template)
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Order

Provision the product and order tables

Provision and deploy microservices (functions)

Provision and configure API Gateway

Provision and configure function permissions

3

4
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Mapping the deployments

TenantStackMapping

Source

Build

stack-pooled stack-8uegh12stack-4aedf11

Deploy

tenantId applyLatest codeCommitId stackName

4aedf11 true 0a65d stack-4aedf11

8uegh12 true 0a65d stack-8uegh12

pooled true 0a65d stack-pooled
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Applying tiers and configuring tenants
tenant-registration.py - register_tenant()



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Triggering the tenant provisioning
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Managing tenants and users

Tenant management User management

SaaS 

application

Admin 

console
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Creating the user and tenant

create_user create_tenant
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Authentication and authorization

Sample SaaS 
commerce 
application

1

Amazon Cognito 

hosted UI

2

3

JWT

JW
T

Tenant context & 
scoped credentials

Tenant isolation 
applied using 

scoped credentialsAPI Gateway

Authorizer

GET

POST

Authorizer 
policy

4
5

Allow/disallow routes

Evaluate usage based 
upon API key

6

{
tenantId: “abc”
tenantTier: “Premium”
secretKey: “zzzzccccsas”
accessKey: “sadasdwww”

}

AWS Identity and Access Management (IAM) & 
AWS Security Token Service (AWS STS)

Runtime-acquired 
tenant scope

AWS Lambda 
functions 

{
tenantId: “abc”
userRole: “Admin”

}

Tenant
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Sample SaaS application
1

Login → Tenant Name

Tenant 
management

2

• Tenant name → tenantName

• User pool mapping

• API Gateway URL

Tenant identity 
settings

Amazon Cognito

JWT token
4

JWT token

Hosted UI redirect

Tenant 1

Tenant routing

Product

Pooled

Product

Platinum 1

Product

Platinum 2

Pooled

Platinum 1

Platinum 2

3

5
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Two isolation models

Tenant 1 compute Tenant 1 
execution role

Tenant 2 compute Tenant 2 
execution role

Tenant 3 Tenant 4

Isolation context

Access 
context

Siloed model Pooled model
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Silo: Execution role applied during deployment

AWS Lambda 
function

JWT

Amazon API Gateway 

Authorizer

Lambda execution role

{
"Sid": ”Tenant1Role",
"Effect": "Allow",
"Action": [

"dynamodb:GetItem",                
],
"Resource": [

”arn:aws:dynamodb:us-east-1:xxx:table/Tenant1-Order"
] 

}

Order_Tenant1

Tenant
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Pool: Authorizer-injected credentials

Amazon API Gateway

Microservice

Application services

Microservice

AWS Lambda 

authorizer

Inject credentials

Isolation policy

{
"Sid": ”Tenant1Role",
"Effect": "Allow",
"Action": [

"dynamodb:GetItem",                
],
"Resource": [

”arn:aws:dynamodb:us-east-1:xxx:table/{Tenant}-Order"
] 

}

IAM

assumeRole()return creds
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Tier applied in data access layer
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Pool-based partition with Amazon DynamoDB

• Tenant data in the same table

• TenantID used as ShardID

• Isolation policies applied by 

ShardID
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Inside application microservices

Microservice

request

Amazon API Gateway

AWS Lambda 

authorizer

extractTenantId(JWT)

JWT

Log manager

Amazon 

CloudWatch 

Logs

tenantId

AWS Lambda layer v1.1

Metrics manager
recordMetric(tenantId)
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Multi-tenant helper layers in action
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View activity by tenant
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Tier-based throttling policies

Basic Tier Standard Tier Platinum 1 Platinum 2

JWTJWT JWT JWT

Amazon API Gateway

Custom 

authorizer

TenantId →

Tenant Tier → API Key 

Authorizer 
Policy

API Key → Usage plan

Product

Application services

Order

Throttling policies applied
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Takeaways

• Serverless and SaaS are a good fit

• Find the approach that best addresses your isolation and tiering needs

• Embed all provisioning requirements in your onboarding automation

• Use API keys and usage plans to tier-based throttling

• Use AWS Lambda layers to provide shared multi-tenant constructs

• Use the serverless model to reduce the operational and development 
complexity of your SaaS environment

• Use the serverless SaaS reference solution to jumpstart your 
development
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Links to reference code and workshop

Serverless SaaS reference architecture

https://github.com/aws-samples/aws-saas-factory-ref-solution-serverless-saas

Serverless SaaS workshop

https://github.com/aws-samples/aws-serverless-saas-workshop

https://github.com/aws-samples/aws-saas-factory-ref-solution-serverless-saas
https://github.com/aws-samples/aws-serverless-saas-workshop
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Additional SaaS sessions

Breakout sessions

ARC306 - SaaS architecture patterns: From concept to implementation

ARC402 - EKS SaaS deep dive: A multi-tenant EKS SaaS solution

GPS209 - How to grow your SaaS business and drive revenue with AWS Marketplace

Workshops

ARC403 - Hands-on serverless SaaS: Building a serverless SaaS solution on AWS

ARC404 - Hands-on EKS SaaS: Building a multi-tenant SaaS solution on AWS

Chalk talks

ARC320 - Monolith to SaaS: Discover the way 

GPS311 - Building multi-tenant-aware SaaS microservices on AWS

OPN309 - SaaS Boost vNext: Enabling new patterns and extensibility

ARC401 - Serverless SaaS deep dive: Inside a multi-tenant serverless solution
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Thank you!
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Tod Golding

todg@amazon.com


