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IAM Access Analyzer overview

Why validate IAM policies in your pipeline?

Workshop architecture

IAM Policy Validator for AWS CloudFormation

Get building!

Agenda

New tool!
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IAM Access Analyzer
Preview access

Preview public and cross-account access based on proposed 

permissions

Validate policies

Validate identity and resource policies against best practice security 

checks and detect errors

Generate policies

Generate fine-grained IAM policies based on access activity found in 

AWS CloudTrail

Analyze access continuously 

Identify resources with public, cross-account, or cross-organization 

access in your AWS account and remediate broad access
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Why validate IAM policies in your pipeline?

Free builders to 
experiment and innovate 

quickly – and safely

BUILDERS

Free the security team to 
focus on high-value tasks that 

enable the business

SECURITY TEAM
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Centralized IAM approach

Security team creates and deploys all IAM roles/policies; builders have no access 
to IAM

+

AWS Identity and 

Access Management (IAM)

SECURITY TEAM

BUILDERS

Prebuilt roles 

and policies
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Gated IAM approach

Builders codify the IAM roles and policies, but need the security team to approve 
and deploy

+

AWS Identity and 

Access Management (IAM)

SECURITY TEAM

BUILDERS

Custom roles 

and policies
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Automated policy validation approach

Builders codify the IAM roles/policies; the security team uses automated policy 
validation to perform many of the security checks that were previously manual

+

AWS Identity and 

Access Management (IAM)

SECURITY TEAM

BUILDERS

+

AWS IAM Access Analyzer

policy validation

Custom roles 

and policies

Your application
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Automated policy validation approach

Builders codify the IAM roles/policies; the security team uses automated policy 
validation to perform many of the security checks that were previously manual

+

AWS Identity and 

Access Management (IAM)

SECURITY TEAM

BUILDERS

+

AWS IAM Access Analyzer

policy validation

Custom roles 

and policies

Your application

More time to 

manage additional 

guardrails and 

controls
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What we are building today

AWS CodePipeline

AWS CodeCommit

Action:

CodeCommit 

source repository

SOURCE STAGE

AWS CodeBuild

Action:

Run 

cfn-lint

on template

VALIDATION STAGE

AWS CloudFormation

Action:

Deploy template

DEPLOY STAGE

AWS CodeBuild

Action:

Run 
cfn-policy-validator

on template

Policy validation



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

IAM Policy Validator for AWS CloudFormation

cfn-policy-validator: parses resource-based and 

identity-based IAM policies from your CloudFormation 

template and runs the policies through IAM Access 

Analyzer checks

• Runs in CI/CD pipelines that deploy CloudFormation templates

• Prevents deployments with IAM Access Analyzer findings

• Parses templates and evaluates intrinsic functions (for example, Fn::Sub

or Ref) that IAM Access Analyzer can’t read    today’s challenge
AWS CodeBuild

Action:

Run 
cfn-policy-validator

on template
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Let’s build!
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Visit dashboard.eventengine.run
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Visit dashboard.eventengine.run
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Visit dashboard.eventengine.run
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Visit dashboard.eventengine.run
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Visit dashboard.eventengine.run

Event Hash:

d0f2-189c89b514-24

https://github.com/awslabs/aws-cloudformation-iam-policy-validator

https://github.com/aws-samples/aws-iam-access-analyzer-samples

https://github.com/awslabs/aws-cloudformation-iam-policy-validator
https://github.com/aws-samples/aws-iam-access-analyzer-samples
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Thank you!
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