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Agenda

> AWS services for workforce identity
> AWS Managed Microsoft AD and integration
» Picking the right services

= > Security best practices

> Using AWS Single Sign-On for managing access to applications
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AWS services for workforce identity
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AWS lIdentity and AWS Directory Service AWS SSO
Access Management
(IAM)
* Create and manage « Use managed Active Directory * Centrally manage access
AWS users and groups in the AWS Cloud to multiple AWS accounts

and resources

» Use permissions to allow Connect AWS applications to

and deny access to self-managed Active Directory » Single sign-on access to

AWS resources hundreds of business
applications using
SAML 2.0
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AWS Managed Microsoft AD

Managed service for actual Active Directory
Multi-AZ, multi-Region AWS Managed VPC
Supports PCl, HIPAA, SOC, and FedRAMP

compliance standards ety sone ' relebyzone

AWS responsibility ‘i:j"_'l ‘i:j"_'l

Deployment

Patch . .
Monitor ooz
Snapshot/restore

Customer responsibility

Administer users, groups, GPOs, etc. : ‘i::E"—J ‘i::E"_J

Password policies : Awp App 2

i \ anage i
Trust relationships § ; 10.03.0/24
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Establishing Active Directory in AWS

AN s
Corporate data EI AWS Cloud Corporate data EI AWS Cloud
center ) Trust R ? center LDAP, ]
ég& I% ) g I ) 8&% El < |_Kerberos
T Lpap, ‘
Users&  Active Kerberos, |  AwS Managed Users&  Active Service
groups  Directory | referrals Microsoft AD groups  Directory account AD Connector
Option 1: AWS Managed Option 2: AD Connector with service principal
Microsoft AD with trust
s
AWS Cloud Corporate data EI AWS Cloud
? center
>9 24 & - SERN:
. A — & & Replication T
AWS Managed Users & Users&  Active Self-managed AD
Microsoft AD groups groups  Directory
Option 3: Stand-alone Option 4: AD on Amazon EC2 with replication

AWS Managed Microsoft AD

Option X: Combinations of the above
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Leveraging Active Directory in AWS

End user access

Amazon RDS for
SQL Server
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t VPC  —— i it eieteieleiely ittt .
P4 < Gt > = : AWS managed a .
S8 (| . |
% H. , = : ) :
. LDAP, i Windows : !
Users&  Active Kerberos application : !
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When is two-way trust required?

When your workload in AWS Managed Microsoft AD
needs to access any service secured by your
on-premises Active Directory

» Access from a server joined to AWS Managed
Microsoft AD to on-premises resources
(file shares, SQL databases, etc.)

» Apps requiring searching for AD objects
and groups

Typical use cases

» Accessing Amazon RDS for SQL with
on-premises AD credentials — one-way trust
is sufficient

* Login to Amazon WorkSpaces deployed in
AWS Managed Microsoft AD — one-way trust
is sufficient

» Accessing on-premises file share from
Amazon WorkSpaces joined to AWS Managed
Microsoft AD — two-way trust is needed
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| am in Domain A and

| want to access a file
share on Amazon
FSx in Domain B

1. Authentication Service Request

\ 4

2. Authentication Service Response

3. Ticket-Granting Service Referral Request
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4. Ticket-Granting Service Referral Response
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Amazon FSx file system
in Domain B

Domain A

Domain B
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Security event logging to Amazon CloudWatch

Application management Scale & share Maintenance

Trust relationships info ‘ Actions ¥ ‘

Trust relationships allow resources in this domain to be accessed by users located in an existing domain or vice versa.
Enable log forwarding to CloudWatch for www.example.com X

Once enabled, AWS Managed Microsoft AD will forward your domain controller security logs to Amazon CloudWatch Logs. You can enable

cloud.example.test External © Verified One-way: Outgoing Enabled or disable log forwarding at any time.

corp.example.com Forest @ creating One-way: Outgoing Disabled
© Create a new CloudWatch log group Choose an existing CloudWatch log group
IP routing

Modify the route table in your directory to enable routing to public IP addresses through your VPC. Learn more

CloudWatch Log group name

No routes have been added. Get started by adding a route in the actions dropdown. /aws/directoryservice/

Logging info

CloudWatch resource policy

Pricing

Cancel
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Using AWS SSO for managing access to apps

On-premises

e —

Groups Active
Directory

e’

v

Management account

AWS Directory
Service

E=

Directory connection
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AWS SSO user portal

AWS Single Sign-On

E Assignments
; |

Entitlements Apps
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Single sign-on to Amazon EC2 Windows instances

- New feature in AWS Single Sign-On and AWS Systems Manager
Fleet Manager (released 11/29/2021)

« In-browser desktop session to Amazon EC2 Windows instance

« Supports single sign-on, Amazon EC2 key pairs, or username and
password credentials

« No open ports, no bastion hosts required!

- Permissions managed with AWS Identity and Access
Management (IAM)
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Single sign-on to Amazon EC2 Windows instances

AWS Cloud
AWS Organization

= a )
Oa| Management Account

@ Create permission set <demoFMPermissionSet>

(\5 Assign permission set to an AWS 550 group <demoFMGroup=>
-

AWS S50
AWS Single Sign-On Permission Set

Bl Account 1 D —

IAM Rale IAM Palicy
E VPC

82 [ =

@

Users Browser

Login to AWS 550 user Portal
and navigate to Fleet Manager

AWS Systems Manager
Fleet Manager

EC2 Windows
Instance

=
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_| Account 1
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AWS Systems Manager
Fleet Manager

EC2 Windows
Instance
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Additional resources

AWS Directory Service
https://aws.amazon.com/directoryservice

AWS Managed Microsoft AD
https://aws.amazon.com/documentation/directory-service/

AWS Quick Start for Active Directory
https://aws.amazon.com/quickstart/architecture/active-directory-ds/

“AWS for Microsoft Workloads” on YouTube
https://www.voutube.com/playlist?list=PLhr1KZpdzukdJlixulUM7pMB7al2 FfTP

“Active Directory Doman Services on AWS" whitepaper
https://d1.awsstatic.com/whitepapers/adds-on-aws.pdf

“AWS Hybrid DNS with Active Directory” whitepaper
https://d1.awsstatic.com/whitepapers/aws-hybrid-dns-with-active-directory.pdf
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Thank you!
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