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é@ Enterprise operations at scale Automation services
Prime Day 2021 Machine learning

Bringing it all together:
Intelligent automations in action
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Intelligent data sources
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Enterprise support @

HELPING CUSTOMERS ACHIEVE OUTCOMES AND FIND SUCCESS IN THE CLOUD

o 25 5 il

[N —
24/7 support Business outcomes Supporting Efficient support
in the cloud Amazon.com retail tools to help engage

with customers
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AWS Managed Services (AMS)

ENABLE, BUILD, AND OPERATE ON AWS

/\ H
AWS Cloud experts o o Ongoing

Fueled :%

by automation o' —
/ Fully integrated \
AWS platform
Secure and AN /\
cqmpliant 2&&?{\3 . — Frog —
landing zone @ ‘ o

-
N

Built on standard AWS tools and customer-owned assets

aws

cost optimization

o—— No vendor lock-in

No contracts,
month-to-month,
with consumption-
based pricing
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Operations at scale:
What does that mean?
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Example: Operational activities in perspective

ACTIVITIES CAN VARY ACROSS ACCOUNTS AND BUSINESS FUNCTIONS
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Example: Operational activities in perspective

ACTIVITIES CAN VARY ACROSS ACCOUNTS AND BUSINESS FUNCTIONS

These are some of the operations tasks

.- (-] N
e A
______  e— ______  ee— ______  e—
Monitoring Deployment Operational
reporting

Patching and

state configuration and logging

28

3%
A A
I
Change Release On-call scramble Environment
management outages or fatigue management
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R Z,\
|j Added 159 petabytes -

\_11.1 trillion

requests per day

Stats during —
Prime Peak load of more than

Day 2021 \_290 million

P

(o)

\< 47.7 million
messages per second
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@ Increased normalized instances by

\_12.5%

,—\
Amazon EC2 instance

\ price-performance up

40%

*0
@<> Processed

\. 233 billion

transactions

. N
@ Peaking at

\_ 89.2 million

requests per second
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Scale brings
challenges and
opportunities

4 é?" Unexpected bills and
\ ¥/ unused resources

¢ Service disruption and impact
{C:",)?A reduction - fault tolerance

Ez_ Managing events and
==(%)  scheduled changes

””I’I Performance opportunities

Monitoring governance
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AWS Infrastructure Event Management (IEM)

timeline

OPERATIONAL READINESS

Kiclg off IEM Complete IEM planning document
?(;lrselgae ss'fs Identify critical path items
into capacity
forecasts Architecture review limits
Capacity and runbook creation
\ % \%

Post-event recap
Descaling

Return to
normal

QIO (]
Prepare @5 Test -+ Event () Review
R — =
1-2 months +=] 2-3 months Q 1-2 months 1-3 days 1-3 weeks

/]

Scaling
Final checks

Load testing

N\

Game days
adws
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Staff planning center
Monitor infrastructure

Emergency scaling

React as necessary
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Intelligent
data sources
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AWS Trusted Advisor

HOME OF AWS BEST PRACTICES

QB Services with AWS Trusted Advisor best practices

0 8 W wW O

&
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Amazon EC2 Amazon Amazon Amazon AWS Amazon S3 IAM AWS
CloudFront Route 53 OpenSearch Cost Explorer CloudFormation
Service
- R__7 K_7
C\ =P £
I\ o< & 8 & e
AWS Amazon Elastic Load Amazon Reserved Amazon EBS Amazon RDS AT
Lambda VPC Balancing Redshift Instance (RI) CloudTrail
reporting
- @ﬂ 0, X O SQL Server
== oY 5 © . @
Amazon AWS Well- AWS Amazon EC2

Comprehend  Architected Security Hub  SQL Server

dWws
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AWS Trusted Advisor

HOME OF AWS BEST PRACTICES

AWS Trusted Advisor

Assess best practices

Result

9

GREEN
No action is required

v — v — 7 — YELLOW
TA v — v — v — .
N N V-Q [ V—A V4 ) Issues that need attention
| console . .
B % Checklist Checklist Checklist
8 cost performance  fault tolerant
— — RED
Users j:ﬁ j_ Critical issues identified
| Support R
7 4 Checklist Service
API
security limits
adws i . .
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AWS Health

TRANSPARENT VISIBILITY INTO YOUR RESOURCE PERFORMANCE AND AVAILABILITY

aWws
~ Your resources
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third party
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Automation tools
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Amazon EventBridge

BUILD EVENT-DRIVEN AUTOMATIONS AT SCALE

o—
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Formerly known as
Amazon CloudWatch Events

Near-real time stream of system
events of changes in AWS resources

Integration with multiple AWS
services as source and targets

Spe =
>
Amazon Kinesis AWS Step
C—=x] Data Firehose Functions
C—A
A
Rule OCI:I?O ﬁ'—.l
" 55
Amazon SQS Amazon EC2

I\

AWS Lambda Amazon Inspector

(2 T
&
AWS Systems AWS CodePipeline
Manager

R

AWS CodeBuild Amazon SNS
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AWS Health Aware (AHA)

ENABLES YOU TO START USING AWS HEALTH IN UNDER 5 MINUTES

QT‘\_ Real-time alerts on issues, changes, and notifications
reported in your account’s AWS Health dashboard

AR Integrates with single AWS accounts as well as

A AWS Organizations
¥  Integrates with common communication platforms
—
5 |
apve
.. % Teams @ 8@
aws
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AWS Systems Manager (@

GAIN OPERATIONAL INSIGHT AND TAKE ACTION ON AWS RESOURCES

@®— Provides visibility and control of your
infrastructure on AWS in a unified
user interface
Automation Documents Patch Manager
@®— Performs multiple operational tasks
across multiple AWS resources
OpsCenter Inventory Maintenance
@®— Provides multiple capabilities for Windows
infrastructure automation
Run Parameter State
Command Store Manager

aws
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o
-
Incident Manager A
1
RESOLVE APPLICATION ISSUES FASTER WITH AUTOMATED RESPONSE PLANS =
@®— Response plan runbooks triggered by alarms
[BananaStand] Customer checkout failures
@®— Notify people via SMS, voice, and escalations
Summary
@®— Track incidents from detection to post-incident analysis 868 incidentin Progress 6B

!

!
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Collaborate in Slack via AWS Chatbot

Learn from issues via post-incident action items tracked
in OpsCenter

Summary of Incident
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Support Automation Workflows
(SAW)

SAW runbooks help AWS customers troubleshoot and
fix common issues with their AWS resources

@®— Written and maintained by premium support
Available to all customers

Can perform actions on almost any AWS resource

Pt

Support on-premises executions
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Build, deploy, monitor, assess, and automate

BUILD, TEST, DEPLOY MONITOR AUTOMATE

i @ @ @ —— A\

AWS AWS Amazon AWS X-Ray
CodeCommit  CodeBuild CloudWatch AWS Systems Manager AWS Lambda
[AAR o
U ASSESS \L
AWS AWS Fault oo W i oo M
CodeDeploy Injection F( Region 1 F Region X

Simulator (_\“,\5)_ @ Tt @

AWS Personal AWS Trusted Advisor .___SAW runbook | i _>AWrunbook i
Health Dashboard

AWS Cloud Development Kit AWS Serverless Application

MODEL E—rib AWS CloudFormation (AWEICDK) A7 Model (AWS SAM)
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Build, deploy, monitor, assess, and automate

AUTOMATE

@ o\

AWS AWS Lambda
Systems Manager

1

Region L Region X

______________________________________________________________________________
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Quick recap...

Operations Intelligent Automation
at scale data sources tools

How to validate operational readiness?
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AWS Fault Injection Simulator

IMPROVE RESILIENCY AND PERFORMANCE WITH CONTROLLED EXPERIMENTS

(D
!

v
AWS ldentity and
Access Management FIS engine FIS safeguards

(IAM)

Start experiment Stop experiment @
Amazon
@ 5 g0 < — EventBridge
AWS

Management AWS Fault

Console Injection Simulator E AWS resources

O
0ol

D @ % Amazon

CloudWatch
Compute Databases Networking Storage alarms

— o,

AWS Command

) Experiment
Line Interface (AWS CLI)

template
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Intelligence through
machine learning

aws
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Leverage AlOps from the AWS ML stack

AWS ML stack

— Business tools
Vision Chatbots Business tools Search ——Fealthcare
Rekognition Lex Personalize Forecast =~ Kendra HealthLake 1
Fraud Detector Comprehend Medical Amazon Personallze

Al SERVICES Lookout for Metrics Transcribe Medical Amazon FO recast
Speech Text Contact centers Code + DevOps Industrial Am azon F rau d D et e Ct or
Polly Comprehend Contact Lens CodeGuru Panorama Appliance and SDK, .
Transcribe Translate Connect Voice ID DevOps Guru Monitron, Lookout for Am azon I_O (@] kO u t fO I M et rcs

Textract Equipment, Lookout for Vision
I SAGEMAKER STUDIO IDE I
Label Data Store ED:;e:( ti:z Visualize in Pick Train Tune Deploy in Manage Manage edge
AMAZON data collection prep features DfediCtFi’Ol'\S notebooks algorithm models faster parameters production & monitor devices
SAGEMAKER
- cyeo . Code + DevOps
Amazon CodeGuru
ML FRAMEWORKS TensorFlow, PyTorch, Deep learning _ " Amazon DevOps Guru
& INFRASTRUCTURE Apache MXNet AMIs & containers GPUs Inferentia Elastic inference FPGA
Broadest and most complete
set of machine learning capabilities
aWwWs
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Amazon Forecast: Machine learning
time-series forecasting

Historical data :
i Amazon Forecast
Supply chain, @ _'9 [[I_"Gb

inventory, etc.

o o o o o o ® |
Related “ l” dat . . .. Customized |
evce:therc?u:c?al offzr: _9 Load Inspect Identify Select Select Train Optimize  Host forecasting API !
3P data data  features from5 hyperparameters models models  models [

product details algorithms

......................................................................................................

Fully managed by Amazon Forecast

aws
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Predictive scaling in Amazon EC2 Auto Scaling

MACHINE LEARNING TECHNOLOGY BEHIND THE SCENES

0l = @
Machine Loads metric — > Performs — Schedules — Repeats
learning model and forecasts regression analysis scaling actions every day
Billions of data points Next 2 days based on between load metric for the next
from Amazon.com the pretrained model and scaling metric 2 days, hourly
2 2 2
O O o
© © ©
Q. Q. Q
S S S
S~ S~ S~
© © ©
© (54} (5]
g - S . >
Time Time Time
Capacity provisioning Capacity provisioning Capacity provisioning with predictive
on premises with dynamic scaling scaling and dynamic scaling
—— Provisioned capacity Actual capacity demand
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Amazon CloudWatch anomaly detection (@

& & 4

\

L aaaa s
Self-learning Awareness Dynamic
metric behavior of seasonality alarming
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Easy to use

No configuration or ML experience required

Auto-detect operational issues

DevOps Guru continuously analyzes streams of disparate
data and metrics to determine application behavior

Amazon
DevOps Guru

ML-powered cloud
operations service to
improve application

Quick resolution

Helps to resolve issues quickly with ML-powered
insights and recommendations

Scalable

ava i la bi lity Easily scales and maintains availability
as new AWS workloads are added
Reduce noise
Helps overcome alarm fatigue by automatically
correlating and grouping related anomalies
aWS © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Bringing it all together:
Intelligent automations
in action

aws
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Minimizing manual operations for scalability

5 Amazon AWS AWS Batch
AWS Trusted ; p— EC2 Systems
AdVisor Rewm_enda_lions& Manager
N .
g 1 7 [
m Dashboard Set up notifications with CloudWatch Events Amazon AWS AITIaZ(.)I’I AV.Vs l.
—\’\0— 42 4 somasoicmom | 3 Qhorstenns EventBridge Lambda Kinesis CodePipeline
AWS Personal ﬁ
Health V_E [ v-E
Dashboard
Amazon SNS Amazon AWS §tep Amazon
ECS Functions SNS
_/-’n’ Cﬁ-:(}o
1l NG
Forecast SQS CodeBuild
aws —
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AWS Health

AUTOMATION PROCESS FOR HANDLING AND REMEDIATION OF ABUSE ALERTS

Programmatically capture abuse events to notify
relevant parties and take automation action

https://go.aws/3BfaOQp

.aWS1 Services v Resource Groups - ne ~ Global v Support ~

Dashboard Set up netifications with CloudWatch Events G Abuse copyright dmca report
] 1 Open issues 0 Scheduled changes 0 Other notifications Details Affected resources
- ° Dashboard Aug 27, 08:57 PM UTC
se I'Id in g e ma 1 l spa m [URGENT: RESPONSE REQUIRED WITHIN 24 HOURS or your resources may

Event log Issues that n t affect your AWS infrastructure. 3 issues were resolved in the past 24 hours. Seea € be suspended)]
We've received a notice(s) that your AWS resource(s) listed in the 'Affected
Y Start time: August 20, 2018 at 2:08:16 PM resour tab has been posting, distributing, or hosting unlicensed copyright
protected content. This is forbidden by our terms. A copy of the complaint
Event Region... & Start time Last update time Affected res: identifying the allegedly infringing content is below.

L] Abuse copyright dmea ... August 27, 2018 at 1.... August 27, 2018 at 1 1 entity

° ° sable access to the content, up to and including
Exce ss I ve we b c raw ll n suspension of your account. You would have also received an email
: notification from ec2-2

directly to that email,

If you believe the content referenced in the notice is not infringing, you may
provide a counter-notice to our Agent for Notice of Claims of Copyright
Infringement via email at ec2-ab mazot m, abus mazonaws.com
or to the physical address below. The counter-notice must include the
following information;

o 1. Identify the material that was removed or disabled, and the location where it
pe n p roxy appeared before it was removed or disabled;
2. A statement by you declaring under penalty of perjury that you have a good
faith belief that the material at issue was either misidentified or mistakenly
removed;
3. Your name, address and telephone number;
4. A statement that you consent to the jurisdiction of the federal distri urt
for the judicial district in which your address is located, and that you will
accept service of process from the person who provided the notice set forth
above (if you are located outside of the United States, you must state that you

@ Feedback (@ English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use

aws
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https://go.aws/3BfaOQp

AWS Health

DOS ABUSE REPORT AUTOMATION
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Amazon CloudWatch

H\ G

AWS Lambda Amazon SNS

O C—=
R — fi->E=

AWS Personal Amazon CloudWatch
Health Dashboard Events

A —

Abuse
report

< y Omm
/ / '::::::::5

Lambda function Email notification

Describe instances

Isolate instance

\ 4
Prod Dev Other
instance instance instances

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Service Quota forecast and increase

= Jey A 5,

AWS Trusted Advisor Amazon EBS AWS Step Amazon AWS Lambda

Functions EventBridge Amazon S3

AWS Step Functions —
Amazon Forecast setup DDD — 7 ) )@
— S = \1,
‘ <~ Q Daily schedule List current utilization Daily usage =
Import dataset Wait o El[l[l
U 0ol E @: >< @ < Amazon Forecast
3 @ Weekly schedule Evaluate and request Forecast export T
@ < @ Service Quota increases
Train forecast Wait
X , A
— @ —
Export forecast Wait I
Service Quota
increase request

aws
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Establish alert governance

E AWS Cloud

@ N

o

Amazon
CloudWatch

AWS
CloudTrail

Amazon AWS
SNS Lambda

i

AWS Config

DevOps SNS topic Lambda
Guru insights function
Amazon
DevOps Guru
—> ) — i —>
Opsltem Automation CloudWatch
alarm

Amazon

CloudWatch

1)

AWS Config

— > —— %%

Conformance
pack

—{©

Amazon
GuardDuty

o

S
Security Hub
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Key takeaways for
your enterprise
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Enterprise support proactive reviews @

é__@

Infrastructure
Event Management
(IEM)

aws

S

©

Well-Architected
review

Proactive services

Workload diagnostics and reviews

Operational workshops
and deep dives
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Proactive programs to minimize
downstream issues

Specialized
onboarding

Continuous
education

AT

The technical account manager
(TAM) coordinates new
customer/team division setups

Technology and tool setup
(e.g., AWS Trusted Advisor)

Plan out quarterly
business reviews (QBRs)
and strategic programs

aws

S

Proactive
services

EL_\VY

500 QwikLabs training
credits per year

Help to upskill knowledge
of AWS services

AWS-led GameDays,
Hackathons, Immersion
Days, etc.

Promote innovation internally

Architecture
guidance

N

| S

AWS Support experts lead
workload reviews, best
practices workshops, and
deep dives to achieve
operational excellence

Well-Architected reviews
conducted by AWS Solutions
Architects and TAMs

Guidance for designing reliable,
secure, efficient, and
cost-effective systems

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Managed Services (AMS) (%,

Augments your teams with additional cloud operations
capacity and skills to achieve operational excellence in

AWS faster

@®— Robust library of automations @®— Security

@®— Ongoing AWS Control Tower operations @®— Patch and disaster recovery

@®— Incident management with @®— Financial and capacity management

recovery SLAsS

@®— Proactive monitoring and governance

aws
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Automation best practices

Define context g Principle of least privilege E»

Reference resource using tagging/naming Allow access to necessary APl for automation
convention/AWS CloudFormation

Think event-driven -@.  Think serverless s

Detect change leveraging existing service; Use AWS serverless
AWS Config/Amazon CloudWatch Events

dWws
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Key takeaways

Automating ML-powered Get expert

operations at scale capabilities guidance

Automation goes beyond Services like Amazon DevOps Guru, Leverage Enterprise Support,
solving repetitive tasks by Amazon Forecast, and Amazon operations reviews, training, and
supporting business goals at CloudWatch anomaly detection Well-Architected reviews

scale with emphasis on ease the operations burden by

continuous improvement being proactive

aws
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Thank you!

Tipu Qureshi Arvind Raghunathan
tqquresh@amazon.com ragarvin @amazon.com
adws
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