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Observability today
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Software is now we still waste time wrangling the
decoupled for velocity, data we need to debug, secure,
agility, and scale, but . .. and manage our applications
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WHERE DO WE WASTE TIME?

Waste months setting up rigid,
predetermined data collection

import (
"net/http"
"net/http/httptrace”

"github.com/opentracing/opentracing-go"

"github.com/opentracing/opentracing-go/log"
"golang.org/x/net/context"

Boilerplate
language-specific
instrumentation,
added manually

Actual business logic
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WHERE DO WE WASTE TIME (AND $$9%)?

Centralized cloud-only storage and Al/ML
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What is Pixie?
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WHAT IS PIXIE?

Instant code-driven debugging:
APM + infra-metrics + NPM + profiling
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Extend the observability stack to the edge
to reduce complexity + cost

Customer public/private cloud environment SaaS monitoring platforms

Al/ML
(detection assistance)

[ Observability Uls
(APM, logs, NPM, RUM)

r Telemetry
(metrics, trace, logs, events)

Decoupled application stack

Rigid predetermined Cloud-only Manual and siloed
manual collection storage and Al/ML user interfaces
Code-driven, on-the-fly, Edge + cloud API-driven
no instrumentation collection storage and Al/ML scriptable interfaces
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WHAT IS PIXIE'S FOCUS USE CASE?

Help developers debug application
performance issues in production (APM)

Primary focus is APM for )
performance debugging
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Other use cases like NPM, === b s s||3
build health, and AppSec . B|| % Bl %
. . . < . )
are enabled by Pixiebut [........ L. . .
are not currently a -
product focus End user
l-l LIVE - CLI API Integrations interfaces
PXL «Metrics n
scripts . Traces
* LOgs
* Events
API calls
Customer public/
private cloud ..
environment Pixie
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New Relic + open source = 9

New Relic is betting big on open-source software
by contributing Pixie to CNCF!
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Kubernetes observability
at the network edge
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Diagram

PXL * Metrics

Scripts . Traces
e Logs

+ Events
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Data collector

Omid Azizi
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PIXIE DATA COLLECTOR

Pixie includes various automatic
observability features
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Process Network Protocol Application Bpftrace Dynamic
stats stats tracing CPU profiler logging
(CPU, memory, 1/0) (alpha)
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PIXIE DATA COLLECTOR

Pixie includes various automatic

observability features
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PIXIE DATA COLLECTOR

Pixie includes various automatic

observability features
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Application
CPU
profiler

px::stirling: :SourceConnector: :TransferData(p
stirling tirlingImpl: :RunCore()
execute_native_thread_routine

0x00000800069de120

std: :thre State_impl<st thread::_Invoker<st

pid: /app/src/vizier/services/agent/pem/pem
container: pem
pod: vizier-pem-777gz

all

tirling::Connector..

d::tuple<void (px::stirlin

::StirlingIm
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PIXIE DATA COLLECTOR

Pixie includes various automatic
observability features
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Protocol
tracing

gt\ eBPF

9/27/2021,10:13:54 PM

9/27/2021,10:13:54 PM

9/27/2021,10:13:54 PM

9/27/2021,10:13:54 PM
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Accept:

Accept:

Accept:

Accept:

accept:

Accept:

application/json
application/json
application/json
application/json
application/json

application/ison

GET

POST

POST

POST

POST

POST

[carts/57a98d98e4b00679b4...

/paymentAuth
/paymentAuth
/shipping
forders

/shipping

{ address: { id: null,
{ address: { id: null,
{ id: 793ab593-0al13-464..
{ customer: http://user..

{ id: 3547d8e3-8ffb-4b5..
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PIXIE DATA COLLECTOR

Pixie includes various automatic
observability features
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Process Network Protocol Application Bpftrace Dynamic
stats stats tracing CPU profiler logging
(CPU, memory, 1/0) (alpha)

All without user instrumentation or redeployments
Powered by &\ eBPF
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WHAT IS EBPF?

eBPF analogy: An automated debugger

An eBPF probe is like a breakpoint Application code eBPF code

in a debugger

« Interrupts execution when
breakpoint is reached

void ProcessRequest(Req r) ({

(r.body == “ping”) {
But unlike a breakpoint, a small T = int Frobesendzong ()
program IS run o Probe triggers }

« Inspects and collects any
relevant state

« Then immediately resumes
the execution

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



WHAT IS EBPF?

The eBPF verifier: The kernel’s guardian

So can you do anything? Not quite
« The eBPF verifier is there to ensure the stability of the system

—————————————————————————————————

Linux kernel
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Deployed
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HOW DOES PIXIE USE EBPF?

Pixie uses eBPF technology to automatically
collect APM data

A

Send relevant
data to PEM
for parsing
and storage

\4 \4 \4 \4

Trigger on
networking-
related syscalls
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HOW DOES PIXIE USE EBPF?

Pixie even traces your TLS/SSL traffic

using eBPF

— Application

!

v
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write ---EL_read —
LS library

(e.g., openssl.so)

!

y

Trigger on TLS
library APl &
relevant syscalls

Send relevant
data to PEM
for processing
and storage
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WHAT DOES PIXIE TRACE?

Data collected by eBPF is parsed

and stored for querying

Data
from
eBPF
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S

>

Conn tracker

Protocol parsers

Postgres

JIL

Stored in
memory
for user
queries
via PxL

Supported protocols list

HTTP
MySQL
Postgres
Redis
Cassandra
Kafka
NATS
DNS
gRPC*

*gRPC is traced with dedicated uprobes
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WHAT DOES PIXIE TRACE?

The result: Full body tracing,
automatic service maps, and more

= |-| I >4 IE Cluster: gke:oazizi

Em 6

start_time: -5m v

throughput_filter: 8.8 v

namespace*: px-sock-shop v from_entity_filter: v to_entity_filter: «

% script: px/net_flow_graph v

Net Flow Graph

ustariocal

Presoch-shop/caets Sc4550MEy

pr-sock-shop/orders-77ch TcBIdepd7gw

pe-sock-shop/queue-mast

px-sock-shop/shipping 7456088755982k .
10169136241
ENABLE HIERARCHY
Table
2 = FROM_ENTITY ~ TO_ENTITY : BYTES_SENT BYTES_RECV BYTES_TOTAL

“:

px-sock-shop/carts-5fc45568c4-bvwbs carts-db.px-sock-shop.sve.cluster.local 40.1 63.4 ¥ 103.5
@ px-sock-shop/carts-5fc45568c4-bvwbs kube-dns kube-system.svc.cluster.local 38.3 91.7 138
0 px-sock-shop/orders-77¢57¢89dc-p47gw shipping.px-sock-shop.svc.cluster.local 3.8 2.3 KE 6.1
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Pixie + OpenTelemetry = 9

YOU CAN INTEGRATE PIXIE WITH ALL THE OTHER TOOLS YOU LOVE!

NAIE
: O &

elasticsearch  Prometheus OpenTelemetry

Example OTel input
data sources
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O Newkeli. G

Developer Appreciation Party

Come celebrate with us! Everyone welcome!
Omnia Nightclub | Wednesday, Dec 1, 8pm-11pm

(RSVP here)




Thank you!

Check out Pixie's GitHub Check out New Relic One, 100 GB/mo for free!

Join Pixie's Community Slack
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https://github.com/pixie-labs/pixie
https://newrelic.com/

