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Kubernetes observability use cases
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Observability today

Software is now 
decoupled for velocity, 

agility, and scale, but . . .

we still waste time wrangling the 
data we need to debug, secure, 
and manage our applications
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Waste months setting up rigid, 
predetermined data collection

W H E R E  D O  W E  W A S T E  T I M E ?

Boilerplate 

language-specific 

instrumentation, 

added manually

Actual business logic



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Centralized cloud-only storage and AI/ML
W H E R E  D O  W E  W A S T E  T I M E  ( A N D  $ $ $ ) ?

98%+ of telemetry data 

is useless, but moved to 

centralized backend . . .

METRICS TRACES LOGS
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What is Pixie?
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Instant code-driven debugging: 
APM + infra-metrics + NPM + profiling

W H A T  I S  P I X I E ?
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Extend the observability stack to the edge 
to reduce complexity + cost

SaaS monitoring platformsCustomer public/private cloud environment

Edge 

observability

AI/ML

(detection assistance)

Observability UIs

(APM, logs, NPM, RUM)

Telemetry

(metrics, trace, logs, events)
Decoupled application stack

Rigid predetermined 

manual collection

Cloud-only

storage and AI/ML

Manual and siloed 

user interfaces

Code-driven, on-the-fly, 

no instrumentation collection 

Edge + cloud 

storage and AI/ML

API-driven 

scriptable interfaces
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Help developers debug application 
performance issues in production (APM)

W H A T  I S  P I X I E ’ S  F O C U S  U S E  C A S E ?

Primary focus is APM for 

performance debugging

Other use cases like NPM, 

build health, and AppSec 

are enabled by Pixie but 

are not currently a 

product focus

Pixie API

No-instrumentation baseline visibility

Code-

level 

context
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End user 

interfaces

API calls

Pixie

• Metrics
• Traces
• Logs
• Events

PXL 
Scripts

Customer public/ 

private cloud 

environment
K8 Clusters
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New Relic + open source = 💜
New Relic is betting big on open-source software 
by contributing Pixie to CNCF!
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Diagram

Pixie API

• Metrics
• Traces
• Logs
• Events

PXL 
Scripts

EKS

Linux kernel

Service 1

Service n

PEM
Nodes
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Data collector

Omid Azizi
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Pixie includes various automatic 
observability features

P I X I E  D A T A  C O L L E C T O R

Process 

stats

(CPU, memory, I/O)

Network 

stats

Protocol 

tracing

Application 

CPU profiler

Bpftrace Dynamic 

logging

(alpha)
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Pixie includes various automatic 
observability features

P I X I E  D A T A  C O L L E C T O R

Process 

stats
(CPU, memory, I/O)
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Pixie includes various automatic 
observability features

P I X I E  D A T A  C O L L E C T O R

Application 

CPU 

profiler
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Pixie includes various automatic 
observability features

P I X I E  D A T A  C O L L E C T O R

Protocol 

tracing
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Pixie includes various automatic 
observability features

P I X I E  D A T A  C O L L E C T O R

Process 

stats

(CPU, memory, I/O)

Network 

stats

Protocol 

tracing

Application 

CPU profiler

Bpftrace Dynamic 

logging

(alpha)

All without user instrumentation or redeployments

Powered by
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eBPF analogy: An automated debugger
W H A T  I S  E B P F ?

An eBPF probe is like a breakpoint 

in a debugger

• Interrupts execution when 

breakpoint is reached

Application code eBPF code

void ProcessRequest(Req r) {

if (r.body == “ping”) {

SendPong();

}

...

}

// eBPF probe that

// counts number of

// calls to SendPong() 

int ProbeSendPong() {

pong_count++;

}
Probe triggers

But unlike a breakpoint, a small 

program is run

• Inspects and collects any 

relevant state

• Then immediately resumes 

the execution
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The eBPF verifier: The kernel’s guardian

So can you do anything? Not quite

• The eBPF verifier is there to ensure the stability of the system

W H A T  I S  E B P F ?

Compiler

Linux kernel

BPF verifier Pass?

Deployed

Rejected!

int func() {

int a;

int b;

sum = a+b;

...

0101010101

1101011011

0101010101

0101000010

1010111100
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Pixie uses eBPF technology to automatically 
collect APM data

H O W  D O E S  P I X I E  U S E  E B P F ?

Pixie Edge 

Module (PEM)

Send relevant 

data to PEM 

for parsing 

and storage

BPF 

probes
Linux

K8s application

connect send recv close

Trigger on 

networking-

related syscalls
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TLS library
(e.g., openssl.so)

Pixie even traces your TLS/SSL traffic 
using eBPF

H O W  D O E S  P I X I E  U S E  E B P F ?

Pixie Edge 

Module (PEM)

connect send recv close

Trigger on TLS 

library API & 

relevant syscalls

Send relevant 

data to PEM 

for processing 

and storage

BPF 

probes

SSL_write SSL_read

Linux

Application
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Data collected by eBPF is parsed 
and stored for querying

W H A T  D O E S  P I X I E  T R A C E ?

Supported protocols list

HTTP

MySQL

Postgres

Redis

Cassandra

Kafka

NATS

DNS

gRPC*

*gRPC is traced with dedicated uprobes

Conn tracker Protocol parsers

Stored in 

memory 

for user 

queries 

via PxL

Metadata

Data

HTTP

MySQL

Postgres

DNS

Data 

from 

eBPF

HTTP 
events

MySQL 
events

Postgres

DNS 
events
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The result: Full body tracing, 
automatic service maps, and more

W H A T  D O E S  P I X I E  T R A C E ?
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Pixie + OpenTelemetry = 💜
Y O U  C A N  I N T E G R A T E  P I X I E  W I T H  A L L  T H E  O T H E R  T O O L S  Y O U  L O V E !

Example OTel input 
data sources

Example OTel 
destinations
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Thank you!
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Check out Pixie’s GitHub

github.com/pixie-io/pixie

Join Pixie’s Community Slack

slackin.px.dev

Check out New Relic One, 100 GB/mo for free! 

newrelic.com

https://github.com/pixie-labs/pixie
https://newrelic.com/

