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Design considerations
I N B O U N D  I N S P E C T I O N  C H E C K L I S T
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Why go beyond SG & NACLs for ingress?
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Centralized versus distributed – Data plane 
models

Internet access to multiple VPCs 
via a single VPC

Higher data processing costs, 
lower per-hour costs

Each VPC has its own internet 
access

Lower data processing costs, 
higher per-hour costs

* Management / control plane can be centralized in both scenarios 

Centralized Distributed
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Distributed VPC security integrations
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SubnetSubnet

Distributed VPC security integrations
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Centralized VPC security integrations
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Centralized VPC security integrations

EC2

AWS Transit Gateway

EC2 EC2

Gateway Load BalancerAWS Network Firewall

Considerations:

• Edge VPC ELB can only 

target IPs, not 

hostnames

• App VPC ELB must use 

NLB to provide a static 

IP to edge VPC ELB

• ELB can terminate 
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Gateway Load Balancer

      

   

      

            

            

                     

                              

             

Use case example 1
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Use case example 2

* ELB can only target IP in app VPC
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Thank you!
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