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How do I operationalize edge devices 
using AWS?
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1. Why is secure remote management of edge devices challenging? 

2. How AWS Systems Manager helps in managing edge devices

3. How to manage the entire software stack for edge devices 

4. Demo

Agenda
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What it takes to operationalize edge devices
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Challenges in operationalizing edge devices
E X T E N D  I T  O P E R A T I O N A L  P O L I C I E S  T O  E D G E  D E V I C E S
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Systems Manager now 
supports managing 
edge devices
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Manage edge devices securely 
using AWS Systems Manager
C O N S I S T E N T  A N D  S E C U R E  R E M O T E  M A N A G E M E N T  O F  Y O U R  E D G E  D E V I C E S
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Integrated 
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Architecture

AWS CLI access
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Integrated management of IT assets 
and edge devices

• Use Fleet Manager to get a 
holistic view of your entire fleet

• Use a common toolkit to 
enforce policies across IT assets 
and edge devices  

• Increase efficiency, as 
integration with third-party 
tools is no longer required

E X T E N D  I T  O P E R A T I O N A L  P O L I C I E S  T O  E D G E  D E V I C E S
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Prebuilt runbooks based 
on AWS best practices

• Improve efficiency by automating 
operational tasks such as 
provisioning and patching

• Simplify maintenance and 
deployment tasks using 100+ 
automated, prebuilt runbooks

• Use built-in safety controls to 
incrementally deploy changes and 
automatically halt deployments if 
errors occur

E A S I L Y  A U T O M A T E  R E P E T I T I V E  O P E R A T I O N A L  T A S K S  S U C H  A S  P A T C H I N G  A N D  P R O V I S I O N I N G
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Secure troubleshooting 
using Session Manager

• Eliminates the need for bastion hosts, 
inbound firewall exceptions, and 
managing SSH keys

• Offers centralized access controls 
via AWS Identity and Access 
Management (IAM)

• Saves time and money, as you no 
longer need costly onsite 
maintenance visits

S E C U R E  A N D  A U D I T A B L E  P R I V I L E G E D  A C C E S S  T O  Y O U R  E D G E  D E V I C E S
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Native integration with 
AWS IoT Greengrass
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AWS IoT Greengrass – Build, deploy, and 
manage IoT applications

Security – at-rest and in-transit



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Secure remote management of 
your full edge software stack

• Use AWS IoT Greengrass for 
integrated management of 
system software and applications

• Save time, as integration with  
other remote management tools 
is not required

• Easily provision the SSM Agent 
as an AWS IoT Greengrass 
component with a few clicks AWS IoT Greengrass 
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How is it priced? 

No additional charge

Basic tier

• Integrated fleet 

management

• Patching and 

firmware updates

• Provisioning and 

configuration 

management

• Up to 1,000 devices 

Advance tier

• All features 

of basic tier 

• Session Manager

• No limit on number 

of devices 

$5/month1
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Thank you!
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