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amazon.com/picnic/97

Amazon needs scalability

ig F
A

Scalability

The ability of a workload to perform its agreed
function when the load or scope changes
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Scalability S
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Quantity: 1 :)
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Amazon got big

AMAZON PRIME DAY 2021 SALES STATISTICS

Source: https://www.statista.com/topics/5385/amazon-prime-day/
aws
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AWS statistics for Prime Day 2021

g% 89.2 million requests/s

Amazon @ 47.7 million requests/s

DynamoDB
Amazon SQS

E 11.1 trillion requests/day

Amazon EBS >290 million requests/min

600 billion requests total

Amazon CloudFront

aws Source: Jeff Barr, VP and Chief AWS Evangelist
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Reliable scalability

Reliability

The ability of a workload to perform its required
function correctly and consistently
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AWS Well-Architected

Operational
excellence

9

Security

[ (]

Reliability

X

Performance
efficiency
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Cost
optimization
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Service-oriented and
microservices architectures

~\

Bias for action

Speed matters in business
We value calculated risk taking 5

\_
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Architecture evolution

WHEN THE IMPACT OF CHANGE IS SMALL, RELEASE VELOCITY CAN INCREASE

DOodd

Monolithic application Service-oriented Microservices
Does everything Does some things Does one thing
High impact of change Smaller impact of change Smallest impact of change
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Microservices deploy and scale independently

Capacity is shared
among services
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Deployment velocity

150 million deployments per year

2%
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Amazon “detail page”
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Amazon “detail page” has 100s of service calls

DebuglnfoError

All-new Fire HD 8 tablet, 8" HD display, 32 GB,

designed for portable entertainment, Black
Al.l-I"IEW DebuglnfoError

32/64 GB storage | 12-hour battery | 2 GB RAM
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SUBSCRIPTION BOXES BEAUTY FOOD & DRINK LIFESTYLE PETS TOYS & KIDS

Amazon Subscription Boxes: Toys & Kids

Shop the top toy subscription boxes for kids and adults

50°/o ‘H19Hi9h£s nghllghts Puzzle Club - Kids Puzzle Books
OFF 4.

5
YOUR FIRST BOX A

' e hedden

18 vegeschies on o fovad
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OFF

The Comic Garage
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Amazon subscription boxes

Amazon API Gateway

AWS Lambda Amazon DynamoDB Amazon S3

Chooses items in the subscription box for customer

“Nanoservice”

 Built and maintained by 3 engineers

- Handles millions of events/day

- Delegates to other systems: Fulfillment system

aws
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Reliability pillar - Service architecture

Lo AWS
RE_L 3. How do you design your workload service architecture? O\J Well-Architected

nro

Build highly scalable and reliable workloads using a service-oriented architecture (SOA)
or a microservices architecture. Service-oriented architecture (SOA) is the practice of

making software components reusable via service interfaces. Microservices architecture

goes further to make components smaller and simpler.

(® Question does not apply to this workload Info

Select from the following

Choose how to segment your workload Info _

Build services focused on specific business domains and functionality Info 4=
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Review and test

-
Insist on the highest standards

Leaders are continually raising the bar and driving
\their teams to deliver high-quality products
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Mechanism

Mechanisms

Inputs - Tool

““When you ask for good
intentions, you’re not
asking for a change,
because people already
had good intentions.”

Jeff Bezos
Founder and Executive Chair, Amazon.com
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Code review

« All code and configuration destined for production
. If no consensus, then need a second reviewer
« It's iterative — CR changes must also be reviewed

“By approving a change, the code
reviewer is putting their stamp of
approval on the code, and also shares
in the accountability of the quality of
the change.”
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Principal engineers

. ] . . . . . Principal Engineering
Principal, senior principal, and distinguished Community
engineers across Amazon

- Exemplary practitioner

- Learn, educate, and clarify

Principal consult Internationalization

Principal design review AP design

dws
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Prime Video game day testing

Prepare for Thursday Night Football. .. and beyond

Watch Thursday Night Football Catch the latest coverage Real-time stats while you

with your Prime Membership Games kick off live on Thursdays at 8:20pm watch
ET/5:20pm PT. Join us for the NFL Network pregame

5  Ni te - /i *
Thursday Night Football is back on on Prime Video, how at 7:30pK or Brima Viduoic soum nrecams

X-Ray for live sports provides additional informatign

aws
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Types of tests performed

Can our services handle
an expected realistic

load?

v Mostly positive testing

v' Emphasis on prod behavior

Chaos testing

aws
~
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Types of tests performed

How does load change
performance?

\/Latency
v'Errors
\/Throughput

Chaos testing

aws
~
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Types of tests performed

When and where is a
breaking point visible?

v" Emphasis on breaking
the system

v" Not on prod-like behavior
Chaos testing

aws
~

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved



Types of tests performed

aws
~

How will services handle
underlying failures?

v Network latency
v" CPU or memory maxed out

v Dependencies failing



Reliability pillar - Test reliability

REL 12. How do you test reliability? inr
Lo AWS
bl O/ Well-Architected

doad to be resilient to tk

& resilie

P Ques not apply to this load

Select from the following
B Use playbooks to investigate failures
Perfarm post-incident analysis

Test functional requirements  Inf

Test scaling and performance requirements  Info

Test resiliency using chaos engineering

Conduct game days regularly

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Real users can be unpredictable

The match gets interesting . . . Customers rewatching a newly
subscribing in the second half released same episode

— |

i

—— Stream starts —— Stream starts
— Sign-ups — Concurrent streams
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Resilience validation mechanism

CEINDEVS
Production
services
Customer
+ . ey
. availability

Failure
conditions

Adoption

Inspection
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Dependencies

Microservices architecture

« What happens when your
dependencies fail?

« How do you know?
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Failure injection tests used by Prime Video

Database Load
Entropy Drain

Kernel Panic

VIP Move

Stop and Go

Slow Consumer
Database Exhaustion
Read Only File System
I0PS Hog

Large File Injection
Disk Hog

Log Scan

Latent Hostclass

Bad Dependency
Reboot Host

Packet Loss Hostclass Dependency
Exception Injection
Latency Injection
Memory Hog

CPU Hog

Port Blackhole

Packet Loss Dependency

aws
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Failure injection test (FIT) use case

Problem: Downstream dependency throttling caused availability drop

Solution: Implemented fast-fail circuit-breaker

. o Service
Client Circuit Breaker _ )
Connection (Supphe r)

Monitoring

dws
)
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High-velocity events

Protective actions

- Contingencies and mitigation levers
- Prioritization of critical workloads

- Capabilities to shield downstreams
« Control by title or customer group

aws
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Reliability pillar - Mitigate failures

REL 5. How do you design interactions in a distributed system to mitigate or

ithstand fail ? Info
withstand failures "n AWS

O™ Well-Architected

Throttle requests Info
Control and limit retry calls Info

Fail fast and limit gueues Info

Implement emerge

dws
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Prime Video’s journey

FROM MANUAL CHAOS TO AUTOMATED RESILIENCE

Communities

Built internal
chaos
products

Added
engineering
branch . .
prime video
\ELIE] N

load
testing

aws
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Understanding
services in production

4 )
Dive deep

Leaders operate at all levels, stay connected
to the details, and audit frequently

. J
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Weekly ops review

OPS 11. How do you evolve operations?

L S U Ccess Sto ri es : I. ime C r continuous incremental improvement to
« Metrics
« What can improve?

<]

us improvement Info _

Perform po nt analy nfo

<]

4]

Implement feedback loops

orm Kno

(<

(<

Define driv for improv

(<

Validate insights

< I < |

Document and share ) arned Info

orm operations metrics _

(<

Allocate time to make improvements Info
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The wheel

“Winner" gets to share metrics,
success stories, and challenges
with senior leadership
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Every service has a monitoring dashboard

Requests & Latency

40,000,000

| =\ S

400

* Number of requests

« Latency - p50, p90, p99,
and p99.9

(SLU 3wl Guissaoody

10,000,000 200 "

« Availabi |.|ty (9 S) 5,000,000 100

0 0
Augl  Augl Aug?2 Aug2 Aug2 Aug?

s A n d m 0 re 17:00 21:00 01:00 05:00 09:00 13:00
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Monitoring for Amazon

UNDERSTANDING IMPACT ON CUSTOMERS

Alarm if orders drop versus predicted

Orders on Amazon.com

dws
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Ring weekly load pattern

VIDEO CAPTURE AND REQUEST FOR PROCESSING

Apr 30 May 1 May 2 May 3 May 4 May 5 May 6
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Ring’s “Prime Day”: Halloween!

PREPARING FOR HIGH DEMAND

18:00 Oct 30 06:00 12:00 18:00 Oct 31 06:00 12:00

S

aws
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Nearly instant video processing

Front Driveway

[ =
e

Live

aws

S

Front Driveway

5

Live
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A“to sca ling for Ring Evaluate state

O‘ >
0o~ _ ‘

Alarms Amazon CloudWatch AWS Step Functions
monitoring
ﬂx
Queue metrics: Scale up/down
empty receives
A 4

- _ , | L -
Receive message L X .
E‘ New video event
Delete message T e
‘ ranscoder instances ini i
Input video Amazon SQS running on F|n|sri|§cls\é|deos
artifacts in 53 Amazon EC2 fleet
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Reliability pillar - Adapt to changes in demand

~ . AWS

REL 7. How do you design your workload to adapt to changes in demand? info WM

O™ Well-Architected

vorkload provides el c autom s match
emand at a

on does not apply to this w

Select from the following

Use automation when obtaining or scaling resources  Info _

Obtain resources upon detection of impairment to a workload Info

Obtain resources upon detection that more resources are nee for a workload Info _
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Going global

" Customer obsession

Leaders start with the customer and work
backwards. They work vigorously to earn and keep
\_customer trust. y
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AWS Regions and Availability Zones (AZs)

AWS REGIONS ARE PHYSICAL LOCATIONS AROUND THE WORLD WHERE WE CLUSTER DATA CENTERS

25 AWS Regions worldwide Each AWS Region has multiple AZs Each AZ is one or more
discrete data centers

9o = =
° o§ — —
% % o
N S Data center Data center
(=] 00
o Data center
o
A Redion i hvsical Data centers, each with
e LU EH PNy Aol dundant power, networkin
O AWS Regions o re [HOE [N 9
S Reg location in the world and connectivity, are
O Announced Regions housed in separate facilities
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Globalization amazon ads

AMAZON ADVERTISING

- Entities created in one Region to be
available globally

- Challenge - Our stacks were
regional; true globalization would
have involved 100s of teams to
change their architecture

- DynamoDB Global Tables to rescue!

aws
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Amazon Ads service globalization

aws AWS Cloud

Global Service

| Region

Global Replication

Amazon DynamoDB Amazon DynamoDB Amazon DynamoDB

D

Local Service

Local Service Local Service

DynamoDB Amazon MSK  Amazon
OpenSearch
Service

DynamoDB Amazon MSK  Amazon
OpenSearch
Service

DynamoDB Amazon MSK  Amazon
OpenSearch
Service
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Prime Video multi-Region live playback
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Prime Video multi-Region live playback
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Reliability pillar - Use fault isolation

REL 10. How do you use fault isolation to protect your workload? info A\ =/ =\ AWS

O™ Well-Architected

Fault isolated boundaries limit th o components.

m ents outside of the boundar ed boundaries,

stion does not apply to this
ct from the following

Deploy the workload to multiple locations

dws
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Summary

aws

7 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Reliable scalability for Amazon.com

Service-oriented
and microservices Review and test
architectures

Understanding
services in production

GameDays

Adoption

X

Inspection
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Resources

AWS Well-Architected Framework: aws.com/well-architected

AWS Well-Architected Labs: wellarchitectedlabs.com

The Amazon Builders’ Library: aws.com/builders-library

AWS Well-Architected Framework whitepaper: bit.ly/waframework

aws
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https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc
https://wellarchitectedlabs.com/
https://aws.amazon.com/builders-library/?cards-body.sort-by=item.additionalFields.sortDate&cards-body.sort-order=desc&awsf.filter-content-category=*all&awsf.filter-content-type=*all&awsf.filter-content-level=*all
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html

Related sessions

ADM301 [Breakout]: Under the hood at Amazon Ads

AMZ201 [Breakout]: Lumos: Amazon's internal, large-scale serverless payments system
AMZ202 [Breakout]: Driving sustainable operations at Amazon and Climate Pledge Arena
AMZ301 [Breakout]: How Amazon migrated a large ecommerce platform to AWS Graviton
AMZ302 [Breakout]: MLOps at Amazon: How to productionize ML workloads at scale
AMZ303 [Chalk Talk]: Amazon's approach to DevSecOps practices

INO201 [Breakout]: Amazon'’s culture of innovation

INO202 [Breakout]: How Amazon.com transforms customer experiences through Al/ML
ROB201 [Breakout]: Optimizing robotics and autonomous systems with AWS and Amazon
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Thank you!

Seth Eliot Kieran Kavanagh

Twitter: @setheliot linkedin.com/in/kierankavanagh/
linkedin.com/in/setheliot/
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