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Security is job zero

Why are we here'? Customers want agility at scale

We want to help you move faster
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What customers expect

A perspective on how to
What ShO“ld .you scale with AWS services
walk away with?

Better understanding of
security approaches on AWS
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Customers want...
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To enable many

Security and To take
teams of developers

compliance controls action
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AWS Shared Responsibility Model
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Infrastructure services Container services Abstracted services

aws

N © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Shared Responsibility Model

CUSTOMER DATA

CUSTOMER DATA CUSTOMER DATA

PLATFORM & APPLICATION

MANAGEMENT NETWORK TRAFFIC PROTECTION

CLIENT-SIDE DATA ENCRYPTION

OS, NETWORK, FIREWALL

CONFIGURATION CLIENT-SIDE DATA ENCRYPTION

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC PROTECTION

FIREWALL CONFIGURATION NETWORK TRAFFIC PROTECTION

N
C
wn
—
(@)
<
m
e
>
<

PLATFORM & APPLICATION
MANAGEMENT

PLATFORM & APPLICATION
MANAGEMENT

SERVER-SIDE ENCRYPTION

CLIENT-SIDE DATA OS, NETWORK, FIREWALL

CONFIGURATION

OS, NETWORK, FIREWALL
CONFIGURATION

ENCRYPTION/INTEGRITY

WVI SMY WVI 43NO0LSND

n
WVl SMY ¥IWOLSMD

COMPUTE/STORAGE/ COMPUTE/STORAGE/ COMPUTE/STORAGE
% DATABASE/NETWORK DATABASE//NETWORI/<
HARDWARE/AWS GLOBAL = HARDWARE/AWS GLOBAL HARDWARE/AWS GLOBAL
= INFRASTRUCTURE INFRAS'I{RUCTURE
Infrastructure services Container services Abstracted services
»

More best practices built in + less customer responsibility
CAS
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Identity
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Identities and perimeters

Set Verify

Identity is the building block for securing your data and workloads
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Identity hygiene

Disable root access, enable MFA
Principle of least privilege

Roles over users wherever possible
Password policy and key rotation

Federation across accounts
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AWS AWS IAM
CloudFormation Access Analyzer

AWS CloudTrail AWS Config

AWS Single Sign-On
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Verify intended permissions

Public and cross-account access Q- |-
Tagging and attribute-based access &'*3 =
controls to scale ;! -

User Permissions Resource

Audit unused roles
Validate permissions periodically

Iterate to tighten access

Review Reduce
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Single sign-on with AWS SSO
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Foundations
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APls 2ol

Every request is authenticated and authorized

Discover resources

Monitor every request
Orchestrate changes

Audit configuration
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Using AWS APIs =

Evaluate, implement, and enforce security baselines

Build controls for compliance and governance ~—_

Correlate activity with users, roles, and AWS metadata

Prepare for audit, incident detection and response
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Archive and audit APIs and metadata
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AWS accounts
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Account governance

AWS CONTROL TOWER

Account factory .W . New AWS account
Automated account aEE- B - B

p rOVi Si O n i n g Wit h g u a rd ra i l.S Network Network Network AWS Service Network Ant

baseline CIDR regions Catalog product baseline baseline
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Preventive and detective

guardrails

Detective/remediable
guardrails

. Preventive guardrail

Visibility into guardrail
compliance across accounts

Granular AWS SCP Granular AWS AWS Config
policies policies rules
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Areas where you can scale

Log everything — API, OS, network, application
Audit and adjust controls

Multi-account strategy

Workflow automation
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Multi-account approach // security log flow &

AWS Organizations
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Orgs: Account management

Log archive: Security logs

Security: Security tools, AWS Config rules
Shared services: Directory, limit monitoring
Network: AWS Direct Connect

Dev sandbox: Experiments, learning

Dev: Development

Pre-prod: Staging

Prod: Production

Team SS: Team shared services, data lake
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Workflow automation

Standardized cross-account
access across the organization

Deploy once, scale across
member accounts

Enables account governance
and customizations
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AWS Lambda Amazon Simple API endpoint
(AWSControlTower Queue Service
ExecutionRole)
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Security
solutions
extending
AWS Control
Tower
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Network activity
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Network detection strategies

@; Point in time vs. anomaly detection

VPCHowlogs  AWSNetwork Firewal
| Evaluate passive vs. inline
[}
Yrezrenemorne e Correlate with known bad domains,

IP addresses, disallowed Regions

Application-dependent
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Taking action
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Taking action

API activity
Non-compliant resources

Anomaly detections

Detections from security services
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Remediations

Test your response workflow

Automate as much as possible
Classify risk, data, users

Context-rich data
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Taking action with AWS Security Hub

Target
options

Amazon GuardDuty
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Amazon Inspector
AWS Amazon —/
Security EventBridge
Hub
@),
Amazon Macie
O0a0d T
Partner solutions
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Cross-Region aggregation

New and updated findings
(BatchimportFindings, BatchUpdateFindings)

Region 1

T Update to Region 1
(BatchUpdateFindings)

New and updated findings
(BatchimportFindings, BatchUpdateFindings)

Region 2
T Update to Region 2
(BatchUpdateFindings)
Redion 3 New and updated findings
egion (BatchimportFindings, BatchUpdateFindings)
T Update to Region 3
(BatchUpdateFindings)
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Where now?
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Summary

ldentity
Security at scale
AWS services

Taking action
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AWS security partners
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Where to find help

APN Portal
=~ Partner solutions architects

AWS security services, AWS Partner
and security partner booths
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Thank you!

Sameer Kumar Vasanthapuram

samvas@amazon.com
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