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Traditional on-premises security model

Customer data

Platform, applications, identity, and access management

Operating system, network, and firewall configuration

Customers Client-side data Server-side data Network traffic
are responsible for Encryption and data integrity authentication File system or data Protection (encryption, integrity, identity)

end-to-end security in
their on-premises Software
data centers

Compute Storage Database Networking

Hardware and AWS Global Infrastructure

Regions Availability Zones Edge locations
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Cloud security shared responsibility model

Customer responsibility is

determined by the AWS Cloud Security IN
services a customer selects, e.q., the Cloud
enabling encryption in Amazon EBS

AWS is responsible for

protecting the infrastructure Security OF
that runs all the services the Cloud
offered in the AWS Cloud, e.qg.,

offering an encryption service

aAws
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AWS security, identity, and compliance solutions

=Ne o | B (25,
[= — E)—o|
1\ Rd=d
Identity and access Detective Infrastructure Data Incident .
. . Compliance
management controls protection protection response
AWS Security Hub AWS Firewall Amazon Macie Amazon Detective AWS Artifact
Manager )
Amazon GuardDuty ARaZonEventbridge | AWS Audit Manager
AWS Network Firewall
Amazon Inspector AWS Backup
Amazon CloudWatch - A FOnEI 1w security Hub
AWS Organizations AWS WAF - web .
AWS Config application firewall CloudEndure Disaster
AWS Directory Service Recovery
_ AWS Secrets Manager
Amazon Cognito
VPC Flow Logs AWS VPN
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Device Defender

Server-side encryption
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How do customers build golden images today?

4

=) =2 &

4

Manually build each Build and maintain Build automation
golden image custom automation with open-source
frameworks
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Customers asked for a one-stop shop to build
golden images

@ Quickly and easily build automation to create golden images without
writing code — and a console to simplify selection of choices

‘“x’“ Easily test images with AWS-provided and custom tests before
deploying to production

E:@ Secure images with AWS-provided and custom settings to meet
internal and industry standards

A Distribute and share images easily across accounts and AWS Regions
I ST with centralized enforcement

Build images for use on AWS and on premises
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Build and maintain custom automation

EC2 Image Builder

Build and maintain secure images
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Image Builder - How it works

> Repeat when updates are pendin
/ P P P g \
e &
| SR | N\,
=0 "o
Start with a Customize Secure image with Test image with Distribute golden
source image software and AWS-provided or AWS-provided or image to selected
configurations custom hardening custom tests AWS Regions
\_ templates ; Y,

aws
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Image Builder image recipe

Image recipe

A

L]

Source image

Image Builder
image
o]y
customer AMI
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Build component

Y ] Output image

Test component

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Image Builder image pipeline

Pipeline
N

( \

O 0— O /\%

— q— 1 bR

- S o— Lo

| |
Image recipe Infrastructure Distribution Schedule
configuration configuration

Source image, Instance type, Regions, YERITEL

components subnet, SGs, accounts schedule

SNS topic,
logging, etc.

aAws

S

© 2021, Amazon

Output image

Web Services, Inc. or its affiliates. All rights reserved.



Or: AWS SSM AWSEC2-ConfigureSTIG

Services ~  Resource Groups + *

AWS Systems AWS Systems Manager Run Command
Manager

Run a command

Command document

Operations Management Select the type of command that you want to run.
Explorer
OpsCenter

PHD
Q

Search: awsec2- % Clear filters

Name Owner Platform types

Application Management
Application Manager ™
AppConfig

Parameter Store AWSECZ-ApplicationinsightsCloudwatchAgentinstallAndConfigure Amazon Windows, Linux

AWSEC2-CheckPerformanceCounterSets Amazon Windows

Ch M t
hange Managemen AWSEC2-ConfigureSTIG Amazon Windows, Linux

Automation

AWSEC2-CreateVssSnapshot Amazon Windows
Change Calendar

Maintenance Windows AWSEC2-DetectWorkload Amazon Windows, Linux

AWSEC2-ManageVsslO Amazon Windows

Node Management
ger AWSECZ-RunSysprep Amazon Windows

Fleet Manager Mev

Compliance

Deseription

Applies STIGs for Amazon Linux 2, Red Hat Enterprise Linux (RHEL) 7, CentOS 7, RHEL 8, CentOS 8, and Windows Server 2019/2016/2012 R2 (Core/Base).

Inventory
Managed Instances

Hybrid Activations Document version
: Choose the document versio

Session Manager 11 (Default)
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Or Just pick up a hardened image
from the AWS Marketplace!

aAws
>



Launch instance wizard | ECZ Mz X +

C W | Fd v2/home?region=us-west-2#LaunchlnstanceWi

Oregon Support ¥

. : Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI) :
An AMI is a template that contains the software configuration (operating system, application server, anc
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

o

] applications) required to launch your instance. You can select an AMI

o
-

stig windows SEI"-."'Eli Launch instance wizard | EC2 Mz X +
& & ! fec2/v2/home?region=us-west-2#LaunchlnstanceWizard

EIW5_| Services ¥ =l - ces, features, marketplace products, and docs Oregon ¥ Support ¥
1. Choose AMI
Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

= Microsoft Microsoft Windows Server 2016 Core for STIG compliance m

(0)12021.10.13 | By Amazon Web Services

Windows, Windows Server 2016 Base

Free tier eligible
Amazon EC2 running Microseoft Windows Server is a fast and dependable envirenment for deploying applications using
the Microsoft Web Platform. Amazon EC2 enables you to run compatible Windows-based solutions on AWS' high-

10 | 64-bit (xB86) Amazon Machine Image (AMI) | Updated: 10/1%/21

performance, reliable, cost-effective, cloud computing platform.

Mare info

= Microsoft Microsoft Windows Server 2019 Base for STIG compliance
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Attacks on Active Directory

-

A SIGNIN

{" SECURITY 7}

Microsoft warns: Active Directory FoggyWeb

malware being actively used by Nobelium gang

Chief security adviser Roger Halbheer says best protection is to 'get off AD FS'

New Windows exploit lets you instantly
become admin. Have you patched?

lets anyone with a network toehold obtain domain-controller password.

Gareth Halfacree Tue 2

1800

m

@ E N O W PRODUCTS v COMPANY v RESOURCES v CONTACT US v FREE 14 DAY TRIAL

PRINT SPOOLER SERVICE NIGHTMARES FOR
DOMAIN CONTROLLERS

aAws
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What is AWS Managed Microsoft AD?

1. Managed directory service
based on Active Directory

on Microsoft Windows Azure AD
— *  Microsoft
Server Office
E Synchrunize““ 550
2. Multi-AZ, multi-Region 5 . . .
3. Automated patching o Igﬁu awssso
] Q’a 4 i
Amazon E.Eiqff?_e; ____________ AWS Managed > =
4. Automated logging and e | L\“f‘ L = Q@‘_—.
mon ito ri n g (on premises) and Authorize ) \ WS 550
i vetion ) @y s

5. Compliance: FedRAMP, P,
HIPAA, SOC

6. Integrates with AWS SSO,
AWS applications, and AWS
Managed Services

aAws
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AWS Managed Microsoft AD

CUSTOMER RESPONSIBILITY

« Administer users, groups, S
GPO password policies T " Microsoft
. Configure trust L i e

relationships 8 i

AWS 550

« Configure CA . | @“u

i
Amazon | Federate

r
Active — CloudWatch "I a-’ \A:-:;Er:::;‘?%?}d ﬂ T ¢
H Directory « _ < > (% - .
® CO nflg U re Ma naged AD (on premises) Authentlca.te
and Authorize|

-+
Wit h AWS M a n a g e d Enahl:i Autlhmniticate / \qam% e AWS 550
S e rVi C e S, AWS AWS Applications and Authorize
applications, AWS SSO

Amazon ECZ

« Enable LDAPS, MFA,

PrivateLink, log i\ aws
forwarding k=
AWS
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Enable LDAPS support on server and client

« By default,

Azure AD

COmmunicatlonS , """"""""" *  Microsoft

Office

over LDAP are not

encrypted .

. . authenticate
With LDAPS, you a @aﬂ .

can encrypt LDAP il
calls ey o | . ‘(‘% R o

(on premises) Authenticate

Synchronize 550
(SCIM) Access

________________________

and Authorize|

and Authorize

- Enable LDAPS on E"";::;:::::::::m/ \m

AWS Applications

the server

« Enable LDAPS on
the client

adws/
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= Group Policy Management

~ ~ v )\ Forest example.com
Built-in GPOs * S
v 33 example.com
THERE ARE 1,238 GPO CONFIGURABLE SETTINGS », Default Domain Policy
+i| ServerAdmins

« AWS and default GPOs are provided with 21 AWS Delegated Groups
Managed AD © AWS Reserved

»i AWS Reserved Policy:User

1. AWS Managed Active Directory Policy i Defaukt Domam Poiicy
2 Domain Controllers
— Settings to enable FedRAMP, HIPAA, and PCI compliance = AWS Managed Active Directory Policy
- Fine-grained password policies such as minimum history reuse, x, TimePolicyPDC
minimum length, minimum age, maximum age, complexity, etc. 3| GIW

. . . . “ne ters
- Enable lockout policies, such as maximum # failed logon attempts, i e

lockout duration, etc. =
Group Policy Objects

— AWS-delegated server administrators are added to ' NS Slanaced Adive Diicclon Pokai

BUILTIN\Administrators .

Users

AWS Reserved Policy:User
2. Default Domain Controllers Policy (DDCP) GPO @) -/ Default Domain Controllers Policy
6 Default Domain Policy

— Built-in defaults ServerAdmins

3. Default Domain Policy (DDP) GPO TimePolicyPDC
» WMI Filters
— Force logoff when logon hours expire 3 Starter GPOs
(@ Sites
aAwWsS sty Group Policy Modeling
pa

«; Group Policy Results




= Group Policy Management

~ ~ v )\ Forest example.com
Built-in GPOs * S
v 33 example.com
THERE ARE 1,238 GPO CONFIGURABLE SETTINGS », Default Domain Policy

+i| ServerAdmins

« AWS and default GPOs are provided with 21 AWS Delegated Groups
Managed AD © AWS Reserved

»i AWS Reserved Policy:User

4. AWS Reserved Policy: user 3y Default Domain Policy
2 Domain Controllers
— Turn on screensavers, require screensaver passwords, prevent sharing

urn _ =i/ AWS Managed Active Directory Policy
files in profiles

»:) TimePolicyPDC

5. ServerAdmins GPO 31 GIW

3 | Computers
— Add the AWS-delegated server administrators to

BUILTIN\Administrators 5 Group Policy Objects

6. TimePolicyPDC AWS Managed Active Directory Policy
AWS Reserved Policy:User

Users

— Use NTP servers or DCs for system time

Default Domain Controllers Policy

Default Domain Policy
ServerAdmins
TimePolicyPDC
» WMI Filters
i) Starter GPOs
(@ Sites
aAwWsS sty Group Policy Modeling

7 «; Group Policy Results




AWS PrivatelLink for AWS Managed Microsoft AD

Gl AWS Cloud

« PrivateLink establishes
private connectivity VPC
between your VPC and
AWS Managed
Microsoft AD

Private subnet

1 2 ®
« Access AWS Managed |
Microsoft AD over —®@) &
Private Li n k IP 10‘.0.0.5 IP 10.0.0.0.6

AWS Directory

« Share AWS Managed Service
Microsoft AD over
PrivateLink

IP 10.0.0.0/16
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Security event logging to Amazon CloudWatch
and third-party SIEM systems

aws Services v 0 Sup!

—

» CloudWatch logs

\}{\’C\c) « Splunk

& « Sumo Logic
@ 9

2 « Others

Anomaly detection,
pattern recognition,
identify security correlations

aAws
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Attacks on Remote Desktop Protocol

& SIGNIN

{* SECURITY "}

Attacks against Remote Desktop Protocol
endpoints have exploded this year, warns ESET's
latest Threat Report

Security firm points to a 'stalkerware' epidemic, new Nobelium group activity

‘&’ DARKTRACE

Darktrace Blog
55 hillion
focused on

Botnet malware: Remote Desktop Protocol (RDP) attack

Max Heinemeyer, Director of Threat Hunting | Monday March 15, 2021
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AWS Systems Manager

SECURE END-TO-END MANAGEMENT SOLUTION FOR HYBRID CLOUD ENVIRONMENTS

Node
management

Application
management

Change
management

Operations
management

' Explorer J; Application Manager ' Change Manager Fleet Manager

N,

'Ellra AppConfig Inventory

L =) OpsCenter , '@ Automation

_ ) Run Command
(@Q\ Incident Manager Maintenance Window

. Patch Manager
%/ Change Calendar

Distributor

{ ;21;_ / State Manager

[=]l} Session Manager

aAws
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Session Manager: Provides secure and auditable
privileged access to your compute nodes

« Instance remoting solution using

VPC endpoints and private IPs

« Eliminates the need for bastion
hosts and inbound firewall
exceptions

« Central access controls via IAM
« Enables detailed activity and

session logging to CloudWatch,

Amazon S3, and CloudTrail

aws
~—

bindbv_vs PowerShel 1 _ _ _
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> Enter-PSSession -Computer = 10.0.0.22
[10.0.0.22]: PS C: \Users\w391e\OneDr1ve\Documents>
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AWS GovCloud (US) Regions

AWS GovCloud (US) is isolated AWS infrastructure and services for customers with
strict reqgulatory and compliance requirements and sensitive data

Isolated, secure, and compliant services

Built for sensitive and regulated data including
Controlled Unclassified Information (CUI)

AWS GovCloud (US)

Mission- and business-critical workload delivery

\‘IQ [ @

2 Regions

Aug 2071 - AWS GovCloud (US-West)
Nov 2018 — AWS GovCloud (US-East)

Tools and resources to accelerate time
to compliance

}@l

aws
© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve
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AWS GovCloud (US) customer requirements

**********
*******
*****

Sl Account holder must be a US person: a US citizen or
——— Green Card holder

r% US entity incorporated to do business in the United States
EH as( =1 )
S8 hs)as _% and based on US soil

E & The customer can handle export controlled data

aAws

S © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Inherit security and compliance controls

®

International Traffic in FedRAMP Moderate
Arms Regulation (ITAR) and High

)

KPS

ls
pTOGRP‘?

%0

IRS - 1075 Federal Information
(Section 6103 (p)) Processing Standard Pub
(FIPS) 140-2

aAws

S

NIST

DOD Cloud Security Req’s Criminal Justice Information

Guide Service Security Policy (CJIS)
(SRG)IL4and 5

SP 800-53 (rev 4)
SP 800-171

Defense Federal Acquisition
Regulation Supplement
(DFARS)
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Compliant framework for federal and DoD
workloads in AWS GovCloud (US)

AWS GovCloud (us-gov-west-1)

E Transit account

Internet ? B B Zon

DMZ AWS CodeCommit AWS CloudFormation ~ Amazon GuardDuty ~ AWS Organizations
Virtual ' subnet

gateway .
AWS Transit

= e x Bateway

Next-Gen Firewall/WAF x @ VAtach
Network IDS/IPS ess |

Interne| Full Packet Capture services

gatewa H AWS CodePipeline AWS KMS Service Control 1 ]
ooo J Policies i ' ' ' H

000 i suk ' su 4 ' Data subne! ‘ ) Data subnet
n u u 1 ; ’ : Amazon| | i Amazon

o : i ' RDS T [
g : H ' synchronous
AWS Direct : ] H ] replication

Connect AWS Transit
On premises Gateway
datacenter route table

>
>

1[
AWS GovCloud (US) AWS CloudFormation |

E Management services account : AV”CSai‘;"‘ce Offering catalog account (Product)
9 (Portfolio)

Mission application account n

EE AWS :
W '
2 Transit i Prod app VPC

- Untrust Untrust | Gateway

ﬁ ! Subnet | Subnet | Attach == s S
Administrator Remote Access $ 1 E p p ility Zone B

AWS Security Hub

Logging account
AWS Transit
Bateway

F‘é Atach

AWS Systems Manager - Amazon Simple  Amazon CloudWatch ~ AWS CloudTrail AWS Config

Storage Service

I Amazon ' ) Amazon
bility 2 3 i ' RDS = - o g

! ] $ynchronous
Vulnerability scanning services ' ! replication!

Endpoint protection services

AD /DNS /SSO/0CSP

* Optional Internet gateway is used to accommodate the IPsec VPN from NGFW appliance to AWS
Transit Gateway. This internet gateway only allows /32 IP addresses for connectivity to AWS Transit
Event logging / Archiving Gateway via IPsec VPN.
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An event has occurred!
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@ CI5-3.2-ConsoleSigninWithoutMFA

Graph

ConsoleSigninWithoutMFA

ConsoleSigninWithoutMFA == 1 for 1 datapoints within 5 minutes

Mo unit

0
1420 14:25 14300 1435 1440 1445 1450
® ConsoleSigninWithoutMFA
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Security standards

Standard

Foundations Benchmark v1.2.0

est Prac y 88%

Enable

aAws
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nvestigate

Related requirements (1)

Control status

Failed Unknown Passed Suppressed

2 0 0 0

All checks Download

Q

Findi
Status Workflow Account Resource Investigate Updated |;|_0|:g
«J5

@® FAILED o : M

®

aAws
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Rules applied

Resource compliance status  Noncomplia

@ Add rule

Compliance Remediation action Last remediation

Mo

Moncompliant Mot set

aAws
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CloudTrail Event hist

Event history (2) info

Event history shows you the last 90 days of management events.

Event name v O, CreateUser

Event name Event time User name Event source Resource type Resource name

August 18, 2021, 12:30:08 (UTC... iam.amazonaws.com AWSIAM:User, AWS:L... Example. Admin,

aAws
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Remediate

Manage remediation: compliant-framework-iam-user-mfa-enabled

The execution of remediation actions is achieved using AWS Systems Manager Automation. Choose from a set of AWS recommended remediation actions or custom remediation actions

Rule name compliant-framework-iam-user-mfa-enabled

Remediation action | poneqiation action

Auto remediation @ Yes MO

If a resource is still non-compliant after auto-remediation, you can set this rule to try again. Mote, there are costs associated with running a remediation script.

Retries in | &0 Seconds

You can specify the percentage of resources against which SSM documents are exe:

Rate Limits i : )
entire batch is marked as failed

Concurrent Execution Rate Error Rate

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Summary

Security on AWS

Building and deploying security-hardened Windows

Securing AWS Directory Service for Microsoft Active Directory
Administering Amazon EC2 Windows instances securely

Deploying applications to meet FedRAMP High and other
regulated industry compliance programs

aAws
>



Resources

« AWS Security Blog
aws.amazon.com/blogs/security

« Automate OS Image Build Pipelines with EC2 Image Builder
aws.amazon.com/blogs/aws/automate-os-image-build-pipelines-with-ec2-
image-builder

« Secure your AWS Managed Microsoft AD directory
docs.aws.amazon.com/directoryservice/latest/admin-quide/ms ad security.html

« Manage AWS resources with Session Manager port forwarding
aws.amazon.com/blogs/mt/manage-aws-managed-microsoft-ad-resources-
with-session-manager-port-forwarding

aAws
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https://aws.amazon.com/blogs/security/
https://aws.amazon.com/blogs/aws/automate-os-image-build-pipelines-with-ec2-image-builder/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_security.html
https://aws.amazon.com/blogs/mt/manage-aws-managed-microsoft-ad-resources-with-session-manager-port-forwarding/

Resources

« Microsoft FIPS140-2 validation
docs.microsoft.com/en-us/windows/security/threat-protection/fips-140-
validation

« Restricting encryption algorithms on Windows
docs.microsoft.com/en-us/windows-server/security/tls/tls-reqistry-settings
https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-
security/restrict-cryptographic-algorithms-protocols-schannel

« DISA STIG page
public.cyber.mil/stiqgs/

aAws
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https://docs.microsoft.com/en-us/windows/security/threat-protection/fips-140-validation
https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-security/restrict-cryptographic-algorithms-protocols-schannel
https://public.cyber.mil/stigs/

Resources

« AWS GovCloud (US) user guide
docs.aws.amazon.com/qovcloud-us/latest/UserGuide/welcome.html

« ATO on AWS
aws.amazon.com/partners/programs/ato

« FedRamp compliance on AWS
aws.amazon.com/compliance/fedramp

aws
S © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/welcome.html
https://aws.amazon.com/partners/programs/ato/
https://aws.amazon.com/compliance/fedramp/

Thank you!

Bill Jacobi Shawn Asfeld
bjacobi@amazon.com sasfeld@amazon.com
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