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A basic serverless web application
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Reference architecture – High-level view
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Tenant registration
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Tenant registration
- Effect: Deny

Principal: "*"

Action: "execute-api:Invoke"

Resource: 

- !Join [

"",

[

"execute-api:/", !Ref StageName, "/POST/user/tenant-admin"

]

] 

Condition:

StringNotEquals:

aws:PrincipalArn:

- !Ref RegisterTenantLambdaExecutionRoleArn 
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Tenant registration

Create user Create tenant



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Tenant CodePipeline

TenantStackMapping

Source

Build

stack-pooled stack-8uegh12stack-4aedf11

Deploy

tenantId applyLatestRelease codeCommitId stackName

4aedf11 true 0a65d stack-4aedf11

8uegh12 true 0a65d stack-8uegh12

pooled true 0a65d stack-pooled

https://aws.amazon.com/blogs/devops/parallel-and-dynamic-saas-deployments-with-cdk-pipelines/

https://aws.amazon.com/blogs/devops/parallel-and-dynamic-saas-deployments-with-cdk-pipelines/
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Authentication and authorization

Sample SaaS 
commerce 
application
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{
tenantId: “abc”
tenantTier: “Premium”
secretKey: “zzzzccccsas”
accessKey: “sadasdwww”

}

IAM
AWS STS

Runtime-acquired 
tenant scope

Lambda
functions 

{
tenantId: “abc”
userRole: “Admin”

}

Tenant
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Authorizer output
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Tenant isolation: Silo model

Lambda function

JWT

API Gateway 

Authorizer

Lambda execution role
{

"Sid": ”Tenant1Role",
"Effect": "Allow",
"Action": [

"dynamodb:GetItem",                
],
"Resource": [

”arn:aws:dynamodb:us-east-1:xxx:table/Tenant1-Order"
] 

}

Order_Tenant1

Tenant
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Tenant isolation: Pooled model

Lambda functions 

Tenant Id, user role, 
access key, secret key

JWT

API Gateway 
Pooled DynamoDB 

(basic, standard, 
premium)

Authorizer

Scoped access using short-lived 
credentials

dynamodb = boto3.resource('dynamodb’,

aws_access_key_id=accesskey,

aws_secret_access_key=secretkey,

aws_session_token=sessiontoken

)

Tenant
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Dynamic policy

{

"Effect": "Allow",

"Action": [

"dynamodb:UpdateItem",

"dynamodb:GetItem",

"dynamodb:PutItem",

"dynamodb:DeleteItem",

"dynamodb:Query"

],

"Resource": [

"arn:aws:dynamodb:{0}:{1}:table/Product-*".format(region, aws_account_id),                      

],

"Condition": {

"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [

"{0}-*".format(tenant_id)

]

}

}

}
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Code snippet: STS credentials

#get IAM policy
iam_policy = getPolicyForUser(user_role, tenant_id)

#use STS client to generate the credentials

assumed_role = sts_client.assume_role(

RoleArn=role_arn,

RoleSessionName="tenant-aware-session",

Policy=iam_policy,

)

credentials = assumed_role["Credentials"]

#pass sts credentials to lambda

context = {

'accesskey': credentials['AccessKeyId'], # $context.authorizer.key -> value

'secretkey' : credentials['SecretAccessKey’],

'sessiontoken' : credentials["SessionToken"],

}
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Tier applied in data access layer
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DynamoDB partition key structure

https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/

https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/
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Sample SaaS application
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Multi-tenant helper layers in action
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Observability
Logging with tenant context

Multi-tenant metrics (EMF)

Multi-tenant tracing with annotations
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Reference solution

https://github.com/aws-samples/aws-saas-factory-ref-solution-
serverless-saas

https://github.com/aws-samples/aws-saas-factory-ref-solution-serverless-saas
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Additional SaaS sessions

ARC306 – SaaS architecture patterns: From concept to implementation

ARC405 – Inside a working serverless SaaS reference solution

ARC402 – Amazon EKS SaaS deep dive: A multi-tenant EKS SaaS solution

GPS209 – How to grow your SaaS business and drive revenue with AWS Marketplace

Breakout Sessions

Workshops

ARC320 – From Monolith to SaaS: Discover the way 

GPS311 – Building multi-tenant-aware SaaS microservices on AWS

OPN309 – AWS SaaS Boost vNext: Enabling new patterns and extensibility

ARC401 – Serverless SaaS deep dive: Inside a multi-tenant serverless solution

ARC403 – Hands-on serverless SaaS: Building a serverless SaaS solution on AWS

ARC404 – Hands-on Amazon EKS SaaS: Building a multi-tenant SaaS solution on AWS

Chalk Talks
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Thank you!
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