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A basic serverless web application
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Reference architecture - High-level view
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Tenant registration
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Tenant registration

event, context Principal: "*"
Action: "execute-api:Invoke"
tenant_id = uuid.uuidl Resource:
tenant_details - Join [

nn
'

Lf (tenant_details upper() == utils.TenantTier.PLATINUM.value.upper [
tenant_details "execute-api:/", |Ref StageName, "/POST/user/tenant-admin"
api_key = platinum_tier_api_key 1
elif (tenant_details upper() == utils.TenantTier. PREMIUM.value. upper 1
api_key = premium_tier_api_key Condition:
elif (tenant_details upper() == utils.TenantTier.STANDARD value.upper StringNotEquals:
api_key = standard_tier_api_key aws:PrincipalArn:
elif (tenant_details upper() == utils.TenantTier.BASIC.value.upper - IRef RegisterTenantLambdaExecutionRoleArn
api_key = basic_tier_api_key

tenant_details = tenant_id
tenant_details = api_key provis _tenant(event, context

auth = utils.get_auth(host, region tenant_details = json.loads(event['

create_user_response = __create_tenant_admin_user(tenant_details, headers, auth, host, stage_name : LRy )
response_ddb = table_tenant_stack_mapping.put_item

create_tenant_response = __create_tenant(tenant_details, headers, auth, host, stage_name E e

tenant_details

7 (e deieills upper() — stackN ;, stack_nam$ f at(tenant_details
l 1 rue

provision_tenant_response = __provision_tenant(tenant_details, headers, auth, host, stage_name
logger.info(provision_tenant_response

logger.info(response_ddb
response_codepipeline = codepipeline.start_pipeline_execution

name="

logger .info(response_ddb
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Tenant registration

event, context

cre user{event, context
user_details = json.loads(event

Lf(tenant_details lower()!=
logger.info q rec C user settings_response = table_system_settings.get_item
logger.infolevent Key=

tenant_id = user_details[ 't

response = client.admin_create_user api_gateway_url = settings_response
Username=user_details[ 'userName'
UserPoolId=user_pool_id response = table_tenant_details.put_item
ForceAliasCreation=True Item=
UserAttribules= tenant_details
tenant_details
il tenant_details
user_details[ 'user 1l tenant_details
tenant_details
tenant_details
'cu - tenant_details
user_details[ 'userR tenant_details
tenant_details
tenant_details
'cu m:tenantId’ True
tenant_1id api_gateway_url

Create user Create tenant
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Tenant CodePipeline
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https://aws.amazon.com/blogs/devops/parallel-and-dynamic-saas-deployments-with-cdk-pipelines/
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Authentication and authorization
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Authorizer output

#only tenant admin and system admin can do certain actions like create and disable users
if (auth_manager.isTenantAdmin(user_role) or auth_manager.isSystemAdmin(user_role)):
policy.allowAllMethods()
if (auth_manager.isTenantAdmin(user_role)):
policy.denyMethod(HttpVerb.POST, "tenant-activation")
policy.denyMethod(HttpVerb.GET, "tenants")
else:
#if not tenant admin or system admin then only allow to get info and update info
policy.allowMethod(HttpVerb.GET, "user/%x")
policy.allowMethod(HttpVerb.PUT, "user/x")

#pass sts credentials to lambda
context = {
'accesskey': credentials|['AccessKeyId']l, # $context.authorizer.key —> value
'secretkey' : credentials['SecretAccessKey'l],
'sessiontoken' : credentials["SessionToken"],
‘userMame’: user_name,
'tenantId’': tenant_id,
‘userPoolId': userpool_id,
‘apiKey': api_key,
‘userRole': user_role

authResponse = policy.build()

authResponse['context'] = context
authResponse['usageldentifierKey'] = api_key

return authResponse
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Tenant isolation: Silo model
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Tenant isolation: Pooled model

Tenant Id, user role,
access key, secret key
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Dynamic policy

"Effect": "Allow",
"Action": [
"dynamodb:Updateltem",
"dynamodb:Getltem",
"dynamodb:Putltem",
"dynamodb:Deleteltem”,
"dynamodb:Query"
1
"Resource": [
"arn:aws:dynamodb:{0}:{1}:table/Product-*".format(region, aws_account_id),
],
"Condition": {
"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [

"{0}-*".format(tenant_id)
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Code snippet: STS credentials

iam_policy = getPolicyForUser(user_role, tenant_id)

assumed_role = sts_client.assume_role(
RoleArn=role_arn,
RoleSessionName="tenant-aware-session",
Policy=iam_policy,

)

credentials = assumed_role["Credentials"]

context = {
‘accesskey": credentials['AccessKeyld'], # $context.authorizer.key -> value
'secretkey’ : credentials['SecretAccessKey'],
'sessiontoken' : credentials["SessionToken"],

}

aws
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Tier applied in data access layer

142 def __get_dynamodb_table(event, dynamodb):

143 if (is_pooled_deploy=="true'):

144 accesskey = event['requestContext']['authorizer']['accesskey']
145 secretkey = event['requestContext'] ['authorizer']['secretkey']
146 sessiontoken = event|['requestContext'] ['authorizer']['sessiontoken']
147 dynamodb = boto3.resource('dynamodb',

148 aws_access_key_id=accesskey,

149 aws_secret_access_key=secretkey,

158 aws_session_token=sessiontoken

151 )

152 else:

153 it not dynamodb:

154 dynamodb = boto3.resource('dynamodb')

155

156 return dynamndb.Tahleﬂtahle_name!

157
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DynamoDB partition key structure

Product-Pooled-Sharded
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https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/
aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://aws.amazon.com/blogs/apn/partitioning-pooled-multi-tenant-saas-data-with-amazon-dynamodb/

Tenant routing
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Multi-tenant helper layers in action

14 def get_order(event, context):

15 tenantId = event|['requestContext']['authorizer']['tenantId’']

16 tracer.put_annotation(key="TenantId", value=tenantId)

17

18 logger.log_with_tenant_context(event, "Request received to get a order")
19 params = event['pathParameters']

20 key = params['id']

21 logger.log_with_tenant_context(event, params)

22 order = order_service _dal.get_order(event, key)

23

24 logger.log_with_tenant_context(event, "Request completed to get a order")
25 metrics_manager.record_metric(event, "SingleOrderRequested", "Count", 1)
26 return utils.generate_response(order)

27
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Observability

Logging with tenant context

2021-09-21T18:26:55.488-04:00 EXTENSION Name: cloudwatch_lambda_agent

2021-09-21T18:26:55.518-04:00 {"level":"INFO","location":"log_with_te

{
"level": "INFQO",
"location": "log_with_tenant_context:19",
"message": "Request received to create a product”,
"timestamp": "2021-09-21 22:26:55,499+0000",
"service": "ProductService",
"tenant_id": "4fb565351b@allecab15250 2cdal"
"xray_trace_id": "1-61l4a5c2e-76c4853c4e86383723b27a9%d"

Multi-tenant tracing with annotations
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{"_aws": {"Timestamp": 1629841147182, "CloudWatchMetrics": [{"Nan
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A SaaS based web application
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Reference solution

https://github.com/aws-samples/aws-saas-factory-ref-solution-
serverless-saas
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Additional SaaS sessions
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ARC402 — Amazon EKS SaaS deep dive: A multi-tenant EKS Saa$ solution

GPS209 — How to grow your SaaS business and drive revenue with AWS Marketplace

ARC403 — Hands-on serverless SaaS: Building a serverless SaaS solution on AWS

ARC404 — Hands-on Amazon EKS SaaS: Building a multi-tenant Saa$S solution on AWS

ARC320 - From Monolith to SaaS: Discover the way
GPS311 — Building multi-tenant-aware SaaS microservices on AWS
OPN309 — AWS SaaS Boost vNext: Enabling new patterns and extensibility

ARC407 - Serverless SaaS deep dive: Inside a multi-tenant serverless solution
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