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1. The challenge – securing and monitoring IoT devices

2. The solution – AWS IoT Fleet Hub, a no-code solution to monitor 
device health

3. Use case demonstration

Agenda
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Developers are 
using AWS IoT 
to innovate in 
every aspect of 
customers’ lives

Home automation

Alexa, …

Security and monitoring

Networking Energy management Health and wellness
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Top needs when building connected products

Managing security 

and privacy

Keeping devices, IoT data, 

and customer information 

secure and protected from 

threats to minimize 

customer issues

Ability to scale to millions 

of devices globally 

with tools to simplify 

device management

Managing and scaling 

large fleets

Creating a seamless 

customer experience 

across IoT devices and 

apps, and improve the 

customer support process

Customer experience 

and support
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Security breaches impact your customers 
and brand

Intellectual 
property

Cloud 
security

Device 
security

Supply chain anti-

theft, anti-piracy

Device connectivity, 

botnets, malware 

infection

DoS, data infiltration, 

impersonation
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IoT offers an opportunity to be more secure

Devices and 
sensors

Connectivity and 
infrastructure

Analytics and 
insights

Applications 
and services

Onboard, 

provision, manage

Analyze, 

visualize, act

Connect, 

communicate, 

secure

Engage, 

empower, delight

Change 
management

Transform, 

shift culture
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IoT device lifecycle management

Onboard Organize Monitor Update

Register and 

configure devices 

with a few clicks

Collect device logs to 

quickly identify and 

remediate problems

Understand the 

health and status of 

your device fleet

Organize and 

trigger actions 

on devices
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IoT enhances the customer support experience

Higher device uptime

Troubleshoot devices remotely

Improve customer support through 24/7 

awareness of product states and issues

Remote device diagnostics and updating –

eliminating onsite technician visits
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How can I quickly 
monitor and 
troubleshoot my 
IoT fleets remotely?
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Managing your device at scale with Fleet Hub 

Securely access 

devices remotely

Update devices

Take corrective actionMonitor your fleet

Edit layout Last update: 3 mins ago Create alert

Search  Filter All fields

DashboardSpyglass

Dashboard

Visualization Device list

Oregon

Saved querys

200.00K

Total number of devices

198.80K

Connected devices

15%

8%

12%

9%

4%

11%

13%

8%

9%

10%

5%

Disconnect reasons

Auth error

Client initiated disconnect

Clinet error

Connection lost

Duplicate client ID

Forbidden access

MQTT keep-alive timeout

Server error

Server initiated disconnnect

Throttled

Websocket TTL expiration

Device types

drink_machine

100,000 80,000 10,000

snack_machine ice_machine

10,000

coin_machines

Device groups

coke_branded

119,998 28,991 13,817

bill_over_20 accept_pesos

touchless_card_reader

186,243 61,999 13,817

with_media_screens Espanol

5,291

jpy

17,082

canadian_dollars

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

CA Certificate expiring

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

Showing 14 alarms from the last Audit run.

Device Defender Audit alarms (14)

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

MessageSent violation

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

12 hours ago

Showing 100 latest active Detect alarms View all active Detect alarms

Device Defender active Detect alarms

Disconnection-rate-drink-machines 6% > 5%

Disconnected machine rate Avg. 53 >= 50

Disconnected machine rate <= p90

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Disconnected machine rate 41 over average

Active alarms (12)

View all active alarms

AWS IoT Fleet Hub

john.doe@example.com
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Multi-layered edge-to-cloud security 

Audit Detect Alert Mitigate

Validate IoT 

configuration is secure

Know when and 

what to investigate

Detect anomalies in 

device behavior

Remediate 

potential issues

AWS IoT Device Defender provides a simple way for you to monitor 

security and operational anomalies on your IoT devices
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Automatically audit for IoT best practices

Expiring/ 
revoked 

certificates

Key quality 
of device 

certificates 

Overly 
permissive 

policies

Shared or 
duplicate 
identities

Logging
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Detect anomalies

Create security profiles for all 
your devices 

Define rule- or machine learning–
based behaviors 

Detect operational and security 
anomalies automatically

Update expected device 
behaviors based on new data 
trends continuously

I D E N T I F Y  A N O M A L I E S  I N  D E V I C E  B E H A V I O R

ML- or rule-
based 

anomaly 
detection

Thresholds
Allowed and 

Blocked 
devices

Security 
profile
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Monitor device behavior automatically

AWS IoT Device Defender ML Detect provides a simple way for you 

to monitor security and operational anomalies on your IoT devices

No need to set 

the thresholds of 

your IoT device 

behaviors

Enables onboarding 

AWS IoT Device 

Defender Detect 

quickly

Adjusts to 

device data 

continuously

Provides pre-built 

mitigation actions
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AWS IoT Device Defender now available in 
Fleet Hub

Monitor fleetwide operational 
health and health profiles 
from a single interface

AWS IoT Device Defender 
violations now integrated with 
Fleet Hub for AWS IoT Device 
Management 

In public preview today
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Monitor and investigate operational health

• Visualize fleet metrics in 
Fleet Hub without writing code

• Analyze historical health trends 
for individual devices

• Monitor AWS IoT Device 
Defender violations within 
Fleet Hub

• Take mitigation actions 
(for example, quarantine 
troubled devices)



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What health and 
security violations 
can I monitor?

Packet 

spikes

Unusual

message

volume

Signal 

strength

Message

size

spikes

Excessive 

reconnects
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How it works
Device metrics

Cloud metrics

Device fleet

AWS IoT Core

AWS IoT 

Device Defender

AWS IoT 

Device 

Management

Amazon SNS

OTA through IoT jobs

Secure tunneling

Audit detect (ML, rules)

Monitoring

Remote diagnostics
Fleet operators

(SSH, RDP, etc.)

T
o

k
e

n
s

AWS IoT 

Fleet Hub

AWS IoT 

Rules Engine
AWS Services

Integrations

Third-party applications
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Imagine we released a 
connected product

Making it real . . . with a hypothetical example

. . . that was wildly 

successful

We onboard, manage, 

and update 

devices remotely
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Vulnerability discovered and 
malware infects part of fleet

Devices display 
anomalous behavior

Success begets attention

What do we do?
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Let’s jump to the 
AWS IoT console
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Thank you!
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Adrian Valenzuela

advalnz@amazon.com

linkedin.com/in/adrianv/


