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Agenda

* Quick survey

- Overview of the workshop

- Modules 1-5: Execute the Attack

« Review AWS services

« Modules 6-8: Detect & Prevent the Attack

¢ Q&A
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Quick survey

no works for a startup?
no is responsible for security as part of their job?
no has “security” in their job title?

=S ==

no is familiar with every known web vulnerability that exists
today?

- Who is confident their web applications have absolutely no
vulnerabilities?

- Who is confident that they would know when a vulnerability in their
application was being exploited?

adws
2]

N — © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved



Workshop overview

Exploit the OWASP Juice Shop @ D LU H S I:)
®

Review threat detection finding

= ! OWASP Juice Shop Q@ Account @EN

| « Build preventions

a;r\ Ann?‘?;law . .
1 H Um Ce?fi‘:{m A%?Eff‘ﬁa APPIE;-:::'IEBQ
« Watch them in action! _

The OWASP® Word Mark and OWASP & Design™ Logo are registered or unregistered service marks of
OWASP Foundation, Inc. in the United States and other countries. All rights reserved. Unauthorized use
strictly prohibited.

All Products

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Event Engine

https://dashboard.eventengine.run/

Enter your team hash: 198f-1ee5afbd84-5e
Email One-Time Password
Click “View Content Guide”
Click “AWS Console”

Click “Open AWS Console”
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https://dashboard.eventengine.run/

Complete these modules

« Overview of the Environment

« Enable Threat Detection

« Execute the Attack
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OWASP: Web vulnerabilities

* Broken access control

« Cryptographic failures

* Injection

* Insecure design

 Security misconfiguration w
* Vulnerable & outdated components

* ldentification & authentication failures

« Software and data integrity failures https://owasp.orq/Top1 0/

» Security logging & monitoring failures

» Server-side request forgery (SSRF)
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https://owasp.org/Top10/

Threat detection: Amazon GuardDuty

Amazon GuardDuty
Amazon GuardDuty
is a threat detection service
that continuously monitors
for malicious or unauthorized
behavior to protect your
AWS accounts, workloads,
and data stored in S3.

Enable GuardDuty

With a few clicks
in the console, monitor
all your AWS accounts
without additional software
to deploy or manage.

AWS CloudTrail Mgmt
Events

CloudTrail 53
data events

VPC Flow Logs

DNS Logs

Continuously analyze
Automatically analyze
network, account, and data
access activity at scale,
providing continuous
monitoring of your
AWS accounts

Intelligently detect threats
GuardDuty uses machine learning,
anomaly detection, and integrated

threat intelligence to identify
and prioritize potential threats

Take action

Review detailed findings
in the console, integrate into
event management
or workflow systems,
or trigger AWS Lambda for
automated remediation
or prevention
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AWS Web Application Firewall (AWS WAF)

&y,

AWS Firewall
Manager
Manage multiple
AWS WAF
deployments
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AWS WAF

Protect your web applications
from common web exploits

Amazon
CloudFront

Application
Load Balancer

[]( |1 Amazon AP
Gateway

Create a policy

Build your own rules using
the visual rule builder,
code in JSON, or deploy
managed rules maintained
by AWS and/or sellers
from AWS Marketplace

Block & Filter

Protect against exploits
and vulnerabilities such
as SQLi/XSS attacks; filter out
unwanted traffic by defining
specific patterns or by
IP address
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Monitor

Use Amazon CloudWatch
for incoming traffic metrics
& Amazon Kinesis Data Firehose
for request details,
then tune rules based on
metrics & log data




VPC endpoint and Amazon S3 bucket policies

Amazon
EC2 Instance Route Table Gateway VPC Endpoint Amazon Simple Storage Service

(S3)
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Identity and Access Management o Resource Policy Resource Policy
Policy Gateway Endpoint Policy S3 Bucket Policy
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Amazon EventBridge and AWS Step Functions

Functions
workflow

states:StartExecution iam:PutRolePolicy

AWS IAM Role

Amazon Amazon RevokeOldSessions
GuardDuty EventBridge IAM Policy
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Complete these modules

« Detect the Attack

e Prevent the Attack

« Retry the Attack
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Summary

- Amazon GuardDuty detects threats in your AWS account

« AWS Web Application Firewall can block threats at the perimeter
using application-level rules

- Resource policies, such as for VPC endpoints and S3 buckets, define
the conditions around which your resources can be accessed

- EventBridge and Step Functions can craft automated responses to
threats

... all without having to change your application code!
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Additional resources

« AWS Security Blog

https://aws.amazon.com/blogs/security/

« AWS Security Incident Response Guide

https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-quide

« AWS Well-Architected Framework: Security Pillar

https://docs.aws.amazon.com/wellarchitected/latest/security-pillar

« Guidelines for Implementing AWS WAF

https://d1.awsstatic.com/whitepapers/quidelines-implementing-aws-waf.pdf

« AWS WAF Security Automations Framework

https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
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https://aws.amazon.com/blogs/security/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar
https://d1.awsstatic.com/whitepapers/guidelines-implementing-aws-waf.pdf
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/

Thank you!

J. Michael Faisal Farooq
jbako@amazon.com faifar@amazon.com
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