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Data management platforms have
evolved to consolidate data...
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But in CSPs data silos inhibit

data-driven digital transformation...
Q 1z N $ Y ] O, A

G

I choose product

| need something I get informed or service | buy | receive | use | pay I have an issue | have feedback
2 Campaign
=)
; Define Execute Measure
= Insight/loyalty
[
> ) o 7 f
[¢) 2 - Insights Loyalty actions
2 - — — > .- 9 Y
c APV, ) e — .
2 P i O] N — Termination/confirm
= w U w
g aﬁv a{ﬂ ~¢ Interact Retention Deactivation Billing and collections
Market Product/service Lead Order Use Pay Solution Terminate
adws
N —1 erved.




But Telco has multiple domains with complex data
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Applications/ISVs
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Data mesh architecture on AWS
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AWS telco take data mesh architecture

BUILT ON AWS LAKE FORMATION

Build data lakes quickly

+ ldentify, crawl, and catalog sources
* Ingest and clean data

+ Transform into optimal formats

Simplify security management

» Enforce encryption

» Define access policies
* Implement audit logging

Enable self-service and combined analytics

» Consumer personas discover all data available
for analysis from a single data catalog

» Use multiple analytics tools over the same data
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And see how a data producer
can seamlessly share data...

Data quality
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Data producers can be data
consumers and producers

Ability to share data without copying
The data producer can read and
enrich their data product to produce

another data product to meet the
needs of a data consumer
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With the security of federated data governance

Central data governance

Data product
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v Common security features are core to a governed data mesh v Federated catalog and metadata search
v Common identity provider across producers and consumers v Fine-grained entitlements and attribute-based access control
v Credential vending to simplify service integration v Central audit and compliance
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And data consumers have simplified

consumptlon and sharmg
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Data consumer finds and requests access
to a data product

Data producer approves request and initiates
a resource share with the consumer account

Data producer grants fine-grained permissions
to dataset shared with the consumer

Producers control access to data through
federated data governance to enforce fine-
grained permissions

Data access can be validated and audited
through federated data governance to
enforce fine-grained permissions

Driven by federated computational governance
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Use case - Producer
usage records

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




CSP status quo
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Data producer example
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Usage producer architecture

Producer account
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Use case -
MyCom data producer;
network ops consumer
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Use case - MyCom data producer;
network ops consumer
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* 5G cell accessibility
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Questions

Why data mesh?
How can we build?

How do you handle security/governance control?

How do you handle PII data?

Any customers who implemented this architecture?
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Thank you!
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