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Top 10 observability challenges 
and how open source can help
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Motivation
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• Feature velocity

• Polyglot systems

(language & data stores)

• Partial HA for overall application

• Distributed system

• Complexity

• Observability
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Observability 101
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What is observability?

• Signal types
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What is observability?

• Signal types

Logs are signals with 

a textual payload 

capturing events
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What is observability?

• Signal types

Metrics are numerical signals at 

regular time intervals with semantics 

encoded in the name or via labels
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What is observability?

• Signal types

More: AWS re:Invent 2020: Open-source observability at AWS

Traces are about propagating 

an execution context along a 

request path

https://www.youtube.com/watch?v=FRD5UgS1VJw
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What is observability?

• Signal types

• Telemetry

Source

Agent

Destination
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What is observability?

• Signal types

• Telemetry

source

Agent

Destination

AWS Distro for OpenTelemetry

(ADOT)
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What is observability?

• Signal types

• Telemetry

• Feedback loop
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What is observability?

Source

Agent

Destination

Software Human

. . . the capability to 

continuously generate 

and discover

actionable insights

based on signals from 

the system under 

observation with the 

goal to influence the 

system
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Observability challenges
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Top 10 observability challenges

1. Too many telemetry agents 

2. Instrumentation of applications

3. Cloud-native systems have highly dynamic, small units

4. Find the right retention period per signal type and usage

5. Minimize vendor or feature lock-in
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Top 10 observability challenges

6. Buy vs. build

7. How to transition from monitoring to observability

8. Want single pane of glass for consumption

9. Signal hoarding (prune later, if at all)

10. Correlation of signals 
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Open-source projects 
and open specifications
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opentelemetry.io

https://opentelemetry.io/
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OpenTelemetry collector (ADOT)

aws-otel.github.io

https://aws-otel.github.io/
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Logs

opensearch.org

grafana.com/oss/loki/

https://www.opensearch.org/
https://grafana.com/oss/loki/
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prometheus.io cortexmetrics.io thanos.io

Metrics

https://prometheus.io/
https://cortexmetrics.io/
https://thanos.io/
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Traces

jaegertracing.io

zipkin.io

parca.dev

https://www.jaegertracing.io/
https://zipkin.io/
https://www.parca.dev/
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Amazon 

CloudWatch

Logs

AWS X-Ray

Traces

grafana.com/oss/grafana/

Prometheus

Metrics

https://grafana.com/oss/grafana/
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see also logz.io/blog/dictionary-open-source-observability-projects-tools/

OpenTelemetry

OpenTracingOpenCensus

OpenMetrics

Prometheus 

exposition format

traces: GA

metrics: Q4/2021

logs: WIP

https://logz.io/blog/dictionary-open-source-observability-projects-tools/
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How open source can help 
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Good practices

• Find and use best-of-class tool for a
given use case and role

• Rely on open standards such as 
OpenTelemetry and OpenMetrics

• Build portable observability systems 
(for example: on premises to cloud migration)

• Make observability investment decisions ROI-
driven (buy vs. build)
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Open source and open specifications 
addressing the challenges

Challenge Tooling

Agents overhead OpenTelemetry collector

Instrumentation, lock-in Open specifications (OTLP, OpenMetrics)

Logs from cloud-native systems Loki, OpenSearch

Metrics from cloud-native systems Prometheus, Cortex, Thanos

Traces from cloud-native systems OpenTelemetry, Jaeger, Grafana

Signal hoarding DIY (prune on ingest, RII-driven ingest)

Single pane of glass, correlation Grafana
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Build vs. buy

AWS native services

Instrumentation & telemetry

CloudWatch

Logs
CloudWatch

Metrics

Amazon

OpenSearch Service 

(logs)

AWS Distro for OpenTelemetry

(ADOT)

Amazon Managed

Service for Prometheus

(metrics)

Amazon Managed Grafana

(metrics, logs, traces)

Grafana

(metrics, logs, 

traces)

Prometheus

(metrics)
Jaeger

(traces)
Fluent Bit

(logs)

OpenSearch

(logs)
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Open-source solutions
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Thank you!
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