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Pros

« Feature velocity
« Polyglot systems
(language & data stores)

« Partial HA for overall application

Cons

* Distributed system
« Complexity
« Observability
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Observability 101
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What is observability?

« Signal types
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What is observability?

« Signal types

|7 {"log":
|> {"1og":
|> {"log":
|> {"1log":
|> {"log":
|> {"1og":
|> {"l0g":
|> {"log":
|> {"log":
|> {"log":
|> {"log":
|> {"1og":

"2021-10-21T09:
"2021-10-21709:
"2821-10-21T0@9:
"2021-10-21T709:
"2021-10-21709:
"2821-10-21709:
"2021-10-21T09:
"2821-18-21T09:
"2821-10-21709:
"2821-10-21T09:
"2021-10-21T709:
"2021-10-21709:

.374513821Z stdout F {\"body_bytes\":49,\"duration_sec\":0.801322526,\"event\" :\"downstream\",\"level\":\"info\", \"msg\":\"ho11y invoked http://downstream1\",\"time\":\"2021-18-217089:18:02Z\"}"}

.371016988Z stdout F {\"body_bytes\":13312,\"duration_sec\":0.802,\"event\":\"downstream\",\"level\":\"info\",\"msg\":\"ho11y invoked DUMMY:13kB:2ms\",\"time\":\"2021-10-21T09:18:02Z\"}"}

.368677701Z stdout F {\"body_bytes\":191488,\"duration_sec\":08.842,\"event\":\"downstream\",\"level\":\"info\", \"msg\":\"ho11y invoked DUMMY:187kB:42ms\",\"time\":\"2021-18-21T@9:18:02Z\"}"}

.325457547Z stdout F {\"body_bytes\":29497,\"duration_sec\":0.801633293,\"event\":\"downstream\", \"level\":\"info\",\"msg\":\"ho11y invoked https://ol11y.news/2821-83-81/\",\"time\" :\"2021-18-21T09:18:082Z\"}"}
.310190834Z stdout F {\"event\":\"invoke\", \"level\":\"info\",\"msg\":\"ho11y was invoked\",6 \"remote\":\"192.168.120.234:34138\",\"time\":1"2021-10-21709:18:02Z\", \"traceID\":\"1-6171384a-bB95f046146c7d3dafc3aecb\"}"}
.389321273Z stdout F {\"body_bytes\":49,\"duration_sec\":8.001282935, \"event\" :\"downstream\",6\"level\" :\"info\", \"msg\":\"ho11y invoked http://downstream®\",\"time\":\"2821-18-21789:18:02Z\"}"}

.306678063Z stdout F {\"body_bytes\":17956,\"duration_sec\":8.801639619, \"event\":\"downstream\", \"level\":\"info\",\"msg\" :\"ho11y invoked https://mhausenblas.info/\",\"time\":\"2021-18-21T09:18:02Z\"}"}

.293930413Z stdout F {\"event\":\"invoke\",\"level\":\"info\",\"msg\":\"ho11y was invoked\",\"remote\":\"192.168.120.234:54962\",\"time\":1"2821-10-21T09:18:02Z\",\"traceID\":\"1-6171304a-bB95f046146c7d3dafc3aecb\"}"}
.293193939Z stdout F {\"event\":\"invoke\",\"level\":\"info\",\"msg\":\"ho11y was invoked\",6\"remote\":\"127.6.8.1:48710\",\"time\":\"2821-10-21T09:18:02Z\",\"traceID\":\"1-6171304a-bB95f046146c7d3dafc3aecb\"}"}
.88749931Z stdout F {\"body_bytes\":49,\"duration_sec\":0.001189331, \"event\" :\"downstream\",\"level\":\"info\", \"msg\" :\"ho11y invoked http://downstream1\",\"time\":\"2821-18-21T89:17:57Z\"}"}

.80430491Z stdout F {\"body_bytes\":13312,\"duration_sec\":0.802,\"event\":\"downstream\",\"level\":\"info\", \"msg\":\"ho11y invoked DUMMY:13kB:2ms\",\"time\":\"2021-10-21T89:17:57Z\"}"}

.881767839Z stdout F {\"body_bytes\":191488,\"duration_sec\":0.042,\"event\":\"downstream\",\"level\":\"info\",\"msg\":\"ho11y invoked DUMMY:187kB:42ms\",\"time\":\"2021-10-21T89:17:57Z\"}"}
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What is observability?

« Signal types

1.20 req/s
1reqg/s

0.800 reg/s T

0.600 reg/s

0.400 req/s

0.200 req/s I I I | | I I I
mm il I

10:08 10:09 10:10 10:11 10:12 10:13 10:14 10:15 10:16 10:17 10:18 10:19 10:20 10:21
== 200 == 301 == 400 == 403 == 404 == 501
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What is observability?

« Signal types

ms 22.34ms
34man | ——————m
24,53 Ymin M
frontend Service & Operati.. v > ¥ » , oms 22.34ms 44.69ms 67.03ms 89.37ms
client
« | frontend frontend 1 oms
O T VI frontend frontend L]
! .86 m
14.72/min 14.43 t/min | downstream0 downstream0 N 14 55ms
I downstream1 downstream1 72,11 (S
downstream1 ol1ynews
;-:;J'm remote « | downstream0 downstreamo I oms
.07 Umin
~ I downstream0 downstream0 S 12.53ms
downstream | mhausenblas.info mhausenbla.. CEE—— 122
client
+ | mhausenblas.info mhausenblas info 1 oms
| mhausenblas.info mhausenblasinfo  EEEE— 11.22ms
—_— v I downstream1 downstream I oms
vl downstream1 downstream1 69.35ms
117 mat downsreemd mneusentlasinfo | o11y.news o11y.news 22.14ms
407 min ~ | o11y.news oiiynews | oms
== Average response time == Transactions per minute == Success == Fault == Error == Throttled | o11y.news o11ynews 22.14ms

aws More: AWS re:Invent 2020: Open-source observability at AWS
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What is observability?

« Signal types
« Telemetry
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What is observability?

L5 § kubectl get pod,deploy,svc
AME READY STATUS RESTARTS AGE
pod/carts-7c9df6fdb4a-84fpk 1/1 Running @ 2d1%h
° pod/carts-db-6c6c68b747-4rver 1/1 Running @ 2d19h
pod/catalogue-7c6dcb64f7-qsthx 1/1 Running @ 2d1sh
. S I g n a l typ e S pod/catalogue-db-96f6f6b4c-mhnxc  1/1 Running @ 2d19h
pod/front-end-7b8bcd59¢cb-1jjex 1/1 Running @ 2d19h
pod/orders-c9994cffo-49pwf 1/1 Running @ 2d19h
pod/orders-db-659949975f-mSsrm 1/1 Running @ 2d19h
pod/payment-8576977df5-mz4bd 1/1 Running @ 2d1%h
pod/queue-master-bbb6c4b9d-q2qwe  1/1 Running 14 43h
m pod/rabbitmg-6d77f74dc-pSb8m 1/1 Running @ 2d1%h
. e e e r pod/shipping-5d7c4f8bbf-j4z27 1/1 Running @ 2d19h
pod/user-846f474c46-f4bxh 1/1 Running @ 2d19h
pod/user-db-5f68d7b558-82gvl 1/1 Running @ 2d19h
AME READY  UP-TO-DATE  AVAILABLE  AGE
[deployment.apps/carts 1/1 1 1 2d1%h
keployment.apps/carts-db 1/1 1 1 2d1%h
[eployment.apps/catalogue 1/1 1 1 2d19h
[deployment.apps/catalogue-db  1/1 1 1 2d19h
[deployment.apps/front-end 1/1 1 1 2d19h
kdeployment.apps/orders 1/1 1 1 2d19h
[deployment .apps/orders-db 1/1 1 1 2d19h
Jdeployment . apps/payment 1/1 i 1 2d19h
[deployment .apps/queue-master 1/1 1 1 2d19h
[deployment . apps/rabbitmg 1/1 1 1 2d19h
[deployment.apps/shipping 1/1 1 1 2d1sh
[deployment.apps/user 1/1 1 1 2d1%h
[deployment.apps/user-db 1/1 1 1 2d1%h
AME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/carts ClusterIP  10.100.43.186 <none> 80/TCP 2d19h
lservice/carts-db ClusterIP 10.100.101.127 <none> 27017/TCP 2d19h
service/catalogue ClusterIP  10.100.143.124 <none> 8e/TCP 2d15h
service/catalogue-db  ClusterIP  10.100.64.93 <none> 3306/TCP 2d19h
service/front-end NodePort 10.100.2.56 <none> 80:30001/TCP  2d1%h
service/orders ClusterIP  10.100.55.99 <none> 8e/Tcp 2d19h
service/orders-db ClusterIP  10.100.69.241 <none> 27017/TCP 2d1%h
service/payment ClusterIP 10.100.218.17 <none> 8e/TCP 2d19h
lservice/queue-master ClusterIP 10.100.14.19 <none> 80/TCP 2d19h
service/rabbitmg ClusterIP 10.100.10.72 <none> 5672/TCP 2d19h
service/shipping ClusterIP 10.100.6.63 <none> 80/TCP 2d19h
service/user ClusterIP  10.100.19.182 <none> 80/TCP 2d1%h
jservice/user-db ClusterIP 10.100.143.4 <none> 27017/TCP 2d19h

Functions

Functions (2) ast fetched 205 ) ‘ c |

Q

Function name Description Package type Runtime Code size

Zip Node.js 12.x

aWS pps-uC . tific ) MR Zip Node.js 12.x
S
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What is observability?

« Signal types
« Telemetry

AWS Distro for OpenTelemetry
(ADOT)
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What is observability?

« Signal types
« Telemetry
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What is observability?

« Signal types
« Telemetry
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Telemetry
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What is observability?

Human

« Signal types
« Telemetry
« Feedback loop
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What is observability?

Software Human

- Signal types A O

« Telemetry

« Feedback loop
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What is observability?

Software Human

. Signal types U =

« Telemetry
« Feedback loop
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What is observability?

Software Human

SN S

... the capability to
continuously generate
and discover
actionable insights
based on signals from
the system under
observation with the
goal to influence the
system

.l}ll}ll}
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Observability challenges
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Top 10 observability challenges

1. Too many telemetry agents
Instrumentation of applications
Cloud-native systems have highly dynamic, small units

Find the right retention period per signal type and usage

A S

Minimize vendor or feature lock-in

adws
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Top 10 observability challenges

6. Buy vs. build

7. How to transition from monitoring to observability
8. Want single pane of glass for consumption

9. Signal hoarding (prune later, if at all)

10. Correlation of signals

adws
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Open-source projects
and open specifications
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pentelemetry

C++
A language-specific implementation of OpenTelemetry in C++.

.NET
(NET) A language-specific implementation of OpenTelemetry in .NET.

Erlang/Elixir
@ A language-specific implementation of OpenTelemetry in Erlang/Elixir.

ot S or Go
go Libra ry go Library @ A language-specific implementation of OpenTelemetry in Go.

Java
é‘; A language-specific implementation of OpenTelemetry in Java.

Javascript
;]E A language-specific implementation of OpenTelemetry in JavaScript (for Node.JS & the browser).

PHP
A language-specific implementation of OpenTelemetry in PHP.

Python
= A language-specific implementation of OpenTelemetry in Python.

Ruby
@ A language-specific implementation of OpenTelemetry in Ruby.

Rust
A language-specific implementation of OpenTelemetry in Rust

Swift
A language-specific implementation of OpenTelemetry in Swift.

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://opentelemetry.io/
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https://aws-otel.github.io/

Logs

wy Open

grafana.com/oss/loki/

aws
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https://www.opensearch.org/
https://grafana.com/oss/loki/

Metrics

prometheus.io cortexmetrics.io thanos.io

aws
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https://prometheus.io/
https://cortexmetrics.io/
https://thanos.io/

Traces

@ JAEGER

jaegertracing.io

ZIPKIN

zipkin.io

EONrCcCo

parca.dev
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https://www.jaegertracing.io/
https://zipkin.io/
https://www.parca.dev/

88 General / holly * =&

[l
09:5721 "} )

12a94 - 5ce8a248131 1bedaldf2cTe8) "} ")

[l
1}

g

i}
[l

regions  default v namespaces AWS/Logs v mewics  IncomingByles ~  dimensions LogGroupMame v dimensionval /aws-glue/crawlers «
s

~ Logs

Y [LOGS] invokes

|> (100" :"2021-11-02712:99:57.1841362812 stdout F {1"body_bytes\" :45,\"duration_sec\”:8.09135525, \"avant\" :\"downstream", \" laval\" :\"dnfor” "ho1y dnuoked hTTp://doNnatraamIL’,\"Time\"\"2621-11-02T1
Q [> {*1og" :*2821-11-82112:89: 578111189732 stdout F {\"body_bytes\* :49,\"duration_sech":8.8B1376195, \"avant\" :\"domnstreant ", \"lavels* :\"infol " \"hally invoked http://downstroand\®,\"time\":\"2821-11-82T12 :69:872\"

|> *109":"2021-11-62112:09:57 60815442 sdout F {\'body.bytesi’ 17956, \"curation. sec\” :9.BOZ167924,\ avent’ :\"downstreami’, \*Laval\" 1\ nfor*, L "mag\* 1\ *hot 1y dnvoked RTtps://mhausenblas. nfo/\’,\"tine\’ :\'2621-11-82T 123
+ |> (1og" :"2021-11-82712:89:56..99496711Z stdout F {\"event\”:\"invoke\",\"Level\":\"infa\", \"megh" :\"hally was invoked\",\"remote\”:\'182,168.128.234:35072\", \ " time\" :\"2621-11-82T12 ;69 :5621", \" EraceIDy" :\"

|» ¢*10g°:"2021-11-027112:09:56 9939705992 srdout F {1 ewent\":\*invoke\,\*levell" 1\ infor”, \ magh* 1nvoked\”, \ remote’ LA TAMEL 1\ 2027-11-2T12:09:5620 ", \ " trace D\ " 11" 1-61812494- 50888248131 1beva1 df2cTe0) )"}
™ |> {*10g":"2821-11-62712:89:55.9253385507 stdout F {1"body_bytes\” :49,\"duration_see\ Vlevely \"hally invaked hEtp://downstrean\ *2821-11-82712 895521
oo |» ¢*100°:"2021-11-02112:09:55 8545351782 srdout F {(1*body_byt \*duratio A" levely \"hally invoked http://downstresnd\ “2021-11-82T12:09 :5521°

| {*16g*:"2821-11-82712:89:55.8517561912 stdout F {\"body_bytes\" 117056, \"duration_secl *\"msgh":\"hally invoked hitps://mheusenblas.info/\",\" time\ :\"2821-11-82T12:68 :552\" )" |
(] |> {*10g" :"2021-11-82112:09 1556394875167 Td0uT F {L"eventy" :\"1nvoker” \*remate\" 1\ 192. 168,120,238 356721, \“ ne” 1\ -\ traceIoy v

| {*10g*:"2821-11-82712:69:55. 8385664912 stdout F [\ event\":\"invoke\",\"level\" :\"infol", \"magh*:\ o1ty *\"time\":\"2621-11-82712:09:552\" ,\" traceID\" :\"1-61812093-36240e3595B631b657bB1153\" |}
a |> 4*10g":"2021-11-82712:89:54 7660088342 stdout F {\"body_bytes\” :49,\"duration_sec\":9.081196136, \"eventy \"hatly invaked nttp: “2621-11-82T12 095421

|> 72657 :"2021-11-62712:89:54. 6957985862 stdaut F {\"body_bytes! \"duration_sec\” :8.081260143, \"event\ \"hatly invaked hetp://downstreand) “2821-11-82T12:09:5421"
o
® ~ Metrics

P [METRICS] invokes by HTTP status code y

aman 146 KB

180

£
H

140 ma/s

120 reale

Tregis.

0.800 req/s

0,600 req/s.

=200 == 301 =400 = 403 = 414 = 501

« Traces

) [TRACES] service map

080 mn
8760 tmn

clant

\ '.
——{ msrman
s7o0umn

prram— Mg

et

|
®

= orrerfl
®

== Average response time == Transactions per minute == Success == Fault == Emor = Thottled

aws

1

a77
reass
&0 milliseconds.
30 milliseconds.
20 millissconds.
10 miliseeonds.
1186 1187 1 15 1200 1200 1202 1203 1z04 1208 1208 1207 1208 1209 1210

[METRICS] tatal invoke payloads

@ @ O LastiSminutes ~ &

Amazon
CloudWatch
Logs

120 1202

[METRICS] downstream invoke performance

1205

1206 1207

1208 1209 1210

e e e L e e e e e e L e e e e
Prometheus
M .
o 156 187 e 159 1200 1201 1202 1203 1204 1208 12:08 1207 1208 1209 1z etrl cs
== P30 == p50
[TRACES] invacation counts ; [TRACES] downstreams
L3 Methad 7 Respons: 7 Response Time % URL 7 Client 1P+ 7 Anne
1-618128b9-cB29c927102c2dde 5364205 GET 200 84ms  hitp:#/localhost-8765/ 127001 o
e e e Sy 1:61812972.67118929/45bba3822chadeb  GET 200 84ms httplocalhostB765/ 127.00. 0

1-6181288b-9b3218bd337169323156c471 GET 200 89 ms hitp#/localhost 8765/ 127001 o
1-61812a83-185294450521ce81988360e GET 200 81 ms httpi/locathost8765/ 127.001 o
1:6181287d-4987 1t GeT 200 B4ms hipilocalhosts76s/ 127004 0
1-61812899-20c07751ebf71f0b1e026a31 GET 200 82ms  hitp:i/localhost-8765/ 127001 0 d
1-618120c6-0a0cb8501ceechb0B3sTa  GET 200 84me  hiplocalhost8765/ 127,004 0
1:618128bd-aSecc9a547217cca%4302baa GET 200 8Sms hitp:#/localhost 8765/ 127001 o
1-61812915-9d1c2ea54a51f0b4777e32e6 GET 200 83ms hitp:i/localhost-8765/ 127.0041 o AWS X-Ray
1-61812903-c48327(c760038ce Sd7 dedac GET 200 93ms hitp://localhost 8765/ 127.001 o T
1-6181292b-c2495425408b1 36092991503 GET 200 82ms hitp:i/locathost8765/ 127.00 o races
1-61812030-90971660238219606941575  GET 200 81ms hipilocalhosts7as/ 127004 0
1-61812a63-2663ef60c6fb11celaZadadd GET 200 82ms  hitp:i/localhost-8765/ 127001 ]
161812093-030ck 2083817050424 1ac5  GET 200 8ime hiplocalhost8765/ 127.004 0

et e . 1:61812090-c250008700790Meed 027 GET 00 81 ms hitpi/localhast876s/ 127001 o

grafana.com/oss/qgrafana/

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://grafana.com/oss/grafana/
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OpenCensus

OpenTracing

Prometheus
exposition format

traces: GA
metrics: Q4/2021 <~ ~
logs: WIP

see also logz.io/blog/dictionary-open-source-observability-projects-tools/

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://logz.io/blog/dictionary-open-source-observability-projects-tools/

How open source can help

aws
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Good practices

« Find and use best-of-class tool for a
given use case and role

« Rely on open standards such as
OpenTelemetry and OpenMetrics

« Build portable observability systems
(for example: on premises to cloud migration)

« Make observability investment decisions ROI-
driven (buy vs. build)

adws
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Open source and open specifications
addressing the challenges

Challenge Tooling

Agents overhead OpenTelemetry collector
Instrumentation, lock-in Open specifications (OTLP, OpenMetrics)
Logs from cloud-native systems Loki, OpenSearch

Metrics from cloud-native systems Prometheus, Cortex, Thanos

Traces from cloud-native systems OpenTelemetry, Jaeger, Grafana

Signal hoarding DIY (prune on ingest, Rll-driven ingest)
Single pane of glass, correlation Grafana

aws
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Build vs. buy

Open-source solutions

<: ! Q

DLII.. (@)

0

c

Amazon Managed Amazon Managed Grafana Amazon ©

Service for Prometheus (metrics, logs, traces) OpenSearch Service >
(metrics) (logs)

" o
) fluent : )
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Thank you!

Michael Hausenblas
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