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Agenda

Demo: Help! | broke my network!

What is Amazon EC2 serial console?

How do | get started with Amazon EC2 serial console ?
Demo: Help! The kernel update broke my instance!

The path ahead
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What is the Amazon EC2 serial console?

Secure
connection to
serial port
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Interactive
troubleshooting

L]

0 - )

One-click from
the console or
AWS CLI, API
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Benefits of the Amazon EC2 serial console
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Interactive session Out-of-band Networking One-time setup
to debug communication capabilities not and one-click access
with instance required
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How to get started?

STEP 1: TURN ON ACCESS TO THE SERIAL CONSOLE

@ New EC2 Experience
Te

X

Resources ‘ EC2 Global view [4 ‘ |E‘ |E‘ Account attributes ‘E|

2 clobal view Ensure the user has

You are using the following Amazon EC2 resources in the US East (Ohio) Region: Supported platforms [£

the right AWS Identity

Instances (running) 4 Dedicated Hosts
Tags Default VPC [4

peT031515 5 and Access Management
¥ Instances Key pairs Load balancers settings § permiSSionS

EBS encryption

Limits Elastic IPs Instances

Instances .
Placement groups Security groups Zones

Instance Types )
EC2 Serial Console
Snapshots

Launch Templates Volumes

Default credit specification
Spot Requests i

Console experiments
Savings Plans ® Easily size, configure, and deploy Microsoft SQL Server Always On

availability groups on AWS using the AWS Launch Wizard for SQL

Reserved Instances

Settings - EC2 Serial Console Manage EC

EC2 Serial Console info

rp nt ac to your EC2 inst

EC2 Serial Console access
Allow

Cancel
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How to get started?

STEP 1: ALTERNATIVELY, YOU CAN TURN ON THE SERIAL CONSOLE FROM THE AWS CLI

Allow access to the Amazon EC2 serial console at the account level using the

console or by calling the API:

Command Prompt

C:\WINDOWS\system32»aws ec2 enable-serial-console-access --region us-east-1

{
"SerialConsoleAccessEnabled™: true
h
C:\WINDOWS\system32»aws ec2 get-serial-console-access-status --region us-east-1
{
"SerialConsoleAccessEnabled”: true
¥

C: \WINDOWS\system32>»
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How to get started?

STEP 2: CONNECT TO THE SERIAL CONSOLE

@ New EC2 Experience o Instances (1/4) info — Actions ¥
b nk ——

Q
EC2 Dashboard

EC2 Global View a2 Name Instance ID Instance state Instance type Status check Alarm status Availability Zone

Events rhel2 © Running t2.micro @ 2/2 checks passed  No alarms us-east-2b ec2-3-142-1§]

altest © Running t2.micro ® 2/2 checks passed  No alarms us-east-2c ec2-18-223-2
Limits rheltest @ Running t2.micro @ 2/2 checks passed  No alarms us-east-2¢c ec2-52-14-2.

cSinstance © Running c5.xlarge @ 2/2 checks passed No alarms us-east-2¢ ec2-18-222-.
Instances

Instance Types
Launch Templates Instance:

Spot Requests

pL Security Networking Storage Status checks Monitoring
E ans
Reserved Instances

. ¥ Instance summary Info
Dedicated Hosts

EC2 Instances

Connect to instance info

Connect to your instance i-0a6 52e484b (c5instance) using any of these options

EC2 Instance Connect Session Manager SSH client

Instance ID Serial port

) (c5instance)

Cancel
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How to get started?

STEP 2: ALTERNATIVELY, USE THE AWS CLI TO CONNECT TO THE SERIAL CONSOLE

Command Prompt

C:\WINDOWS\system32>aws ec2-instance-connect send-serial-console-ssh-public-key *
More? --instance-id SRERRE

More? --serial-port @ *

More? --ssh-public-key file://C:\Users\daniei/.ssh/id rsa.pub *

More? --region us-east-1

{

"RequestId”: "ddBaadb2-2963-4d54-af79-5881873eft84b",
"Success": true

C:\WINDOWS\system32>ssh -1 C:\Users\daniei/.ssh/id _rsa *
More? 1-82985884a5bl679+8.porté@serial-console.ec2-instance-connect.us-east-1.aws
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Magic behind the
scenes: How does
serial console work? |
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Create a session

60 Control plane Instances
seconds &= 4

e

1. Send serial public key . 2. Enable serial for instance Amazon EC2
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Customer 3, ssh i-123.port0@ ...

A 4

?@, 4. Serial console data

Serial console service
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Help! The kernel
update broke my
instance!
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Some other use cases

Accidentally booted Missing block Debug using SysRq
into Windows device error
safe mode
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Key takeaways

Use the serial console when regular connectivity is broken
Interact with the boot menu
Browser and AWS CLI support

Other use cases
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Additional resources

Here are some resources for you to learn more about the AWS EC2 serial console

Blogs

Troubleshoot boot and networking issues with new EC2 serial console

Using EC2 serial console to access the GRUB menu and recover from boot failures

Using the EC2 serial console to access the Microsoft Server boot manager to fix and debug boot failures

Documentation

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-serial-console.html
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https://aws.amazon.com/blogs/aws/troubleshoot-boot-and-networking-issues-with-new-ec2-serial-console/
https://aws.amazon.com/blogs/compute/using-ec2-serial-console-to-access-the-grub-menu-and-recover-from-boot-failures/
https://aws.amazon.com/blogs/compute/using-the-ec2-serial-console-to-access-the-microsoft-server-boot-manager-to-fix-and-debug-boot-failures/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-serial-console.html

Thank you!

Pallavi Ravishankar Daniel lannuzzi
pnarve@amazon.com daniei@amazon.com
aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



