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About me

Julian Wood

« Senior Developer Advocate — AWS Serverless
= Twitter: @julian_wood

= Email: jrwood@amazon.com

« Recovering server“more” infrastructure engineer
= Enterprises + startups

« You can't scare me, | have twin girls!
« From Cape Town via London
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What are we covering today?

My ideas
What is observability?
Chalking and talking
Tooling

Your ideas
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What is observability?
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Monitoring needs to evolve

=
D
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User Short-lived More devices, Faster release
experience resources services, data velocity
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Observability then and now

Traditional
server

:

Centralized code
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AWS Lambda
function

AWS Lambda
function

AWS Lambda
function

AWS Lambda
function

Distributed code



Observability theory

Rudolf E. Kalman - 1961
“On the General Theory of Control Systems”

“Observability is a measure of how
well internal states of a system can
be inferred by knowledge of its
external outputs.”

https://en.wikipedia.org/wiki/Control theory
https://en.wikipedia.org/wiki/Observability

aws
~—


https://en.wikipedia.org/wiki/Control_theory
https://en.wikipedia.org/wiki/Observability

Chalking and talking!
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Investing in observability culture

Humans matter most Observability is practiced

« Building alerts « Building and testing hypotheses

« Creating dashboards about your syst.e.ms
 Building workflows and tools ) gfs,clgrgaoﬁffg\lljghty before and

- Data-driven decisions
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What? How? When?

We're doing what? The specific actions Timelines and communication
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Chalking and talking!
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Amazon CloudWatch

1 quadrillion+

(1,000,000,000,000,000+)
metric observations each month

3.9 trillion

events each month

adws
2]

Monitors entire

infrastructure of
AWS and
Amazon.com

100 PB

logs ingested each month



AWS Partner, AWS Lambda Ready Partner

SERVERLESS MONITORING AND OBSERVABILITY TOOLS

\) APPDYNAMICS (@ Coralogix ydqshbird

&

part of Cisco

(9dynatrace byl

DATADOG epsagon

\ 4 :
0: honeycomb.io % lumigo
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Chalking and talking!
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Metrics
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Visualize with CloudWatch metrics graphs

o . ih 3h 12h 1d 3d 1w custom - Line Actions ~ B
TracksUploaded - CloudWatch Explorer

Count EKP[DI’EI’ Info

Lambda by runtime
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Metrics Info
Choose metrics to explore.

Q

All metrics Graphed metrics (1) Graph options Source

Math expression v @ Dynamic labels v Statistic: Sum v Period: 1 Minute Remove all i -
Lambda Function: Duration: ps0 X

v Label Details Statistic Period Y Axis Actions
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115 CloudWatch Metrics Explorer
https://s12d.com/cw-me

TracksUploaded

All metrics Graphed metrics (1) Graph options Source

Math expression v & Dynamic labels v Statistic: Sum v Period: 1Day v Remove all

Cd Label Details Statistic Period Y Axis Actions

o . Track. 1-FreshTracks * TracksUploaded = Servic. .. Sum 1 Day > A Lrl ea { © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



https://s12d.com/cw-me

Requests

Various units
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Creating CloudWatch alarms

All metrics Graphed metrics (1 Graph options Source et
- (1) e Conditions

1-FreshTracks > LogGroup, ServiceName, ServiceType Q,
Threshold type

LogGroup (14) ServiceName ServiceType Metric Name )
0 Static Anomaly detection

Use a value as a threshold Use a band as a threshold

T R L L e e
Metric FreshTracks-parseGPX FreshTracks-parseGPX AWS:Lambda:Functiot WarmStart-

[+ FreshTracks-parseGPX FreshTracks-parseGPX AWS::Lambda Functiot TracksUploaded Whenever TracksUploaded is...

Define the alarm condition.

Graph
This alarm will tri gger when the Dlue Une goes DeELow the re ne for 1 datapoints within 5 minutes. Greater Greaten‘qu Ual LO‘WErquUaI. 0 LOWEI’
> threshold »= threshold <= threshold < threshold

Count Mamespace

1-FreshTracks

60

Metric name Notification

TracksUploaded Alarm state trigger

Define the alarm state that will trigger this action

ServiceMame O Inalarm

FreshTracks-parseGPX-12GB10HD2LKJX P Additional configuration

LogGroup Select an SNS topic
Define the SNS (Simple Notification Service) topic that will receivil

12:00 1300 FreshTracks-parseGPX-12GBTOHD2LKJX O Select an existing SNS topic
@ TracksUploaded Create new topic
ServiceType Use topic ARN

AWS::Lambda::Function Send a notification to...
Q, FT_CWL_Topic

Statistic Only ernail lists for this a

Q Sum Email (endpoints)
[=i=sl@amazon.com - View in SNS Console [

Period

. Add notification
5 minutes




Logs

aws

S © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Language logging (Python example)

import os

def Tambda_handler(event, context):
print('H1 From Lambda!’)
print('## ENVIRONMENT VARIABLES:
print('## EVENT: ’, event)

, 0S.environ)

START RequestId: 8f507cfc-xmp1-4697-b07a-ac58fc914c95 Version: $LATEST

Hi from Lambda!

## ENVIRONMENT VARIABLES: environ({'AwWS_LAMBDA_LOG_GROUP_NAME': '/aws/lambda/my-funct
## EVENT: {'key': 'value'}

END RequestId: 8f507cfc-xmp1-4697-b07a-ac58fc914c95

REPORT RequestId: 8f507cfc-xmpl1-4697-b07a-ac58fc914c95 Duration: 15.74 ms

Billed Duration: 16 ms Memory Size: 128 MB Max Memory Used: 56 MB

Init Duration: 130.49 ms
XRAY TraceId: 1-5e34a614-10bdxmplflfb44f07bc535al SegmentId: O07f5xmp12d1f6f85 Sampl

dWws
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Amazon CloudWatch embedded metric format

AUTOMATICALLY CREATE METRICS FROM LOG ENTRIES

Event payload

message = {
"PriceInCart": 100,
"QuantityInCart": 2,
"ProductId : "a 3",
"CategoryId": "bcadcecl",
"Environment"”: "prod",
"Userld": "31ba3930",
"Cartid": "58dd189f",
"LogLevel": "INFO",
"Timestamp": "2019-12-11
12:44:40.300473",
"Message": "Added 2 items
'a23390f3"' to cart '58dd189f'"

}

aws

S

Log entry
[...]
"_aws": {

‘"functionVersion":

"SLATEST",

"Timestamp": 1576064416496,

"Cloudwatchmetrics": Li

"Namespace": "ecommerce-cart",

"Dimensions": [
["Environment", "CategoryId"]

A

"Metrics": [
{"Name": "PriceIncCart", "unit": "None"},
{"Name": "QuantityInCart", "unit": "None"}

[ ¢ lr,

"Environment”: "prod",

"CategoryId": "bcad4cecl"

PriceInCart : .
"QuantityInCart': "2"

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Amazon CloudWatch embedded metric format

AUTOMATICALLY CREATE METRICS FROM LOG ENTRIES

Event payload Log entry

nessage = Qpen-source client Librarie

"Price
"Quant . . )6,
"produc Ao o] L
"Cateqc |
"Envirg
"UserIc
"CartIc
"LogLeve
"Timest
12:44:40.
"Message

'a23390f3" to cart '58dd189f'" "priceIncart” 100,

} Quant1tyInCart': "2
aws ¥

1

ll’ llUn_itll: "None"}’
art", "unit": "None'"}
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https://s12d.com/cwl-emf-client

Tracing
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AWS X-Ray

End-to-end view of requests
flowing through an application

const AWSXRay = (
const AWS = .captureAwS(

« AWS Lambda - instruments
incoming requests for all
supported languages and can
capture calls made in code

Enable X-Ray Tracing @2 @

const documentClient = new .DynamoDB.DocumentClient( );

1 .?E:
OUO t/min
L4

Fresh Tracks-My Auth Function-vVBO ..
« Amazon AP| Gateway — :
inserts a tracing header into ' o (w0 427m

HTTP calls as well as reports ‘
data back to X-Ray itself o 523 HTracks JUACI NesFot

0. 04 Yimin

. @ 0.04 vmin
FreshTracks/Prod

Enable active tracing Info

FreshTracks-getSignedUrsS3-1P2
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X-Ray trace example

Name Res. Duration  Status 00ms 200ms 400ms 600ms 500ms

¥ MyXRayStateMachine

MyXRayStateMachine
log Input
Was 53 Item put or delete -df941865
Put
Parallel State Pending
Branch 0 240 ms
Send message to SNS 138 ms
SNS 82.0ms
Branch 1
Read text from image
Lambda
Load Languages
Map State
[teration 1
Translate to language
Lambda
* SNS

MyXRayStateMachine Z

* Lambda

MyXRayStateMachine : g

MyXRayStateMachine
MyXRayStateMachine

MyXRayStateMachine

G
G
G
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Tooling
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A& My Fresh Tracks X W CloudWatch Management Consc X +
“ C @ consoleaws.amazen.com/cloudwatch/home?region=us-east-1#servicelens:map Q % *» N e :
EV_Y,S_, Services ¥ marketplace prod L\ Twitter:@julian_wood N.Virginia ¥  Support ¥
CloudWatch X CloudWatch Service Map
Dashboards 5m 15m 30m 1h 3h 6h Custom ‘ @ ‘ v ‘ ‘ > ‘ ‘ Map view List view ‘
¥ Alarms
In alarm o Q .O‘ ‘@‘. QH@"
Insufficient data o ’ )
oK o 3 N ¥ Map legend
Billing
v Logs . Fault (5xx) . Error (4xx)
oty droiiie [l Throttle A Current alarms
Insights AWS service:
¥ Metrics AWS resource:
Explorer @ Unknown node: :” Node name
¥ Events Settings
Rules _
Event Buses ’ = H) > I | Size is requests

¥ ServicelLens
Service Map

Traces

¥ Container Insights @

Resources

Performance monitoring

Feedback

English (US) ¥

No node selected
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CloudWatch Logs Insights

INTERACTIVELY SEARCH AND ANALYZE YOUR LOG DATA IN CLOUDWATCH LOGS

« Processes structured log data
+ Flexible purpose-built query language Logs | Visualization
« Query up to 20 log groups

« Save queries

: @timestamp : loglevel : message
2019-12-11T13:53:43.870+01:00 ERR Hash value mismatch
fields Tlmestamp, LogLevel, Message 2019-12-11T13:53:43.690+01:00  ERR Hash value mismatch
2019-12-11T13:53:41.950+01:00 ERR Hash value mismatch
Ld 'l l' . . .

.F 1 1-t er L Og Leve 1 == ERR @ingestionTime 1576068829802

@log 017024781235:/aws/lambda/ GetItemsFunction-73FAT6Z12SPP
. @logStream 2019/12/11/[$LATEST]e309f7494d944c8ba4d5511225346¢eel
S0 Pt @t 1mes t am p d €sc @message {"operation": "get_items", "storeld": "49eb952a-ble7-57ea-a231

limit 100 @timestamp 1576068821950

@xrayTraceld 1-5df0e6d5-183793e0eb1202e01eab4620

environment develop

functionName demo-GetItemsFunction-73FAT6Z12SPP
functionVersion $LATEST

itemId 09063559-cb29-482d-8a08-ebbfel62201f

aws
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CloudWatch Logs Insights examples

« Most recent 100 errors

« Top 100 most expensive invocations

- Cold start percentage over time

« Cold starts and InitDuration

- Checking Lambda performance

« Exclude informational logs

 Invocations using 100% assigned memory
« Over-provisioned memory

- Upload file sizes

« Latency report

aws

S

https://s12d.com/loginsights-examples
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https://s12d.com/loginsights-examples

X-Ray Analytics example

Retrieved traces @ Filtered trace set A ©® Filtered trace setB @
10.3K traces. 1899 traces.(18.45% of retrieved traces) 1354 traces.(13.15% of retrieved traces)

Filters: timerange Filters: timerange ©

Response time distribution @

Click and drag to filter the traces by response time

Time series activity @
Click and drag to filter the traces by time

03:45.00

AM

USER % HTTP STATUS CODE %
William 13.96% 200 89.96% 32.87%
Olivia ¢ 20 61% 400 1.18% 0.39%

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




CloudWatch Lambda Insights

MONITOR, TROUBLESHOOT, AND OPTIMIZE THE PERFORMANCE OF LAMBDA FUNCTIONS

CloudWatch Lambda Insights info

When you enable and choose Save, the Lambda console adds a layer to your function and

verifies your execution role's permissions. If your execution role does not have the required

permissions, the Lambda console will attempt to add them to the role.

@ Enhanced monitoring

Use cases

« ldentify function issues, such as
memory leaks

« ldentify high-cost functions

» Identify performance changes
caused by new function versions

« Understand latency drivers in functions

aws

S

Features
Deep linking and correlations across metrics,
logs, and traces
Automated dashboards showing function
performance and health
Deeper integration with CloudWatch Logs
Insights and CloudWatch ServiceLens
New Lambda performance metrics with
observable context

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Lambda extensions

A NEW WAY TO INTEGRATE WITH THE LAMBDA EXECUTION ENVIRONMENT

« Easier to integrate your existing tools with Lambda
- No complex installation or configuration
- Tools integrate deeply into the Lambda environment

« Capture diagnostic information before, during, and after function invocation
« Automatically instrument your code without needing code changes

« Fetch configuration settings or secrets before the function invocation

« Detect and alert on function activity through hardened security agents

aws
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Extensions

Use extensions to integrate your preferred monitoring, observability

installation instructions.

\) APPDYNAMICS

part of Ci

namics
The AppDynamics extension pi
automatic instrumentation of Node.js or
hon Lambda functions to pr
bility and alerting on function
performance in a broader business
context.

Go to AppDynamics [

isdynalrace

trace
natrace extension d rs end-to.

and metncs and

application stack.

Go to trac

ght
tich runs alongside your Lambda
function and automatically collects,
enhances, and transports telemetry to
ility platfarm.

Go to New Relic [

Poa )
;//:g aws AppConfig

AppConfig extension L
configure, validate, and depl
canfiguration for your Lambda functions.
You can AppConfig for use-cases like
feature fla block-listing, and ops

tuning.

Go to AWS AppConfig [4

epsagon

extension listens to invocation
tores traces, and sends them in
| to Lambda function executiol
This helps reduce the overhead of
ributed tracing and improve

performance.

Go to Epsagon [2

A\ SENTRY

ion monitoring platform
cloper diagnose, fix, and
optimize the
functions. Ov
ship better softw, ith Sentry.

Go to Sentry [4

Extensions available today

curity, and governance tools with your Lambda functions. This page lists ger

o Check Poi_r]‘g

: ECHNOLOGII

Check t CloudGuard

Check Point CloudGuard Serverless
Protection is an extension

solution that offers full i

far wverless applications without

requiring complex configuration.

Go to Check Point CloudGuard [4

HashiCorp

easy

make them a

within their function co. vithout having
to make their functions s

| Go to HashiCorp Vault [4 |

splunk>

Splur

The Splunk Lambda Extension provides
simplified interface to ¢

resolution, low-latenc

efficient a ective monitoring of
Lambda functions with minimal overhead.

Go to Splunk [

C@ Amazon

Cloudwatch

1sights
mbda Ins
ou to monitor,

» the
performance of your Lambda functions
through automated dashboards which
provide increased visibil

Go to CloudWatch Lambda Insights

@

honeycomb.io

Honeycomb is a pow
tool for debugg

Go to Honeycomb [

sumo logic

Sury

platform,

visibility into the health and performan
of your mission-critical serverless

applications.

Go to Sumo Logic [

tner products. Cho ion to view its

extension brings
time bility to your
pplications. ] metrics,
S, you can monitor, detect,

ssues at any scale.

Go to Datadog [4

Y\ lumigo

ronments. The exte
your Lambda function invocations
and collects additional metrics.

Go to Lumigo [

A_THUNDRA

The Thundra extension is a companion

to its agents without adding network delay
to the function handler.

Go to Thundra [

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Lambda Powertools

A SUITE OF UTILITIES FOR LAMBDA FUNCTIONS

Output as structured JSON
Tracing:  Send traces to AWS X-Ray
Metrics:  Custom metrics with embedded metric format
Utilities:  Parameters, Amazon SQS batch processing, etc.

~ Python Java

https://github.com/awslabs/aws-lambda- https://qithub.com/awslabs/aws-lambda-
powertools-python powertools-java



https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java

Summary

Observability is more than just monitoring metrics
« Gathering as much data as required

« Making the right data-driven decisions

« Adding business-relevant information

« Being able to observe the unexpected

Amazon CloudWatch and AWS X-Ray give you tools to
gain visibility into how your systems are performing

« Embedded metric format is a powerful 2 for 1

« Use CloudWatch Logs Insights to query and analyze
log data interactively

« ServiceLens gives you that “single-pane” view into
your applications

« Extensions — more easily use your existing tools

- Powertools - coding utilities for observability

aws

S

Resources

https://s12d.com/304-ri21

© 2021, Amazon

Web Services,

Inc. or its affiliates. All rights reserved.


https://s12d.com/304-ri21

Serverless observability learning path

MASTERING SERVERLESS
‘ APPLICATION OBSERVABILITY

8 Episo dS
/ with Julian Wood, Sen DlpAd cate

5

g s12d.com/mastering-observability El.bq:

o //\



http://s12d.com/mastering-observability

Serverless observability workshop

PetAdoptions application
architecture

https://observability.workshop.aws
re:Invent SVS307

aws
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Serverlessland.com

A Home Blogs Videos Learn Events About

Welcome to
Serverless
Land

This site brings together all the latest blogs, videos, and
training for AWS Serverless. Learn to use and build apps that

scale automatically on low-cost, fully-managed serverless

architecture.



Thank you!

Julian Wood

Senior Developer Advocate, Serverless
AWS

YW @julian_wood
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