
© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Using privacy-first data processing 
to make drivers smarter

Hari Balakrishnan

S T P 2 0 7

Founder & CTO

Cambridge Mobile Telematics



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

50 MILLION
Road injuries per year

1.35 MILLION
Road traffic deaths per year

A GLOBAL PROBLEM

$1.8 trillion in losses
From all crashes globally, 2015-2030

Low-and Middle-Income Countries

60% of vehicles
90% of crash deaths
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Pedestrian Fatalities in the US, 1990-2018
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Cyclist and Pedestrian Road Fatalities in the US
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Weapons of Mass 
Distraction

37% of trips 
involve phone distraction

36% of all distractions
occur at a high driving speed 

of over 50 mph (80 kmph)

Source: CMT driving data, 2019
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Traffic Fatalities Up 18% 
in 2021

20,160 U.S. Traffic 
Fatalities
January – June 2021

Largest 6-Month Increase 
Ever Recorded
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COVID-19 Era: Phone Distraction Has Risen
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Our Mission 
To make the world’s roads & drivers safer

Artificial 

Intelligence

Behavioral

Science
Mobile 

Sensing

Internet of

Things (IoT)
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80
programs

21M
IoT Tag devices shipped

CMT
The trusted global leader in mobile telematics

Auto insurance Automakers Mobility Auto retail

Insurtech Wireless carriers Finance Security

20
countries

7M
drivers

400
employees
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Our Platform & Products
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CMT’s DriveWell Platform & Products

Telematics Mobility Ecosystem
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CMT’s DriveWell Platform & Products Power Telematics Solutions

DriveWell Platform

DriveWell Mobile SDK

Phone, BLE Tag, wearables

CMT Standalone Devices  

LTE Tag, DriveScape Video

Third-Party Devices

Connected cars, OBD-II

Data

Pipeline

Usage-
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Behavior-
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Family
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CMT’s DriveWell Platform & Products Power Telematics Solutions

CMT Products

Interfaces

Risk Studio

risk factors, scores, context

Behavior Studio  

feedback, incentives, messaging

Claims Studio 

crash detection, reconstruction, fraud

Usage-

Based 

Insurance

Behavior-

Based 

Insurance
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DriveWell Platform

Products

Insights

Data Flows  
APIs, reports, cloud storage

Workflows 
apps, portal, UMP
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Family 
Safety

Discounts Rewards Young Drivers Low 
Mileage

Try Before 
You Buy

CMT powers many different types of programs to 
help assess risk and improve driving behavior
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39%
Distracted Driving

Mobile Telematics Makes Roads Safer

30%
Speeding

50%
Hard Braking
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Measuring Driving Behavior



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Risk factors based on millions of trips and many billions of miles

Hard 
Braking

Screen 
Interaction

Phone Motion Speeding

Road Type
Telematics 
Collisions

Cornering

Harsh 
Acceleration

Score Driving by Computing Risk Factors

Causative Controllable Differentiated
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Loss Cost ValidationFrequency of Loss

Mean Lift: 3.22 
[2.88-3.59 Quartile Range]

Mean Lift: 2.08 
[1.97-2.2 Quartile Range]

Approved score validated by 48 U.S. state 
departments of insurance (and counting)!

Lift Charts Show Predictivity Between a Score or Risk 
Factor and Likelihood of Incident

Validating Risk Factors and Scores Using Crash and 
Insurance Claims Data
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Telematics is Rooted in Sensor Data

Historically, needed expensive 
hardware

We pioneered using 
smartphones and invented a 
new IoT device (the Tag)

Measure both vehicle dynamics 
and driver behavior

Accelerometer
Identifies phone position with axis-based motion sensing.

Gyroscope
Works with accelerometer to determine position of phone.

Magnetometer
Measures magnetic fields.

GPS
Identifies phone location with multiple satellites.

Barometer
Measures air pressure.

Proximity sensor
Determines the proximity of the phone to nearby objects.

Ambient Light
Measures the amount of light near the phone.
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Sleek 2” x 2” design

Bluetooth Wireless

4+ Years Battery Life

Over-the-Air Upgrades

Unique Security Key

● Combine Tag and phone data

● Record only in tagged vehicle

● Record events with no phone

● Vehicle mileage & speed 

estimates

● Simple Bluetooth onboarding

● “Peel and stick” installation; no 

wires

DriveWell Tag
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ConnectedPLUS: 
Multiple data sources, one driver profile

From Vehicle

Risky maneuvers

ADAS functions

and more

From Phone/IoT

Hard braking 

Speeding

Phone motion

Screen interaction

From 3rd Party
Weather

Road conditions
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DriveScape
Computer Vision AI + Dual-Facing Dashcam
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Algorithms Convert Raw Data into Insights

Vehicle 

dynamics

Distraction

Mileage & speed

Map-matching

Transport mode & 

driver/ passenger

Real-time crash 

detection

Automatic 

recording

Low battery drain

Sensor data → 

Trip details
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Crash assistance
We detect crashes and get you help fast
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Automated Crash Detection using 
Signal Processing and Machine Learning

Rapid deceleration

Cabin pressure spike

Pulled over

Walked around

Used phone

Accident-prone location

OvercastHeavy traffic
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Automated Crash Descriptions using AI
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…Based on sensor data
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CrashAssist is Going 
Mainstream
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Processing & Data 

Infrastructure
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AWS: CMT’s Infrastructure Provider since 2012
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CMT’s Operational AWS Footprint (2021)

AWS
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Data 

Analytics

Partner Systems
User Management
B2B Integration

Data Streams

Context Sources
Weather
Mapping

Telematics Processing Architecture

Telematics Data
Smartphones
Connected cars
IoT Video

• GPS
• Accelerometer
• Gyroscope
• Barometer
• Magnetometer
• Images
• Video

• Local road conditions
• Local weather
• Sun angle/glare
• Map information
• Traffic speed

• User management
• Other information

from partners
• Rewards 

Operations

Data Store

(“Hot” Data)

Compute

Partner Services
Impact alerts for Crash Assist (real-time)
FNOL (near real-time)
Drive scoring (near real-time)
Risk events (near real-time)
Crash reconstruction (as needed)

Driver/User Services
Crash Assistance
Driver scoring
Risk events
Rewards
Family sharing
Fleet functions
Leaderboards

Amazon Athena

AWS Glue

Amazon Redshift

Amazon S3

Data 
Warehouse

Operational to Analytic

Insights

Telematics
Processing
Scoring
Mapping
Event detection
Crashes

Service

improvements

New service

development

AWS
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Operations Core Mission

Data 

Analytics

Partner Systems
User Management
B2B Integration

Data Streams

Context Sources
Weather
Mapping

Telematics Data
Smartphones
Connected cars
IoT Video

• GPS
• Accelerometer
• Gyroscope
• Barometer
• Magnetometer
• Images
• Video

• Local road conditions
• Local weather
• Sun angle/glare
• Map information
• Traffic speed

• User management
• Other information

from partners
• Rewards 

Operations

Data Store

(“Hot” Data)

Compute

Partner Services
Impact alerts for Crash Assist (real-time)
FNOL (near real-time)
Drive scoring (near real-time)
Risk events (near real-time)
Crash reconstruction (as needed)

Driver/User Services
Crash Assistance
Driver scoring
Risk events
Rewards
Family sharing
Fleet functions
Leaderboards

Amazon Athena

AWS Glue

Amazon Redshift

Amazon S3

Data 
Warehouse

Operational to Analytic

Insights

Telematics
Processing
Scoring
Mapping
Event detection
Crashes

Service

improvements

New service

development

AWS

Operations

Data Store

(“Hot” Data)

Telematics
Processing
Scoring
Mapping
Event detection
Crashes

Compute
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Hot Data

Data 

Analytics

Partner Systems
User Management
B2B Integration

Data Streams

Context Sources
Weather
Mapping

Telematics Data
Smartphones
Connected cars
IoT Video

• GPS
• Accelerometer
• Gyroscope
• Barometer
• Magnetometer
• Images
• Video

• Local road conditions
• Local weather
• Sun angle/glare
• Map information
• Traffic speed
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Data Store

(“Hot” Data)

Compute

Partner Services
Impact alerts for Crash Assist (real-time)
FNOL (near real-time)
Drive scoring (near real-time)
Risk events (near real-time)
Crash reconstruction (as needed)

Driver/User Services
Crash Assistance
Driver scoring
Risk events
Rewards
Family sharing
Fleet functions
Leaderboards

Amazon Athena

AWS Glue

Amazon Redshift

Amazon S3

Data 
Warehouse

Operational to Analytic

Insights

Telematics
Processing
Scoring
Mapping
Event detection
Crashes

Service

improvements

New service

development

AWS

Operations

Data Store

(“Hot” Data)

Telematics
Processing
Scoring
Mapping
Event detection
Crashes

Compute

Runtime Production Database(s)
• Live (hot) data location
• Interactions with many services
• Hard to replace quickly
• We use RDS-Aurora and DynamoDB
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Scaling Approach
Goal: Efficient and Cost Effective
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Processing Telematics Data
Goal: Efficient and Cost Effective

Data 

Analytics

Partner Systems
User Management
B2B Integration

Data Streams

Context Sources
Weather
Mapping
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Storage for Analytics & Machine Learning
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Data Privacy
Privacy by design
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CMT’s Privacy Compliances

CMT has a robust information security and privacy program that complies with: 

General Data 

Protection 

Regulation (GDPR)

California 

Consumer Privacy 

Act (CCPA)

ISO 27001
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Data privacy and security by design

Continuity Security Privacy
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Best-In-Class Privacy Practices

No Data is Shared or Sold
Consumer data is not used for any other 

services besides those offered by CMT.

Minimum Amount of Data
CMT only collects the minimum personal 

information necessary to provide its services. In 

general, the only PII CMT collects is Unique 

Identifier, GPS coordinates, and IP address. 

End-to-End Encryption
From collection to storage, data is encrypted at 

transfer and at rest,

Simple and Transparent EULA
CMT provides a clear explanation to its users of 

what data is collected and how it is used.

Retention 
Data is only stored for as long as it’s necessary 

to provide CMT’s services. 

Consent 
Users can withdraw consent to CMT processing 

their data at any time. 
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Technical controls:

Data Residency

Data is stored and 

processed in the region in 

which it was collected (e.g. 

US data remains in the US, 

EU data remains in the EU, 

CA in CA, etc.)
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Technical controls:

Technical Controls

Access limited to need-

to-know, and allows for 

discovery and 

classification of data

Encryption policy means 

data (and backups) are 

protected with industry-

standard encryption 

algorithms

Analyze data access to 

ensure compliance

Amazon 

Athena

Amazon 

RDS

Amazon 

S3

Amazon 

Redshift

Data

Warehouse
Retention policies 

automatically delete data 

when it’s no longer 

needed
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CMT’s Privacy Board

Daniel Weitzner
Board Chair

Head of MIT Internet Policy 

Research Initiative

Deputy CTO, Obama White 

House

Orin Kerr

UC Berkeley Law Professor

Kathleen O’Toole

21CP Solutions

Patrick Van Eecke

University of Antwerp 

& Cooley LLP
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Thank you!
Hari Balakrishnan
Founder & CTO
hari@cmtelematics.com

39%
Distracted Driving

30%
Speeding

50%
Hard Braking
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Thank you!
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