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Agenda

« New features overview

« Container database support

« Oracle auditing — Database Activity Streams (DAS)
« Replica switchover

« Amazon RDS for Oracle at Goldman Sachs Transaction Banking
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New features
overview
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Oracle feature support

« Oracle Application Express 20.2 and 21.1
« Oracle Cloud Control Management Agent 13.4 and 13.5
« Oracle Native Network Encryption client parameters
= Encrypt outbound connections (database links)
= SHA1, MD5 require explicit settings
« Oracle time zone file autoupgrade option
« Set system events via PL/SQL (October 2020 and later)
= rdsadmin.rdsadmin_util.list_allowed_system_events
= rdsadmin.rdsadmin_util.set_system_event(<event>, <level>);
= rdsadmin.rdsadmin_util.unset_system_event(<event>);
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Oracle version support

2020 2021 2022 2023 2024 2025 pAOPAS
June 8, 2021 - DEPRECATED!

March 31, 2022 (limited error correction after December 1, 2020)

July 31, 2022 (BYOL requires Extended Support)

April 30, 2027 (BYOL requires Extended Support after April 30, 2024)

April 30, 2024 (Innovation release — no Extended Support)

My Oracle Support note 742060.1 https://forums.aws.amazon.com/ann.jspa?anniD=7341
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Amazon RDS features

« Publish OEM agent logs to Amazon CloudWatch

« Cross-Region automated backups
= Expanded Region support

= Oracle Transparent Data Encryption and AWS Key Management Service
(AWS KMS) encryption

« R5b expanded Region support
« R5 additional memory configurations

= New instance class naming: db.r5.4xlarge.tpc2.mem2x
= Up to 768 GiB of memory, 32:1 memory-to-vCPU ratio
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Amazon RDS Custom
 Onpremises  EQ2

You manage

High availability High availability High availability High availability
Patching Patching Patching responsibility
== M- — AWS
Hardware Hardware manages
NO MANAGEMENT FULL MANAGEMENT
Host-level access and full database permissions Allows 3rd-party applications on the database host
Allows features not currently supported by RDS Initially planned for SQL Server and Oracle
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Amazon RDS Custom use cases

Custom and Packaged
Business Applications

Customers looking to install applications
directly on the host or applications that
require elevated privileges

Example: Customer looking to migrate their Oracle ERP application

Lift and Shift

Customers looking to migrate to a managed
service without making any changes to the
application

Example: Customer looking to migrate using native DB technologies like RMAN
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Granular Control

Customers looking to install custom drivers
or enable features that require elevated
privileges

Example: Customers looking to utilize features likes DB Vault and Flashback

Disaster Recovery

Customers looking to setup DR from self-
managed environments

Example: Customer looking to set up Data Guard Stand-By in the cloud
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Feature deep dive

« Container database support
 Database Activity Streams (DAS)
« Replica switchover
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Container
database support
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Oracle Multitenant architecture
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Amazon RDS container database

. Amazon RDS for Oracle instance . Amazon RDS for Oracle CDB instance
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Using container databases

« Available with 19c April 2021 and later

= New engine names: oracle-ee-cdb, oracle-se2-cdb
= Parameter groups: oracle-ee-cdb-19, oracle-se2-cdb-19

« Single pluggable database

« Snapshots behave the same

« All users and objects local to PDB

« No direct access to container database
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Features not currently supported on CDB

« Conversion/upgrade from 12c to 19¢c-cdb
« Read or mounted replicas

« Options
= Oracle Enterprise Manager
= Oracle Enterprise Manager Agent
= Oracle Label Security
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Container database use cases

« Applications that require PDB
 Future-proof new applications
« Test out new container architecture
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Oracle auditing -
Database Activity
Streams (DAS)
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Oracle auditing

« Use cases
= Meet compliance and regulatory requirements
= Support business processes
= Know what's going on inside your database

« Configuring
1. Set audit_trail parameter (default NONE, requires restart)
2. Standard and fine-grained auditing of statements, objects, privileges
3. Monitor and alarm
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Oracle audit trails

Database audit trail

Filesystem audit trails

audit_trail parameter

DB
DB,EXTENDED

Mixed-mode Unified Auditing
supported by default in 12.2+

OS
XML
XML,EXTENDED

Audit records

Accessible via system
tables/views

Appended to text files on the
filesystem (.aud or .xml)

Retention Self-managed using Service-managed (default 7 days)
DBMS_AUDIT_MGMT
Access SQL PL/SQL
Console/API
Publish to Amazon CloudWatch
adws
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Customer-managed Oracle auditing
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Database Activity Streams (DAS)

« Automates collection, transmission, storage, and processing
of audit data

« Near-real-time stream of Oracle Unified Audit Trail to
Amazon Kinesis

« Common log format across Amazon RDS and Amazon Aurora
« Read replica not currently supported

« Consume audit data
» Amazon Kinesis Data Firehose and AWS Lambda

= |IBM Security Guardium
= Imperva SecureSphere Database Audit and Protection
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Database Activity Streams (DAS)
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Configuring DAS

Database administrator
 Set audit trail
« Define and enable audit policies

Security administrator

- Manage DAS access using IAM

context keys
= rds:StartActivityStream

 Preserve any existing audit data
= rds:StopActivityStream

« Enable with StartActivityStream

« Enabling DAS purges existing
Unified Audit data

Separation of duties
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DAS best practices

« Define privileges for separation of duties
« Configure audit policies before enabling

o Carefully test high-volume configurations
« Monitor audit trail space

« Monitor stream status
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Replica switchover
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Amazon RDS for Oracle replicas

Read/write

workloads
A

\ 4

Up to 5 total replicas,
“ = in the same Region or
o— different Regions
Read-only
workloads

Amazon RDS for Oracle mounted/read replicas
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Replica promotion
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aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Replica promotion
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ica switchover

1]

r2-inst1 (replica)

r1-inst2 (replica)

“ O=—
o—
O=—
Application
Oraclél
r1-inst1
(prlTary)

rved.

r its affiliates. All rights rese

Inc

Web Services,

© 2021, Amazon



(@)
c
SSM
Vg%
Eco
Ss309 P
St ——— wn
WV:;..US =
C'@m ©
O MO VU UV
C ESS
G.HD.D.
nadld

r1-inst2 (replica)

tchover

omm -
v >0
5 c 2
R c
7, 2EC
Vaw
g =0 %
O uvT £ _.4
O P9 = <
[go} L -
O I — Cmu-u
c =
L IS 5 E 2
| -
p 3 88
& <+&H 0
(o 4 =
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII i |

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



n—
H O=—
o—
Application
r2-inst1 (primary)

r1-inst2 (replica)

tchover

1Ca SWI
Oraclél
r1—|nst_1(repl|ca)

Repli
=

rved.

r its affiliates. All rights rese

Inc

Web Services,

© 2021, Amazon



Switch back
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Role transition use cases

« Promotion
= Seed dev/test environments
= Seed logical replication
= Create new primary instance while preserving old primary

« Switchover
= Disaster recovery
= Disaster recovery drills
= Migrate to a new region while maintaining replicas
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Customer presentation:
Goldman Sachs
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Goldman Sachs Transaction Banking (TxB)
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Goldman Sachs has created a digital-first, built-from-scratch
transaction banking platform. The firm is uniquely positioned
to launch this product, leveraging over 150 years of financial
and risk management expertise, yet unencumbered by legacy
banking infrastructure.

The current landscape informed what we built

GS Financial Cloud

» High availability via cloud-based platform

» Real-time information via APIs driving intelligent
decision-making

= Faster onboarding
= Data-driven actionable insights

» |ntegration with leading treasury workstations

Balance sheet

A

Goldman
Sachs
Transaction
Banking

Incumbent
Banks

>
Agility
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Goldman Sachs TxB - Amazon RDS for Oracle

« Reduction in administrative overhead
= No cycles spent managing infrastructure further down the stack

- OS upgrades, maintenance, etc.

— Storage capacity management
- = Amazon RDS parameter groups increase standardization
= Automated backups for point-in-time recovery (PITR)
= Auto minor version upgrade

« Scalability

= Ability to easily modify instance sizes in response to specific events
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Goldman Sachs TxB - Amazon RDS for Oracle

« Availability
= Both in-Region and cross-Region availability options
= Multi-AZ for in-Region resiliency
- Automated failover - low expected downtime
— Automated rebuild of new secondary to re-establish full resiliency

= Cross-Region resiliency takes advantage of Amazon RDS cross-Region
read replicas

— A lot of additional customer engineering was added to build a complete failover
orchestration engine
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Goldman Sachs TxB - Amazon RDS for Oracle
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Disclaimer

Transaction Banking services are offered by Goldman Sachs Bank USA (“GS Bank") and its affiliates. GS Bank is a New York State chartered bank and a member of the Federal Reserve System and Member FDIC, as well as a swap dealer registered with the CFTC.
It is a wholly-owned subsidiary of The Goldman Sachs Group, Inc. (together with its subsidiaries, “Goldman Sachs”) and leverages the resources of Goldman Sachs subject to legal, internal and regulatory restrictions. Information contained herein does not
constitute an offer by GS Bank or any of its affiliates. The receipt of this document by any recipient is not to be taken as constituting the giving of financial, investment, tax, legal or any other advice by Goldman Sachs to that recipient, nor to constitute such
person a client of Goldman Sachs. No person shall be treated as a client of Goldman Sachs, or be entitled to the protections afforded to clients of Goldman Sachs, solely by virtue of having received this document. No part of this material may, without Goldman
Sachs' prior written consent, be (i) copied or duplicated in any form, by any means, or (i) distributed to any person that is not an employee, officer, director, or authorized agent of the recipient. Subject to FDIC rules, regulations, and limitations. For more
information on how FDIC insurance coverage works visit www.fdic.gov. © 2021 Goldman Sachs. All rights reserved. This document is confidential and may have been prepared by personnel in the Investment Banking Division or one or more affiliates of The
Goldman Sachs Group, Inc. ("Goldman Sachs", “We" or “us”) and is not the product of the Global Investment Research Division. It is not a research report and is not intended as such.

Non-Reliance and Risk Disclosure: This material should not be construed as an offer to sell or the solicitation of an offer to buy any security in any jurisdiction where such an offer or solicitation would be illegal. We are not soliciting any action based on this
material. It is for the general information of our clients and the terms and conditions of any transaction if between us, if any were to take place, would be subject to further discussion and negotiation between us. It does not constitute a recommendation and
may not take into account the particular investment objectives, financial conditions, or needs of individual clients. Before acting on this material, you should consider whether it is suitable for your particular circumstances and, if necessary, seek professional
advice. We do not provide tax, accounting, or legal advice to our clients, and all investors are advised to consult with their tax, accounting, or legal advisers regarding any potential investment. This material is for the general information of our clients. The
material is based on information that we consider reliable, but we do not represent that it is accurate, complete and/or up to date, and it should not be relied on as such and Goldman Sachs shall not be responsible for errors or omissions that may occur. We will
not update or amend or be obligated to update or amend such information following the date it was delivered to you. Goldman Sachs shall have no liability, contingent or otherwise, to any recipient or to third parties, for the quality, accuracy, timeliness,
continued availability or completeness of, or otherwise in connection with, any information provided to you. Opinions expressed are our current opinions as of the date appearing on this material only.

Phone Recording: Telephone conversations with Goldman Sachs personnel may be recorded and retained.

Receipt of Orders: An order sent to Goldman Sachs by email or instant message is not deemed to be received by Goldman Sachs until a Goldman Sachs representative verifies the order details with a phone call to the client or acknowledges receipt of the order
via email or instant message to the client. Goldman Sachs does not accept client orders sent via fax or voicemail systems.

Full Service Firm Disclosure: As you know, Goldman Sachs is a full service financial institution engaged, either directly or indirectly, in a broad array of activities, including trading, commercial and investment banking, financial advisory, market making and
trading, investment management (both public and private investing), investment research, principal investment, financial planning, benefits counselling, risk management, hedging, financing, brokerage and other financial and non-financial activities and
services globally. In the ordinary course of their various business activities, Goldman Sachs and funds or other entities in which Goldman Sachs invests or with which Goldman Sachs co-invests may at any time purchase, sell, hold or vote long or short positions
and investments in securities, derivatives, loans, commodities, currencies, credit default swaps and other financial instruments for their own account and for the accounts of customers and clients. In addition, Goldman Sachs may at any time communicate
independent recommendations and/or publish or express independent research views in respect of such assets, securities or instruments. Any of the aforementioned activities may involve or relate to assets, securities and/or instruments referred to herein. In
addition, Goldman Sachs may provide investment banking, commercial banking, underwriting and financial advisory services to such other entities and persons.

Legal Entities Disseminating this Material: This material is disseminated in the United States of America by Goldman Sachs & Co. LLC (which is a member of FINRA, NYSE and SIPC) and by Goldman Sachs Bank USA. You may obtain information about SIPC,
including the SIPC brochure, by contacting SIPC (website: http://www.sipc.org/; phone: 202-371-8300).

Not a Municipal Advisor: Except in circumstances where Goldman Sachs expressly agrees otherwise in writing, Goldman Sachs is not acting as a municipal advisor and the opinions or views contained herein are not intended to be, and do not constitute, advice,
including within the meaning of Section 15B of the Securities Exchange Act of 1934.

Not a Fiduciary: This material is provided solely on the basis that it will not constitute investment advice and will not form a primary basis for any person’s or plan’s investment decisions, and nothing in this material will result in Goldman Sachs becoming a
fiduciary with respect to any person or plan. Further, each recipient has the capability to independently evaluate investment risk and will exercise independent judgment in evaluating investment decisions in that its investment decisions will be based on its own
independent assessment of the opportunities and risks presented by a potential investment, market factors and other investment considerations.

Some Transaction Banking accounts and services are subject to customer eligibility requirements and may not be available in relation to accounts held at in certain jurisdictions on in relation to third-party banks. © 2021 Goldman Sachs. All rights reserved.
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Learn more

« AWS documentation - Getting started with Amazon RDS - step-by-step instructions
(https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html)

« AWS Partner, House of Brick — Understanding your options for deploying and licensing
Oracle on AWS
(https://aws.amazon.com/blogs/apn/understanding-your-options-for-deploying-and-licensing-
oracle-on-aws/)

« AWS Database Blog — Role of the DBA when moving to Amazon RDS
(https://aws.amazon.com/blogs/database/part-1-role-of-the-dba-when-moving-to-amazon-rds-
responsibilities/)

« AWS Database Blog — Category: Amazon RDS for Oracle
(https://aws.amazon.com/blogs/database/category/database/amazon-rds/rds-for-oracle/)

« Amazon RDS for Oracle additional resources
(https://aws.amazon.com/rds/oracle/resources/)
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Thank you!
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