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Introduction
Adoption of cloud computing by all types of organizations 
continues to grow and as a result, the cloud now is a 
strong presence at the core of the sourcing strategy 
of organizations. The cloud has gained tremendous 
momentum as it relentlessly transforms the delivery of 
IT services and also enhances strategic capabilities for 
businesses in the form of adaptive solutions so they may 
keep up with the accelerating innovation of the digital 
ecosystem.

Indeed, not only daily operations are being transformed, but 
new capabilities are also being unleashed for the business 
lines thanks to the democratization of managed solutions 
that provide state of the art technologies such as modern 
analytics or artificial intelligence services, empowering 
those outside of the technical industry to access and 
capitalize these new tools. 
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However, this big expansion of the cloud portfolio implies 
that organization must either develop the right operating 
model to realize its high value or partner with sourcing 
experts that can provide them with expertise in this area. 
In fact, many organizations still struggle with the promises 
of the cloud journey and transformation programs. 
Responding effectively to these issues in sourcing is key 
to ensuring a smooth transformation journey, enabling 
organizations to reap the benefits of the cloud, elevating 
their operations to a maximum level of efficiency while 
identifying new business models that provide organizations 
with a competitive advantage.

Quint’s annual report of the current state of cloud services 
in Spain has analyzed 120 questionnaires completed by 
CIOs, CTOs (24%), responsible for technological areas 
(35%) and Directors of Digital Transformation (9%), among 
other management functions.

The companies are all Spanish, mostly from the private 
sector (91%) including a large part of the IBEX 35. Of these 
companies, 43% belong to the enterprise segment, with a 
turnover higher than one billion euros annually; of which 
something more than 18% corresponds to companies with 
an annual turnover higher than five billion euros. The report 
covers all verticals, including Banking and Insurance (20%), 
Utilities and Energy (14%) and Services (11%).

IT investments in IaaS & PaaS have risen from last year. 
Currently almost 42% of the companies interviewed 
are allocating more than 15% of the total IT budget to 
infrastructure and / or cloud platforms.

Asked for the criteria used to select their sourcing 
provider(s), respondents first mentioned the quality-price 
ratio (64%), the flexibility of services and rates (51%) and 
the completeness of the providers’ service catalog (42%). 
Another factor that is gaining weight is the provider’s 
experience in vertical solutions, which has grown in 
importance from 33% to 38% since last year. Also, two 
new factors begin to gain relevance: alignment of the 
supplier with the ecosystem of partners and suppliers of 
the customer (37%) and the capability to innovate (26%). 
At the same time, factors that lost weight compared to last 
year are the Service Management Team (from 33% to 31%) 
and the presence in the territory (from 28% to 24%).

To arrive at the right strategy and design a solid roadmap 
for cloud sourcing, it is important to consider the maturity 
of an organization based on relevant dimensions. Below, 
in this joint white paper by Amazon Web Services and 
Quint Wellington Redwood, we examine these dimensions 
in more detail from a sourcing perspective and their -not 
always synergetic- interactions.
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Customers’ Challenges 
in Today’s Market
The Need for a Digital Transformation

The existing economic scenario is highly competitive and 
demands companies to excel in terms of go-to-market 
strategies, having to maximize not only their operational 
efficiency on their core businesses processes but also to 
identify and quickly adapt new opportunities to disrupt the 
market since, if they don’t do it, competitors will. 

Historically there have been two strategies to accomplish 
these objectives: Continuous Optimization of processes to 
increase operational efficiency and Continuous Innovation 
to drive new business and increase diversification. 

The first strategy has focused on optimization of processes 
and resources, i.e. concerning existing operational 
models. Achieving operational efficiency is challenging 
in traditional on-premises and even hybrid environments 
where operations is still perceived as a “keep the lights 
on” function isolated and distinct from both the lines 
of business and development teams. Cloud Sourcing 
strategies can help to fill this gap and break the barriers 
with inclusive architectures that focus on end-to-end 
solutions.

The second strategy, on the other hand, aims to identify 
new opportunities and broaden the scope of the business. 
Digital Transformation facilitates and accelerates 
Continuous Innovation. This concept is on the agenda of 
CxOs, as Digital Transformation requires the use of modern 
digital technologies, where cloud is key to implementing a 
collective set of strategies fostered to create or optimize 
business processes, develop a collaborative company 
culture and explore new business lines to expand the 
market reach. When Organizations start the process to 
become “digital”, the IT departments take an important role 
on the strategy, and therefore, if outsourcing IT alliances 
are set, then it is both outsourcers and IT departments who 
must lead the Digital Transformation. Thinking about “IT 
vs. The Business” no longer makes sense, as every aspect 
of a business is touched –and potentially changed– by 
information technology. 

In a situation like this, when faced with the goal of 
maximizing both efficiency and innovation, there is a need 
for new outsourcing models enabled by the transformative 
technologies that cloud computing provides.  These new 
outsourcing models allow businesses to address the 
growing demands of their customers and to generate new 
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opportunities by empowering a new approach that can 
help mitigate risks, despite being more agile and faster than 
what outsourcing customers have been able to do in the 
past, e.g. by allowing customers to run more experiments 
or introducing more automated governance.

The Business Impact of 
Cloud Computing
Cloud Computing Enables Innovation

The cloud is driving innovation for businesses of all shapes 
and sizes, across different industries and geographies. The 
cloud increases cost savings, staff productivity, operational 
resilience, and business agility. All these elements work 
together to help businesses achieve differentiation, 
accelerate innovation, and make the most of the talent 
inside an organization. AWS removes obstacles to digital 
transformation and enhances the ability of organizations 
to compete and succeed in a fast-moving business 
environment.

Innovation is possible only through experimentation, and 
experimentation requires embracing failure, something 
that can only be accepted by reducing the cost of failing. 
Historically, outsourcing agreements were reluctant to 
provide experimental sandboxes since the core of this 
business was to maximize efficiency by minimizing 
the operation issues. This is no longer the case, and 
now sourcing providers are requested to be drivers of 
innovation.

The cost of failure is reduced in the cloud. When initiatives 
fail, as they so often do, that failure is far less costly 
because organizations can quickly, easily shut down the 
infrastructure required by the experiment.

This greatly reduces the risk of trying new things: for 
example, if an organization can try 20 ideas on inexpensive 
cloud development and test infrastructure (which can 
be deployed in minutes on AWS), deploy 10 of them to 
production, and keep only 2 of them over the long term, it 
can do so with only a fraction of the waste that would be 
incurred attempting to do so with an inflexible on-premises 
environment. When an initiative takes flight, scaling up 
infrastructure to meet demand becomes a simple exercise. 
A leading global market intelligence firm conducted a 
survey in 2018 with organizations around the world 
running enterprise-level workloads on AWS and concluded 
that using a cloud hyperscaler like AWS can result in 25% 
higher developer productivity and enable the delivery of 3x 
as many features compared to on-premises environments.
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In fact, AWS research supports these findings, showing 
that their customers save an average of 2.5 months in 
time-to-market when launching new applications on 
the cloud, while also offering 26.4% more new features, 
updates, and fixes per release. Applications moved to AWS 
receive significantly higher user satisfaction scores on a 10-
point scale, rising from 7.0 to 8.8 for employees and from 
6.8 to 8.8 for customers.

Simply put, adopting the cloud helps business move 
faster, whether that means getting innovative products 
to market before competitors, taking advantage 
of fresh opportunities, quickly expanding to new 
geographies, accelerating M&A, or increasing the pace 
of experimentation. In a digital economy, Information 
Technology is the enabler of all these capabilities.

Democratization of (New) Technologies

Technologies that are difficult to implement can become 
easier to consume by pushing that knowledge and 
complexity into the cloud vendor’s domain. Rather than 
having your IT team learn how to host and run a new 
technology, they can simply consume it as a service. 
For example, NoSQL databases, blockchain, media 
transcoding, and Artificial Intelligence are all technologies 
that require expertise that is not evenly dispersed across 
the technical community. In the cloud, these technologies 
become services that outsourcers can consume for 
their customers in an easy manner, focusing on product 
development rather than resource provisioning and 
management. 

Cloud Economics

The cloud offers tremendous opportunity for increased 
agility, faster innovation, and lower total cost of ownership. 
The organizations that are most successful in moving from 
on- premises environments to the cloud are those that 
establish a well-defined strategy for approaching this new 
IT operating model early in their journey. Moving from a 
model of large upfront investment in data centers to the 
consumption-based model of the cloud provider requires 
changes to tools, processes, and mindsets to make sure 
that costs are effectively managed.

Cloud providers are dedicated to supporting customers’ 
cloud journeys and empowering them to maximize value 
from their investments, improve forecasting accuracy and 
cost predictability, create a culture of ownership and cost 
transparency, and continuously measure optimization 
status. AWS provides powerful tools to simplify these 
efforts, but organizational recognition and commitment to 
the process are critical success factors.
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Migrating to the cloud enhances the ability of customers to 
scale and flex to the demands of their business workloads. 
Historically, computing costs were tied to a quarterly or 
yearly hardware procurement investment, but with cloud 
technology, customers now have the flexibility to initialize 
resources and services at any time—and they only pay for 
what they use. This has led to a change in the way that 
costs are understood, managed, and optimized.

In the past, hardware costs were large, upfront expenses, 
which led to predictable resource procurement and cost 
patterns. However, this often resulted in waste, since 
Organizations had to purchase enough servers to support 
their most highly trafficked day. Unfortunately, many of 
these servers would be idle for much of the year. Because 
the cloud lets organizations scale on demand, they pay only 
for the resources they use, which minimizes waste but can 
result in variable cost patterns.

The ability to scale up and down on demand has allowed 
resource procurement to transition from being solely 
owned by the Finance team to being the responsibility of 
stakeholders across IT, Engineering, Finance and so on. This 
democratization of resource procurement has initiated a 
growing group of cost-conscious stakeholders who are now 
responsible for understanding, managing, and, ultimately, 
optimizing costs.

Specifically, the flexibility created by the new economics 
of the cloud allows customers to cost optimize around the 
following core pillars:

• Right sizing: Provisioning the right services for given 
workloads. Right sizing is the process of matching 
instance types and sizes to performance and capacity 
requirements at the lowest possible cost. Right-sizing 
activities take into account all of the resources of a system 
and all of the attributes of each individual resource. Right 
sizing can be an iterative process, triggered by changes in 
usage patterns and external factors such as price drops 
or new resource types. 

• Elasticity: Growing and shrinking consumption based 
on volume- and time-based needs. Elasticity refers to 
the virtually unlimited capacity of the cloud, where the 
vendor is responsible for capacity management and 
provisioning of resources. By taking advantage of APIs or 
service features, customers can vary the amount of cloud 
resources in their architecture dynamically. This allows 
them to scale components in their architecture, and 
automatically increase the number of resources during 
demand spikes to maintain performance, and decrease 
capacity when demand subsides to reduce costs. AWS 
offers numerous tools to help customers automate both 
volume- and time-based elasticity.

“Resource 
procurement has 

transitioned from just 
the Finance team to a 
shared responsibilty”
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• Pricing models: Using cloud-based pricing models 
effectively. Choosing the right pricing model can 
optimize costs based on the nature of the workload. 
Customers pay only for the computing resources they 
consume, and increase or decrease usage depending on 
business requirements—not with elaborate forecasting. 
For example, development and test environments are 
typically only used for eight hours a day during the 
working week. Customers can stop these resources when 
they are not in use with a potential cost saving of 75% 
(40 hours versus 168 hours).   

• Storage optimization: Choosing the right storage tier for 
the workload. Cloud providers offer multiple storage tiers 
at prices designed to meet performance. By identifying 
the most appropriate destination for specific types of 
data, you can reduce costs while maintaining the required 
performance and availability. For example, where 
performance requirements are lower, using optimized 
storage can cost half as much as the default storage 
option.  

• Economics of Scale: Finally, the massive scale at which 
AWS as cloud provider operates also benefits customers 
and outsourcers — ever increasing economies of scale 
enables AWS to continually reduce the pricing of compute 
and storage services. For example, AWS has reduced the 
per GB storage price of their S3 service by 80% since the 
service was first introduced in 2006. 

From Cloud Cost to Cloud Value

How can organizations quantify the business value of 
moving to the cloud? To help answer this question, the 
AWS Cloud Value Framework was developed based on 
hundreds of customer business cases. The results were 
validated by an independent study, which examined 500 
US-based customers with 500 employees or more across 
21 industries, all of whom have been on AWS for at least a 
year.

This framework enables organizations to build a 
comprehensive business case for cloud computing 
by measuring and tracking progress against four key 
dimensions of value which are realized by moving to cloud 
computing: 
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Cost Savings

When it comes to a traditional data center, capacity 
planning is typically a major challenge. It requires 
accurately predicting technology needs and procuring 
equipment typically 6–9 months before it’s operational. 
Additionally, companies usually provide 20–50 percent over 
peak requirements to avoid services outages. The Natural 
Resources Defense Council estimates that average server 
utilization is only 12–18 percent.

With the cloud, organizations pay only for what they need. 
During periods of low usage, they use fewer resources; 
during periods of peak demand, the system scales to 
deliver the required performance, reducing the need for 
providing excess capacity. Supply and demand are closely 
matched, eliminating the waste inherent in traditional data 
center models.

Reducing IT costs associated with owning and managing 
infrastructure is often the first thing businesses consider 
when beginning their cloud journey. While each 
organization is different, cloud cost savings come in two 
main varieties. First, organizations can save money by not 
spending it in the first place, avoiding data center–related 
capex and opex on hardware, software, networking, 
facilities operations, and upgrades. Second, because there 
are typically no minimum commitments required for cloud 
services, they can stop or start using a service at any time, 
further increasing cost efficiency.

Cost savings (TCO)

Achieving Business Value
Cloud Value Framework

Sta� productivity Operational resilience Business agility

Infrastructure cost 
savings/avoidance from 

moving to the cloud

E
ciency improvement 
by function on a 

task-by-task basis

Bene�t of improving 
SLAs and reducing 
unplanned outage

Deploying new features/ 
applications faster and 

reducing errors

Example

Cost impact Value impact

50%+ reduction
in TCO (GE)

Example

Over 500 hours per year of 
server con�guration time 

saved (Sage)

Example

Critical workloads run in 
multiple AZs and Regions 

for robust DR (Expedia)

Example

Launch of new 
products 75% 

faster (Unilever)
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To maximize cost savings, it is important to build a culture 
of cost optimization. This means being able to track 
and manage cloud costs by tagging resources, i.e. by 
associating cloud resources (and their cost) with projects, 
departments or goals, and then using AWS tools such 
as AWS Cost Explorer and AWS Trusted Advisor to 
identify opportunities to improve utilization and assign 
responsibility for managing cloud costs1. 

AWS provides pricing models that help organizations 
save even more money. Using AWS services such as 
Amazon Elastic Compute Cloud (Amazon EC2) Reserved 
Instances, organizations can reserve instances upfront and 
save as much as 75 percent compared to the on-demand 
price. Amazon EC2 Spot Instances allow organizations to 
purchase spare computing capacity at up to 90 percent off 
the on-demand price. And, finally, many services come with 
volume discounts – for example, the more GB stored in or 
transferred out of AWS, the lower the cost per GB.

Staff Productivity

Another way that customers achieve value with AWS is 
through increased staff productivity. In the data center 
world, employees spend a lot of time doing work that 
doesn’t differentiate the business. For example, previously, 
a significant proportion of staff might have been dedicated 
to procuring, setting up, and maintaining physical servers.

With AWS, these responsibilities are reduced or no longer 
necessary. Organizations can move away from the day-to-
day operational headaches associated with managing IT 
infrastructure. IT expertise can be put to better use doing 
strategic, differentiating work, such as developing new 
and improved applications and delivering a better user 
experience. 

The cloud also lends itself to modern software engineering 
approaches. These include continuous integration/
continuous deployment, microservices architecture, 
automated testing, and blue/green deployments that test 
application code in a controlled manner as it is being rolled 
out to production. Development and test environments 
can be automatically provisioned and deprovisioned in 
seconds to meet the evolving needs of a business. This 
transformation can significantly reduce time-to-market 
for applications and services. For example, Expedia has 
migrated and re-architected its travel platform onto AWS, 
allowing it to now deploy over 2,000 times per day.

1For more information, see the AWS Cost Optimization webpage 
at https://aws.amazon.com/pricing/cost-optimization/

https://aws.amazon.com/pricing/cost-optimization/
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Operational Resilience 

Unplanned outages due to security breaches, hardware 
failures, software glitches, or human error can be very 
expensive. There are four key areas in which AWS helps 
organizations improve operational resilience: infrastructure, 
operations, security, and software.

First, AWS provides a highly resilient infrastructure to 
protect against hardware failures, natural disasters, and 
power outages. Customers can easily set up their systems 
to across several so called “availability zones”, utilizing 
redundant data center infrastructure to improve availability 
without having to use different tools, providers etc. Each 
AWS Availability Zone is a (cluster of) data centers 
redundantly connected to multiple Tier 1 network providers, 
virtually eliminating the possibility of network outages, 
and redundantly connected to different power utilities, 
backup power and so on. This gives customers the ability to 
operate production systems that are more highly available, 
fault tolerant than would be possible from a single data 
centerThese approaches are standard with AWS but would 
be costly and complex to implement in an on-premises data 
center.

Second, from an operations perspective, AWS enables 
organizations to automate error-prone human elements 
with tools such as AWS CloudFormation and AWS Service 
Catalog, which enable highly repeatable deployment of 
proven configurations. It provides system-wide visibility into 
utilization, performance, and operational metrics to identify 
and address issues quickly, helping reduce the complexity 
of operations while improving the ability to meet service 
level agreements (SLAs) and keep the business running 
smoothly.

Third, AWS supports high levels of security. Protecting 
against ever-evolving threats requires constant vigilance, 
and the cost of a breach can be significant. AWS 
continuously applies best-of-breed protections to their 
global infrastructure. AWS automation and tools help to 
mitigate security risks such as denial-of-service attacks. 
With AWS Identity and Access Management (AWS 
IAM), organizations can securely control access to AWS 
services and resources, while Amazon CloudTrail records 
all administrative actions users perform in the cloud, 
thus eliminating threats created by rogue servers or 
unauthorized users. With more than 30 certifications and 
accreditations, AWS provides a foundation for building 
compliance-ready applications and services.

Finally, AWS provides mechanisms for reducing the 
likelihood of software issues that could cause outages. 
Automation of the continuous integration/continuous 
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delivery workflow can be accomplished using services like 
AWS CodeDeploy and AWS Code Pipeline. For ultimate 
peace of mind, AWS Managed Services automates 
common activities such as change requests, monitoring, 
patch management, security, and backup services, and 
provides full-lifecycle services to provision, run, and support 
infrastructure.

Business Agility 

The traditional IT model places constraints on innovation. 
If a team wants to develop a new application or service, 
it needs to provision resources to do so, which usually 
requires support from various other departments (IT/
server/storage, network changes, potentially involving 
procurement). This takes additional time and money, slows 
time-to-market and cuts into innovation budgets. The cost 
of failure is another potential roadblock. For example, if a 
company using an on-premises infrastructure tries and fails 
to launch a new product, it still must support the hardware 
it purchased for the project.

With the cloud, IT professionals are empowered to instantly 
provision resources on their own and begin writing code. 
Thanks to the automation and governance features 
afforded by the cloud they can do so without sacrificing 
compliance or security. They don’t have to wait to get 
the budget to deploy a full infrastructure stack just to try 
something new because the cloud supports a rapid, agile 
approach to IT that drives competitive advantage. They can 
avoid costs because they can shut down instances when 
they are no longer needed.

Outsourcing & Cloud 
Computing
The reality about multi-cloud strategies

With respect to multicloud brokerage capabilities, it is usual 
to consider multi-cloud environments. From a pragmatic 
point of view, our finding is that there are four main reasons 
that prevent organizations from having a real multi-cloud 
environment unless the governance model is truly mature:

• A multi-cloud strategy forces organizations to standardize 
their solutions to the lowest common denominator, and 
different cloud platforms are at widely different maturity 
levels right now. There are providers such as AWS that, 
as market leaders, offer higher levels of functionality, 
a larger, more mature community of service providers, 
software developers, software solutions, and systems 
integrators, and a more mature platform.
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• Furthermore, moving from on-premises to the cloud is a 
major transition. This affects teams not only in making 
this transition, but they also have to be fluent in multiple 
cloud platforms, which is rather wasteful in terms of 
resources. 

• Third, all of these cloud providers have volume discounts. 
So, if customers spread their workloads between several 
providers, they are losing their ability to obtain buying 
power in terms of these volume discounts. 

• Finally, it is recommended to execute a TCO exercise 
to measure the economic benefits of leveraging the 
managed solutions of a single cloud provider versus the 
cost of a hypothetical migration, since  the savings of 
maximizing the benefits of a unique, mature cloud privider 
plus the cost of an exit plan are lower than implementing 
a multicloud approach. 

Therefore, the vast majority of customers predominantly 
start by selecting one cloud provider. However, for 
those that are concerned about getting locked in, or 
are requested to have an exit plan, they will run a small 
percentage of their workloads with a second provider and 
define an exit plan that determines the actions needed to 
move to another vendor.

The Power of Pervasive Automation

As organizations shift from on-premises to hybrid 
environments or fully cloud-based environments, the 
Operations team needs to respond by making incremental 
changes to the technical support model. Shifting to the 
cloud over time allows those responsible for operating 
and supporting the IT environment to develop their skills 
and experiment with the techniques needed to operate 
cloud-based environments. Targeting a modern operations 
model such as DevSecOps (secure end-to-end  flow for 
development / operations) creates a common goal and 
shared set of concepts to facilitate and enable cultural 
change in the organization.

DevSecOps 

Implementing the DevSecOps model expands the scope 
of the operations and security teams, aligning them more 
closely with business objectives and the development 
teams to create a shared responsibility for building and 
operating systems that results in higher confidence in 
released software, increased efficiency and more time 
spent innovating rather than fixing and maintaining. In 
fact, DevSecOps is not only an enabler of cultural change, 
it also comprises a growing set of practices and tools for 
automated and autonomous security which must respond 
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to the scale and the business context of the organizations. 
Security at Scale is achieved when organizations create a 
virtuous cycle to continually monitor, detect, respond and 
improve (validating the delivery pipeline against corporate 
security policies without slowing the lifecycle). 

DevSecOps will actually transform teams from the purely 
operational and tactical level to a more strategic role. This 
can be done as long as the basic functions are secured and 
these more “operational” teams feel confident to take the 
next step. Thus, DevSecOps is a pragmatic component that 
helps build a true enterprise architecture, it is, in fact, an 
end-to-end architectural approach. 

Infrastructure-as-Code (IaC) 

Infrastructure-as-code is the process of provisioning and 
managing IT resources by writing a template file that is 
both human-readable, and machine-consumable. This way, 
IT professionals can write a description of the resources 
that they want to create on the cloud, and then execute this 
description and turn it into reality. The IaC paradigm brings 
a lot of benefits:

• Visibility: An infrastructure-as-code template serves as 
a very clear reference of what resources are used in the 
cloud, and what their settings are. IT professionals don’t 
have to survey various tools, reconciliate CMDBs etc. to 
get an overview. Especially when templates are subject 
to the same development workflow, i.e. maintained under 
version control and rolled out as part of an automated 
pipeline, there is a very clear record of the changes 
performed, who performed them –and the effects of any 
change can be directly observed at the end of the rollout. 

• Stability: If there is an accidental change to wrong 
setting or operators delete the wrong resources, there 
can be an operational event. Infrastructure as code helps 
solve this, especially when it is combined with version 
control, such as Git that keeps track and ownership of 
everty action executed. This solution integrates well with 
governance tools such as CMDBs.

developers customers

feedback loop

delivery pipeline

build test release

plan monitor

Security
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• Scalability: With infrastructure as code IT professionals 
can write it once and then reuse it many times. This 
means that one well written template can be used as 
the basis for multiple services, in multiple regions around 
the world, making it much easier to scale and keep up a 
consistently high level of quality. 

• Security: One well secured architecture can be reused 
multiple times, providing assurance that each deployed 
version is following the same settings with the same 
security standards. 

• Transactional efficiency: The AWS service 
CloudFormation (responsible of managing the IaaC 
activitites) not only creates resources on your the cloud 
but also waits for them to stabilize while they start. It 
verifies that provisioning was successful, and if there is 
a failure it can gracefully roll the infrastructure back to a 
past known good state. 

All these benefits must be leveraged by sourcing providers 
to ensure the operational effectiveness of their operation 
is maximised by delivering a consistent, secure, stable 
and audited management of the cloud services. (They 
also offer a great opportunity to sourcing providers, 
as they allow for a much higher degree of automation, 
repeatability and increased cost efficiency, while enabling 
them to find a good middle ground between standards and 
customizations for individual customers.)

Modern Application & System Architectures

One key aspect of Digital Transformation is to be able to 
respond to the business needs as fast as possible but many 
traditional systems architectures do not provide this level of 
agility. Traditional monolithic architectures are not only hard 
to scale, they also make changes overly complex and risky, 
thus increasing the “time to market” for newly developed 
features. As an application’s code base grows, it becomes 
more complex to update and maintain. Introducing new 
features, languages, frameworks, and technologies 
becomes very hard, limiting innovation and new ideas.

An example of a more modern approach is the 
Microservices architectural style, where each application 
component runs as its own service and communicates 
with other services via a well-defined API2. Microservices 
are built around business capabilities, which each service 
performing a single function. 

2Application Programming Interface
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Since they are developed independently, different 
microservices can be written using different frameworks 
and programming languages, incentivizing the freedom, 
creativity and skills of the IT teams as they can use 
the tools they prefer. As an example, by adopting a 
microservices architecture, Amazon is able to run over 50 
million of deployments in production in a single year – this 
translates into thousands of teams empowered to make 
changes and launching new features or experiments on 
their own pace.

As organizations adopt more modern architectural 
styles, such as microservices architectures, supported by 
containers or other infrastructure options, to capitalize 
on the agility of cloud infrastructures, they start to ask 
logical questions about the cost drivers and the rationale 
of pricing. This is a new analisys that may lead to define 
innacurate cost models in some of the more complex cases. 
Much of this is due to the fact that costs are dependent on 
the particular infrastructure of each organization and many 
other networking factors which affect the final costs and 
estimates. However, assessing the costs of microservices, 
from integration to operations, is crucial for determining 
economic feasibility and whether they should migrate 
existing applications or build new ones.

The main benefit of microservices is that they can 
simplify the complex problems of trying to incorporate 
changes in large monolithic IT systems of variable 
complexity. By breaking down services and processes 
within the monolithic system following a microservices 
approach, smaller application components can operate 
individually and be self-sufficient, self-contained with 
different development cycles. By using microservices, 
IT administrators do not have to worry about complete 
system failures as the changes to the existing architecture 
only take place inside the smaller microservices. This also 
explains why it is so challenging to quantify the costs as it 
depends on the deployment strategy of each organization. 

The ongoing costs for microservices are far lower than 
they would be for a monolith-based system (costs are 
estimated to go down by up to 90 percent, depending on 
the complexity of the previous monolith-based system). 
These savings are not obtained by simply using container 
infrastructure or similar, but are also generated through 
intangibles, such as the change of culture in development 
(DevOps).

In fact, with a monolithic infrastructure, a company can 
have multiple developers working on the same code, but 
they will still need to coordinate in order to commit their 
changes and this will introduce complex problems derived 
from their dependencies. On the other hand, using a 
microservices approach, development teams work on the 



17Quint and AWS

code that they own independently, which allows each team 
to be more agile.

One possible way to determine the cost of a microservices 
approach is to include it as part of the DevSecOps strategy 
and analyze the evolution of this cost as the solution scales. 
Other factors can be added, such as the fixed costs of 
what each developer needs in terms of access to testing 
like development servers, virtual machines, networking 
and other resources. Finally, and based on the scale of the 
application, we need to account for how many developers 
are going to work on the problem. With this information 
at hand, customers can start to model and validate their 
hypothesis on the cost and impact of microservices in their 
organizations.

Another pragmatic way to begin tracking and gauging 
the costs of microservices is to start small and iterate 
(“breaking off” some functionality from the monolith to form 
one or two initial services to understand the trade-offs for 
that particular application and environment). In any case, it 
is clear that providers will help customers in the future with 
better tools supported by Artifical Intelligence capabilities 
and unsupervised learning techniques that help estimate 
the costs of microservices through their observability.

Sourcing Model for Transformation

The traditional outsourcing model may imply a disruption in 
the outsourcer business. The figure below shows the As-Is 
distributions of the tasks in an outsourcing environment, 
where an outsourcer is used to provide all the activities, 
and hence the complete cost structure of the service

Outsourcer

Customer
Functional administration

Technical application management

Systems Operations

Systems management

Infrastructure

CPD
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In a public cloud environment, a new player emerges, 
namely, the cloud provider. As a result, the cost structure of 
the Outsourcer becomes narrower. 

When it comes to automated operations, the domain gets 
even narrower. This situation is even more relevant when 
customers adopt a DevOps or DevSecOps approach. The 
“traditional” outsourcer almost disappears from the picture.  
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Systems Operations

Systems management
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So as to avoid extinction, many outsourcers developed 
their own cloud services and strategies, but it seems that 
they are no longer employing this strategy. Only large 
outsourcers still operate in this way.

Alternatively, it is quite common to see a cloud broker 
strategy in most outsourcers’ portfolios. This implies adding 
a new cloud service brokerage activity so as to extend 
these portfolios towards specific functions required by 
new Cloud environments and managing their customers’ 
multi-cloud strategy. However, this has a number of 
drawbacks (cf. above) that outsourcing providers –and their 
customers– need to be aware of.

Any migration to the cloud starting with big outsourcing 
contracts must contemplate the appropriate legal clauses 
and service model to adopt an aggressive variable 
pricing, otherwise the customer’s cloud strategies may be 
interrupted.

In this new environment, outsourcers can provide value 
by operating and managing data in addition to this cloud 
brokering. We envision this as the future of the outsourcer, 
the field where new value can be created and at the same 
time where talent is difficult to find in the market.

Development & Operating Models

Reduction of common tasks 

A sourcing model for transformation has to accommodate 
processes for continuous improvement in order to keep 
pace with the acceleration of the digital economy. In 
fact, organizations should regularly review which tasks 
can be commoditized for outsourcing against new tasks 
that belong strategically in the value proposition for the 
customer. Outsourcers, on the other hand, should monitor 
their customer needs frequently to anticipate the analysis 
of how to absorb infrastructure complexity for customers 
and shift the focus towards innovation, reducing the weight 
of common infrastructure tasks. For example when a good 
part of the operations tasks is outsourced, the outsourcing 
providers need to find new ways for how to organize 
collaboration with their customers’ development teams 
in order to move towards a DevOps model. Additionally, 
outsourcing providers should also support their customers 
by addressing the new challenges likely to be faced during 
transformation such as a shortage of digital talent, a lack of 
maturity in asset management, poor service orchestration, 
a lack of transparency in costs, etc.

“A sourcing model 
for transformation 

has to accommodate 
processes for 

continuous 
improvement”
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Tasks related to people 

The increase in cloud computing services reduces the 
need for internal technical admins. In a cloud environment, 
almost everything is virtualized and centrally managed. 
Technical management is performed by the cloud service 
provider and is therefore moved behind the walls of the 
provider’s datacenter. 

Similarly, with the increasing use of cloud services, the 
average organization will actually need more functional 
administrators and cross-service managers in order to 
reap the benefits and manage the complexity of the digital 
transformation. The shift to cloud services therefore marks 
the evolution of the service map. This requires a different 
operation mindset with new IT skills that are closer to 
the business. This change is definitely not always easy 
to undertake. The ultimate goal is to foster collaboration 
and empower service managers to think systematically 
about business outcomes, financial optimization, asset 
management and orchestration of cloud services so 
that operations become a true agent of efficiency and 
innovation for the business.

Tasks related to services 

With the introduction of cloud services, the management 
processes of client organizations shift from traditional 
technical administration to functional administration. The IT 
services themselves are increasingly conducted out of the 
organization’s sight. Traditional services, such as back-up, 
updates and data restores are automated; only the legacy 
systems are partially managed in the traditional way until 
they are transitioned to a cloud environment.

Functional administration can only be performed 
through interaction with the business. However, not 
all organizations have a well-developed functional 
administration role. This can be a major concern. In 
practice, functional administration is often organizationally 
too far-removed from IT and the business functions, and 
therefore becomes isolated. Also, functional administration 
is not always organized in a straightforward way. With 
cloud computing, an immature organization will hamper 
progress, because functional administration has a very 
important role. This is because not all cloud services are 
standard services. In addition, many cloud solutions enable 
the development of a custom-configured environment. 
These services provided to the organization must be 
configured (by the functional administrator) in order to be 
used successfully.

A second important change in the field of services is the 
implementation of the self-service model. The average 
user will have access, through a single portal, to all IT 
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services whether they are legacy, public services or specific 
business-internal cloud services. This is a game changer 
in the consumption of IT, not just in the technical sense. In 
fact, many users and their IT service providers often still 
think in terms of technical products rather than services.

Managed Services 

Large-scale, enterprise data centers are generally run 
“by the book.” Policies, best practices, and operational 
procedures are developed, refined, captured, and codified, 
as part of responsible IT management, often with an 
eye toward the ITIL® model. Ideally, all infrastructure 
improvements, configuration changes, and provisioning 
requests are handled in a process-oriented fashion 
that serves to impose some discipline on the operation 
of the data center without becoming overly complex 
or bureaucratic. With outsourcers being responsible 
on on-premises for provisioning hardware, installing 
software, applying patches, monitoring operations, taking 
and restoring backups, and dealing with unpredictable 
operational and security incidents, there’s plenty of work 
to go around. This is where Cloud managed services 
remove these non-value-added activities, helping to reduce 
operational overhead and risk from the sourcer’s tasks. 
These managed services cover topics such as provisioning, 
monitoring, patching, optimization or deployment of 
complex architectural designs to obtain resiliency, high 
availability and security. Combined with the infrastructure-
as-code approach, they enable outsourcers to do “more 
with less”, increase standardization, improve governance 
and reassign their staff to focus on tasks that help their 
customers innovate.

Improved Governance models

Governance, risk, and compliance (GRC) programs are 
sometimes looked upon as the bureaucracy getting in 
the way of exciting cybersecurity work. But a good GRC 
program establishes the foundation for meeting security 
and compliance objectives. It is the proactive approach to 
cybersecurity that, if done well, minimizes reactive incident 
response.

Of the three components of cybersecurity—people, 
processes, and technology—technology is often viewed 
as the “easy button” because in relative terms, it’s simpler 
than drafting a policy with the right balance of flexibility 
and specificity or managing countless organizational 
principles and human behavior. Still, as much as 
AWS promotes technology and automation, it is also 
understood that automating a bad process with the latest 
technology does not make the process or outcome better. 
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Cybersecurity must incorporate all three aspects with a 
programmatic approach that scales. To reach that goal, 
an effective GRC program is essential because it ensures 
a holistic view has been taken while tackling the daunting 
mission of cybersecurity.

Although governance, risk, and compliance are oftentimes 
viewed as separate functions, there is a symbiotic 
relationship between them. Governance establishes the 
strategy and guardrails for meeting specific requirements 
that align and support the business. Risk management 
connects specific controls to governance and assessed 
risks, and provides business leaders with the information 
they need to prioritize resources and make risk-informed 
decisions. Compliance is the adherence and monitoring 
of controls to specific governance requirements. It is also 
the “ante” to play the game in certain industries and, with 
continuous monitoring, closes the feedback loop regarding 
effective governance. Security architecture, engineering, 
and operations are built upon the GRC foundation.

Without a GRC program, people tend to solely focus on 
technology and stove-pipe processes. For example, say a 
security operations employee is faced with four events to 
research and mitigate. In the absence of a GRC program, 
the staffer would have no context about the business risk 
or compliance impact of the events, which could lead them 
to prioritize the least important issue.
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The breadth and depth of a GRC program varies with each 
organization. Regardless of its simplicity or complexity, 
there are opportunities to transform or scale that program 
for the adoption of cloud services, emerging technologies, 
and other future innovations.

Mapping the Cloud journey to the organization’s needs 

Each organization’s cloud adoption journey is unique.In 
order to successfully execute this adoption, customers need 
to understand their organization’s current state, the target 
state, and the transition required to achieve the target 
state. Knowing this will help set realistic goals and create 
work streams that will enable staff to thrive in the cloud.

Engaging stakeholders with their relevant perspectives 
help inform the journey to cloud adoption. Through the 
discovery phase, customers will explore capability gaps in 
terms of necessary skills and processes, define necessary 
work streams, and identify inter-dependencies between 
those work streams. Knowing work stream dependencies 
enables customers to optimize collaboration. A holistic 
framework like AWS Cloud Adoption Framework (CAF) 
provides the structure to discover what organizational 
skills customers need to update and how to modify existing 
processes and introduce new ones.

Work streams are iterative and change over time. In some 
technology areas, customers may find that it is best for 
work steams to be integrated with one another. Consider 
DevOps, for example. DevOps refers to practices, skills, 
and processes that depend on the collaboration of both 
development and operational teams.

By collaborating across teams, customers can automate 
the process of software delivery and infrastructure 
changes, which makes the organization more agile and 
efficient. With AWS CAF, customers are able to identify 
how technology development and operations teams can 
become more closely integrated, and by doing so, optimize 
business results in the cloud environment. 

The AWS Cloud Adoption Framework looks at a cloud 
adoption journey from six different perspectives, which are 
described in the following sections:

01. Business Perspective: Value Realization: The 
Business Perspective is focused on ensuring that IT is 
aligned with business needs and that IT investments 
can be traced to demonstrable business results. Engage 
stakeholders within the Business Perspective to create a 
strong business case for cloud adoption, prioritize cloud 
adoption initiatives, and ensure that there is a strong 
alignment between your organization’s business strategies 
and goals and IT strategies and goals.
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02. People Perspective: Roles and Readiness: The People 
Perspective covers organizational staff capability and 
change management functions required for efficient cloud 
adoption. 

Change management is central to successful cloud 
adoption. Clear communications, as always, are critical to 
ease change and reduce uncertainty that may be present 
for staff when introducing new ways of working. As a 
natural part of cloud adoption, teams will need to develop 
skills and processes to manage ongoing change.

Business Perspective elements

IT Finance - Adresses the organization’s capability to plan, allocate, and manage the budget 
for IT expenses given changes introduced with the cloud services consumption model.

IT Strategy - Focuses on the organization’s capability to leverage IT as a business enabler.
For many organizations that have not yet migrated to the cloud, IT has devolved into simply 
ensuring that collaboration applications and line-of-business applications stay healthy and 
operational.

Bene	ts Realization - Encompasses the organization’s capability to measure the bene�ts 
received from their IT investtments. For many organizations, this represents Total Cost of 
Ownership (TCO) or Return on Inverstment (ROI) calculations coupled with budget 
management.

Business Risk Management - Focuses on the organization’s capability to understand the 
business impact of preventable, strategic, and external risk to the organization. For many, 
these risks stem from the impact of �nancial and technology constraints on agility.

People Perspective elements

Resource Management - Adresses the organization’s capability to project personnel needs 
and to attract and hire the talent necessary to support the organization’s goals.

Incentive Management - Adresses the organization’s capability to ensure that workers 
receive competitive compensation and bene�ts for the value they bring to your organization. 
With the shift to cloud, some IT roles move from being commoditized to being highly 
specialized with high market demand.

Career Management - Focuses on the organization’s capability to ensure the perosnal 
ful�llment of their employees, their career opportunities, and their �nancial security.

Training Management - Adresses the organization’s capability to ensure employees have the 
knowledge and skills necessary to perform their roles and comply with organizational policies 
and requirements.

Organizational Change Management - Focuses on the organization’s capability to manage 
the e�ects and impacts of business, structural, and cultural change introduced with cloud 
adoption.
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03. Governance Perspective: Prioritization and Control: 
The Governance Perspective focuses on the skills and 
processes that are needed to align IT strategy and goals 
with the organization’s business strategy and goals, to 
ensure the organization maximizes the business value of its 
IT investment and minimizes the business risks.

04. Platform Perspective: Applications and 
Infrastructure: IT architects and designers use a variety 
of architectural dimensions and models to understand 
and communicate the nature of IT systems and their 
relationships. Organizations use the capabilities of the 
Platform Perspective to describe the structure and design of 
all types of cloud architectures. New skills and processes 

Governance perspective elements

Portfolio Management - Focuses on the organization’s capability to manage and prioritize
IT investments, programs, and projects in alignment with the organization’s business goals.

Program and Project Management - Adresses the organization’s capability to manage one
or several related projects to improve organizational performance and complete the projects 
on time and on budget.

Business Performance Measurement - Addresses the organization’s capability to measure 
and optimize processes in support of the organization’s goals.

License Management - De�nes the organization’s capability to procure, distribute, and 
manage the licenses needed for IT systems, services, and software. The cloud consumption 
model requires that teams develop new skills for procurement and license management and 
new processes for evaluating license needs.

Platform Perspective elements

Compute Provisioning - Encompasses the organization’s capability to provide processing and 
memory in support of enterprise applications. The skills and processes necessary to provision 
cloud services are very di�erent from the skills and processes needed to provision physical 
hardware and manage data center facilities. Many processes move from being focused on 
real-world logistics to being focused on virtual and fully automated processes.

Network Provisioning - Addresses the organization’s capability to provide computing 
networks to support enterprise applications.

Storage Provisioning - Focuses on the organization’s capability to provide storage in support 
of enterprise applications.

Database Provisioning - Addresses the organization’s capability to provide database and 
database management systems in support of enterprise applications.

Systems and Solution Architecture -Encompasses the organization’s capability to de�ne and 
describe the design of a system and to create architecture standards for the organization.

Application Development - De�nes the organization’s capability to customize or develop 
applications to support the organization’s business goals.



26Quint and AWS

for Continuous Integration and Continuous Deployment (CI/
CD) are a critical part of designing applications that take 
advantage of cloud services and the agility promised by 
cloud computing

05. Security Perspective: Risk and Compliance: The 
Security Perspective helps organizations structure the 
selection and implementation of security controls that meet 
their needs.

Security Perspective elements

Identity and Access Management - This capability enables to create multiple access 
control mechanisms and manage permissions.

Detective Control - native logging as well as services that organizations can leverage to 
provide greater visibility near to real time for relevant occurrences.

Infrastructure Security - the environment can be de�ned and adjusted to evolve with the 
organization’s workload and business requirements.

Data Protectoion - Addresses the capability for maintaining visibility and control over data,
and how it is accessed and used in the organization.

Incident Response - Focuses on the organization’s capability to respond, manage, reduce 
harm, and restore operations during and after a security incident.
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Operations Perspective elements

Service Monitoring - Adresses the organization’s capability to detect and respond to issues 
with the health of IT services and enterprise applications.

Application Performance Monitoring - Adresses the organization’s capability to ensure 
application performance meets its de�ned requirements.

Resource Inventory Management - Adresses the capability to align the organization’s assets 
in a way that provides the best, most cost-e�cient service.

Release Management/Change Management - Encompasses the organization’s capability
to manage, plan, and schedule changes to the IT environment.

Reporting and Analytics - Adresses the organization’s capability to ensure compliance with 
the organization’s reporting policies and to ensure ongoing analysis and reporting of 
performance against key KPIs such as service-level agreements (SLAs) and operational-level 
agreements (OLAs).

Business Continuity / Disaster Recovery (BC/DR) - Adresses the organization’s capability
to operate in the event of a signi�ciant failure of IT services and the capability to recover from 
those failures within the time parameters de�ned by your organization.

IT Service Catalog - is the organization’s capability to select, maintain, advertise, and deliver 
an SLA or set of IT services.

06. Operations Perspective: Manage and Scale: The 
Operations Perspective describes the focus areas that are 
used to enable, run, use, operate, and recover IT workloads 
to the level that is agreed upon with the organization’s 
business stakeholders. 

With AWS Cloud Adoption Framework organizations can 
therefore learn how to align their cloud adoption strategies 
and goals to their business strategies. It also helps them 
identify the gaps in their current organizational capabilities 
and devise work streams to close those gaps.

Cloud Center of Excellence: driving value from 
business units 

A Cloud Center of Excellence (CCoE) is a cross-functional 
team of people responsible for developing and managing 
the cloud strategy, governance, and best practices that 
the rest of the organization can leverage to transform the 
business using the cloud. The CCoE leads the organization 
as a whole in cloud adoption, migration, and operations.



28Quint and AWS

Effective CCoE teams start small, develop an approach 
for implementing cloud technology at scale for your 
organization, and can become the fulcrum by which your 
organization transforms the way technology serves the 
business.

The following tenets are key guiding principles for creating 
a CCoE:

• The CCoE structure will evolve and change as the 
organization changes.

• Treat the cloud as your product and application team 
leaders as the customers you are enabling.

• Build company culture into everything you do.

• Organizational change management is central to 
business transformation. Use intentional and targeted 
organizational change management to change company 
culture and norms.

• Embrace a change-as-normal mindset. Changes in 
applications, IT systems, and business direction are 
expected.

• Operating model decisions will determine how people fill 
roles that achieve business outcomes. 

Based on this we can conclude that the CCoE is staffed 
with a dedicated team that has some of the following 
responsibilities:

• Defining central policies and strategy

• Providing support and knowledge transfer to business 
units using hybrid cloud solutions

• Creating and provisioning accounts for workload / 
program owners

• Providing a central point of access control and security 
standards

• Creating and managing common use-case architectures 
(blueprints)

• Establish the guidelines for cost optimization 

The use of a CCoE lowers the implementation and 
migration risk across the organization, and serves as a 
conduit for sharing the best practices for a broader impact 
of cloud transformation throughout the organization. 
Therefore, the creation and execution of a CCoE is a clear 
maturity symptom of outsourcers when presenting their 
cloud offerings.
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Risk & Compliance Management At Scale 

A relevant risk that an organization can experience 
is introducing the cloud as a kind of silo in its own 
“digital domain”, failing to integrate with the existing IT 
environment. Especially in cases where organizations have 
multiple departments that provide shared services, a chain 
approach is needed. If, in this context, it is decided to use 
cloud services, it is imperative that there is a long-term 
vision and planning which integrates the cloud service into 
the whole chain. Introducing an island means that bridges 
will need to be built, which is a time-consuming and costly 
exercise. A cloud solution must always fit into the existing 
landscape and into the existing and target chain process. 
There are also challenges in the field of application and 
information integration. The cloud means that a multitude 
of information sources can be tapped into, and this requires 
a smart approach. This is an important aspect to focus on. 
Moreover, legacy applications that are at the end of their 
life cycle, but which the organization cannot do without, 
are an inhibiting factor. It is necessary to examine the 
possibilities of having these applications converted or 
rebuilt, or perhaps to add a skin that makes it possible for 
the legacy core functionality to be offered in a virtualized 
environment. This brings the legacy solution up to date, 
and the peripheral applications can be rationalized or 
phased out. The core application remains and can then be 
transitioned to a SaaS environment.

The transition to cloud services also makes it more 
necessary to properly determine which applications (and 
the corresponding business processes) are truly unique 
and will not usually be available in SaaS form, and which 
applications are used by every other similar organization 
(industry-specific applications) or any organization at all 
(generic applications). The following should be clear: the 
likelihood that these applications will be available in SaaS 
form with a matching set of functionalities will increase 
as their required use is more generic; continuity requires 
continuous attention, but security management will require 
just as much given the proliferation of devices and locations 
and the business data they contain; end users and cloud 
providers both have a responsibility to protect business 
data and ensure that content cannot leak or be edited 
inadvertently; both subjects are strongly related, because 
it would be impossible to implement a professional level 
of security management without a clearly designed IT 
Landscape.

The exit of cloud services is also relevant from a risk 
management perspective. The cloud provider should give 
the customer the necessary tools to mitigate the risks 
not only with an operational focus to ensure business 
continuity but also the reversibility capabilities to re-adapt 
the cloud strategy if needed.

“The provider should 
give the customer the 

tools to mitigate the 
exit risks”
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Some important factors to consider before implementing 
the exit plan include:

• Determining goals of exiting the cloud service
• Assessing the current IT situation, including a thorough 

audit of current infrastructure and cost and resources 
levels

• Selecting the new type of cloud environment needed 
and determining the new specific cloud components 
necessary to replace the existing cloud infrastructure

• Choosing the right new cloud provider for the situation 
considering all offers to see which match your needs, 
looking at the different pricing models to determine the 
cost savings, understanding service level agreements and 
considering data transfer processes and costs

• Keeping applications loosely coupled with the current 
provider: cloud application components should be loosely 
linked with the application components that interact 
with them. Also, any business logic should not only be 
separated from the application logic, but should be 
clearly defined and documented. This will avoid the need 
to decipher business rules in case a migration to a new 
provider occurs

• Describing data models as clearly as possible, using 
applicable schema standards to create detailed 
computer- and human-readable documentation. Data 
lock-in is probably the most difficult risk to mitigate, so 
taking these steps will go a long way in easing your 
data’s transition from one provider to another 

Shared Responsibility Model 

Adding a new player to the outsourcing business stack 
means that the responsibilities for different areas will vary 
and this will generate a positive impact on the outsourcing 
economics proposal as key topics such as Security and 
Compliance are a shared responsibility between AWS 
and the customer or outsourcer (depending on the scope 
of their agreement). This shared model can help relieve 
the outsourcer’s operational burden as AWS operates, 
manages and controls the components from the host 
operating system and virtualization layer down to the 
physical security of the facilities in which the service 
operates. The outsourcer & customer assumes (depending 
on the scope of their agreement) responsibility and 
management of the guest operating system (including 
updates and security patches), other associated application 
software as well as the configuration of the AWS provided 
security group firewall. Outsourcer & customers should 
carefully consider the services they choose as their 
responsibilities vary depending on the services used, the 
integration of those services into their IT environment, 
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and applicable laws and regulations. The nature of this 
shared responsibility also provides the flexibility and 
customer control that permits the deployment. As shown 
in the chart below, this differentiation of responsibility is 
commonly referred to as Security “of” the Cloud versus 
Security “in” the Cloud.

AWS’s responsibility is the “Security of the Cloud” - AWS is 
responsible for protecting the infrastructure that runs all of 
the services offered in the AWS Cloud. This infrastructure 
is composed of the hardware, software, networking, and 
facilities that run AWS Cloud services.

Outsourcing agreements define the responsibility for 
the “Security in the Cloud” – Customers’/outsourcers’ 
responsibility will be determined by the AWS Cloud 
services that a customer selects. This determines the 
amount of configuration work the customer must perform 
as part of their security responsibilities. For example, a 
service such as Amazon Elastic Compute Cloud (Amazon 
EC2) is categorized as Infrastructure as a Service 
(IaaS) and, as such, requires the customer/outsourcer to 
perform all of the necessary security configuration and 
management tasks. Customer/outsourcers that deploy an 
Amazon EC2 instance are responsible for management of 
the guest operating system (including updates and security 
patches), any application software or utilities installed by 
the customer on the instances, and the configuration of the 
AWS-provided firewall (called a security group) on each 



32Quint and AWS

instance. For fully managed services, such as Amazon S3 
and Amazon DynamoDB, AWS operates the infrastructure 
layer, the operating system, and platforms, while customers 
only access the endpoints to store and retrieve data. 
Customers/outsourcers are responsible for managing their 
data (including chosing the appropriate encryption options), 
classifying their assets, and using Identity and Access 
Management tools to apply the appropriate permissions.

This shared responsibility model also extends to IT controls. 
Just as the responsibility to operate the IT environment is 
shared between AWS and its customer/outsourcers, so is 
the management, operation and verification of IT controls. 
AWS can help relieve customer burden of operating 
controls by managing those controls associated with the 
physical infrastructure deployed in the AWS environment 
that may previously have been managed by the customer/
outsourcer. As every customer is deployed differently 
in AWS, outsourcers can take advantage of shifting 
management of certain IT controls to AWS which results in 
a (new) distributed control environment. Outsourcers can 
then use the AWS control and compliance documentation 
available to them to perform their control evaluation and 
verification procedures as required. Below are examples of 
controls that are managed by AWS, AWS Customers and/
or both.

In conclusion, the Cloud Provider reduces the burden of 
operating controls by managing the controls associated 
with the physical infrastructure of the Cloud, allowing 
the outsourcer to focus their free resources on providing 
innovative solutions that help customers be more 
competitive.

Ongoing Cost Optimization and Spend Management 

Pricing in outsourcing is usually calculated by providers as a 
function of charging back costs plus a margin. The business 
case takes into consideration investment depreciation, 
running costs, human resource costs, any overheads, other 
indirect costs such sales, pre-sales, bid management, 
marketing activities, etc. All these costs are projected in 
a multiyear vision and finally risks are added depending 
on the number of uncontrolled variables identified. In 
traditional outsourcing this is performed for one customer 
and thus a minimum number of years is required for the 
provider to achieve a reasonable return on investment.

Cloud is a shared environment; therefore, a multiple-year 
commitment is no longer necessary as the risk is reduced 
by having several customers consuming the same cost 
structure.
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In the current situation, with the transition to the cloud 
now taking place, it is common to see providers struggling 
to use a traditional outsourcing business case in a cloud 
environment. As a result, we see pay per use models 
where at the end of the day the provider is just looking 
for a total volume to be contracted for a number of years. 
Unfortunately, this approach is no longer valid.

From the providers’ point of view, the technical 
transformation must be accompanied by a change in the 
management technique. In particular, when considering 
costs and pricing, the following principles must be 
considered:

• A commitment to a multiple year contract or agreement 
is no longer necessary as the infrastructure is shared 
among different customers and this kind of “lock in” is not 
what customers are looking for. 

• Unit prices, when calculated from actual costs plus 
margin and risks, should be competitive, it is more 
important than ever to conduct a benchmarking analysis 
and understand how your value proposition is positioned 
in the market.  

• The commitment is based on unit prices not on Annual 
Contract Value.

 
There is a further step that is much more interesting for 
both customers and outsourcing providers. This step occurs 
when unit prices are decoupled from actual costs and it 
is actually related to what the customer is willing to pay, 
which in turn is linked to the value added of the solutions 
for the customer’s business. (We have examples of this in 
our day–to-day life. When we pay for flight tickets or hotel 
reservations, prices depend not only on costs as they are 
actually decoupled from costs, it is more about the context 
and what the customer would pay). At this new level of 
maturity, true partnerships are built as benefits and risks 
are shared through the pricing model.

Sustainability

Organizations consider that the sustainability of IT is 
of growing importance. More and more organizations 
are concentrating on the sustainability of the business, 
assessing the impact on people, the planet and profit in 
the short and long term. Organizations that care about 
sustainability would at least need to verify how their 
intended cloud provider handles this issue.

Any analysis on the climate impact of a data center 
should consider resource utilization and energy efficiency, 
in addition to power mix. Carbon emissions are a factor 

“Transitioning to cloud 
services can lead to 

a reduction in energy 
consumption”
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of three things: the number of servers running, the total 
energy required to power each server, and the carbon 
intensity of energy sources used to power these servers. 
A blog post by Jeff Barr3 outlines why using fewer servers 
and powering them more efficiently is at least as important 
to reducing the carbon impact of a company’s data center 
as its power mix.

A typical large-scale cloud provider achieves approximately 
65% server utilization rates versus 15% on-premises, 
which means when companies move to the cloud, they 
typically provision fewer than ¼ of the servers than they 
would on-premises. 1 In addition, a typical on-premises 
data center is 29% less efficient in their use of power 
compared to a typical large-scale cloud provider that 
uses world-class facility designs, cooling systems, and 
workload-optimized equipment. 2 Adding these together 
(fewer servers used plus more power efficient servers), 
customers only need 16% of the power as compared to on-
premises infrastructure. This represents an 84% reduction 
in the amount of power required.

This massive improvement in energy efficiency drives a 
huge reduction in climate impact because less energy 
consumed means fewer carbon emissions. The climate 
impact improvements get even better when you factor in 
that the average corporate data center has a dirtier power 
mix than the typical large-scale cloud provider. Large-
scale cloud providers (AWS included) use a power mix 
that is 28% less carbon intense than the global average. 
Combining the fraction of energy required with a less 
carbon-intense power mix, customers can end up with a 
reduction in carbon emissions of 88% by moving to the 
cloud and AWS.

Outsourcing has always had a certain impact on 
sustainability and moving to cloud services is no different. 
Opting for cloud services, for instance, has an effect on 
where the work is carried out and therefore certainly has an 
impact on local employment. The effect on our planet can be 
positive because cloud use could lead to a more efficient use 
of computing resources and the underlying energy supply. 

3 https://aws.amazon.com/blogs/aws/cloud-computing-server-uti-
lization-the-environment/

https://aws.amazon.com/blogs/aws/cloud-computing-server-utilization-the-environment/
https://aws.amazon.com/blogs/aws/cloud-computing-server-utilization-the-environment/
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Conclusion
This white paper examines the impact of cloud computing 
on organizations through key dimensions from a holistic 
sourcing perspective. There is a lot of choice in cloud 
service types and in the methods to control them. 
Fortunately, organizations can prepare and equip 
themselves to ensure the best use of cloud services.

The cloud offers many opportunities but also presents 
new challenges that can only be mitigated if the transition 
is organized and planned before adoption. By assessing 
a ‘cloud sourcing strategy’ considering all of the above-
mentioned aspects in advance, organizations can work 
out what they should or should not do to integrate 
cloud services in their organizations. This is important 
because insufficient analysis and preparation can lead 
to misconceptions, false expectations with providers, 
unnecessary costs and wasted time and effort. 

Even though every customer’s cloud journey is unique, 
the operational challenges, corresponding actions, and 
outcomes are similar. Because of this, organizations and 
service providers should find a way to collaborate and 
identify these challenges together, become familiar with 
the mitigation strategies based on best practices and 
successfully drive value from cloud transformation resulting 
in a strategic partnership beyond a particular cloud 
technology.

The success factor of outsourcing providers is to leverage 
on their capacity to add value in addition to providing 
mature cloud provider solutions, so that true partnerships 
are built as benefits and risks are shared through the 
pricing model. This way the sourcers become true drivers of 
Digital Transformation.
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