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Guidance for International Roaming Fraud 

Monitoring on AWS
Use machine learning (ML) to identify fraud on complex telecommunication systems (telcos) and reduce telecom 

revenue leakage.
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At training time, telecom data is batch 

transferred , or streamed using Amazon 

Kinesis, into an Amazon Simple Storage 

Service (Amazon S3) bucket. You can use  

AWS Glue Data Catalog to catalog the data.

Data is feature engineered using Amazon 

SageMaker Data Wrangler and transformed 

into features. Data can be sourced direct 

from Amazon S3 or using Amazon Athena 

queries. Features are stored in Amazon 

SageMaker Feature Store.

A custom (classification) model for fraud 

detection is trained using Amazon 

SageMaker. The model is tested and 

validated to ensure the model is regularized 

and performant for real-world use.

Trained models are stored in Amazon 

SageMaker Model Registry to track and 

manage the model over time.

Use Amazon SageMaker Model Monitor to 

monitor model quality over time, including 

data and model quality, and bias drift.

Once all tests for accuracy and performance 

have passed, the model is deployed using 

Amazon SageMaker endpoints to support 

near real-time inference. Amazon SageMaker 

endpoints help manage scalability, efficient 

operation, and reliability.  

At inference time, data from the telco and 

partners is streamed in using Amazon Kinesis

to an AWS Lambda function. Amazon API 

Gateway provides features to control access 

to the model endpoint. The fraud detection 

result produced by the model can then be 

consumed by the telco.


