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Abstract 
This guide helps organiza6ons understand and address HIPAA Security Rule Technical Safeguard 
requirements (§164.312) using AWS services. It provides prac6cal guidance for scoping ePHI boundaries, 
implemen6ng access controls, encryp6on, audit logging, integrity mechanisms, and transmission 
security in AWS environments. 

The guide references AWS governance capabili6es, including AWS Control Tower guardrails, service 
control policies (SCPs), HIPAA AWS Config conformance packs, AWS Security Hub, and Amazon Bedrock 
guardrails as examples of how organiza6ons can opera6onalize and enforce Technical Safeguard controls. 
These capabili6es are illustra6ve; the core service-level guidance applies regardless of whether an 
organiza6on uses the Landing Zone Accelerator on AWS (LZA), AWS Control Tower, a manually configured 
environment, or third-party governance tooling. 

Although using AWS services doesn’t automa6cally guarantee compliance, appropriate use of these 
services can materially reduce the technical complexity of addressing Technical Safeguard requirements.  
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Introduc#on 
This guide iden6fies Amazon Web Services (AWS) services that organiza6ons might consider when 
addressing the HIPAA Security Rule Technical Safeguard requirements under 45 CFR §164.312. For each 
specifica6on, the guide describes the relevant AWS service or capability and provides pointers to AWS 
documenta6on for further reference. The guidance applies regardless of whether an organiza6on uses 
the Landing Zone Accelerator on AWS (LZA), AWS Control Tower, a manually configured environment. 

This guide doesn’t provide detailed configura6on instruc6ons, nor does it cons6tute legal or compliance 
advice. Ensuring that any AWS service is correctly configured, validated, and operated in a manner 
consistent with applicable HIPAA obliga6ons remains the sole responsibility of the customer. Customers 
should consult qualified legal counsel, security, privacy, and compliance professionals, and AWS 
documenta6on when making decisions specific to their environment. 

This guide focuses on the Technical Safeguards (§164.312) only. The HIPAA Security Rule’s General Rules 
(§ 164.306), Administra6ve Safeguards (§164.308), Physical Safeguards (§164.310), Organiza6onal 
Requirements (§164.314), and Policies and Procedures and Documenta6on Requirements (§164.316) are 
out of scope. Organiza6ons subject to HIPAA are responsible for implemen6ng all relevant safeguard 
categories as required by the Security Rule. 

HIPAA regulatory framework and applicability 

Overview of HIPAA 
The Health Insurance Portability and Accountability Act (HIPAA), enacted by the United States Congress 
in 1996, establishes federal standards for protec6ng sensi6ve pa6ent health informa6on. HIPAA was 
primarily designed to ensure con6nuity of health insurance coverage during employment transi6ons, but 
it also authorized the establishment of standards governing the handling, protec6on, and disclosure of 
electronic health informa6on (also referred to as electronic protected health informa6on or ePHI) by 
healthcare organiza6ons and their technology partners. 

For organiza6ons building or opera6ng systems on AWS that interact with healthcare data, two HIPAA 
rules are directly relevant: the Privacy Rule and the Security Rule. The Privacy Rule (45 CFR Part 164, 
Subpart E) governs the permissible uses and disclosures of protected health informa6on in any form. The 
Security Rule (45 CFR Part 164, Subpart C) governs the technical, administra6ve, and physical safeguards 
required to protect ePHI. This whitepaper focuses exclusively on the Security Rule and its Technical 
Safeguard requirements. 

https://aws.amazon.com/
https://docs.aws.amazon.com/solutions/landing-zone-accelerator-on-aws/
https://aws.amazon.com/controltower/
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HIPAA applicability 
HIPAA compliance obliga6ons extend to two categories of organiza6ons, defined by their rela6onship to 
protected health informa6on. 

Covered en))es are organiza6ons whose primary func6on directly involves the crea6on or use of PHI. As 
defined by HHS 45 CFR 160.163 (Covered En66es and Business Associates), the three categories of 
covered en66es are: 

• Healthcare providers – Hospitals, clinics, physicians, pharmacies, and other providers of 
healthcare, but only if they transmit health informa6on electronically in connec6on with a 
HIPAA-covered transac6on (such as electronically subminng claims to a health plan) 

• Health plans – Health insurance companies, HMOs, employer-sponsored group health plans, 
and government programs such as Medicare and Medicaid 

• Healthcare clearinghouses – En66es that translate healthcare data between non-standard and 
standard formats, such as billing processing services 

Business associates (BAs) are organiza6ons that create, receive, maintain, or transmit PHI on behalf of a 
covered en6ty in the course of providing a service regulated by HIPAA. Business associates are directly 
subject to the Security Rule and bear independent compliance obliga6ons—not simply obliga6ons 
delegated by the covered en6ty. Common examples of business associates in cloud environments 
include: 

• Cloud infrastructure providers hos6ng healthcare applica6ons that process ePHI 

• Sohware as a service (SaaS) vendors offering electronic health record (EHR), billing, or clinical 
decision support systems 

• Analy6cs and repor6ng plaoorms that process claims data or clinical outcomes data 

• Managed security service providers monitoring systems that contain ePHI 

The chain doesn't stop at business associates. Subcontractors that handle PHI on a BA's behalf are also 
considered business associates under HIPAA and face the same compliance requirements  

Organiza6ons building healthcare workloads on AWS typically act as either a covered en6ty—such as a 
hospital or health plan—or as a business associate This maqers prac6cally: you must sign a BAA with 
AWS, configure services to meet Security Rule requirements, and understand that you're independently 
liable to HHS if a breach occurs.  

https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html
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Protected health informa9on and ePHI 
Protected health informa6on (PHI) is individually iden6fiable health informa6on—any informa6on that 
relates to an individual’s past, present, or future physical or mental health condi6on; the provision of 
healthcare to that individual; or the past, present, or future payment for the provision of healthcare—
where the informa6on can be used to iden6fy the individual. PHI might not necessarily include 
diagnosis-specific informa6on, such as informa6on about the treatment of an individual, and might be 
limited to demographic or other informa6on not indica6ve of the type of healthcare services provided to 
an individual. If the informa6on is 6ed to a covered en6ty, then it is PHI by defini6on, because it’s 
indica6ve that the individual received healthcare services or benefits from the covered en6ty.  

Electronic protected health informa6on (ePHI) is PHI that is created, stored, transmiqed, or received in 
electronic form. The Security Rule applies specifically to ePHI. 

The US Department of Health and Human Services (HHS) defines 18 categories of iden6fiers that can 
make health informa6on individually iden6fiable—including names, dates, geographic data, contact 
details, Social Security numbers, medical record numbers, device iden6fiers, IP addresses, biometrics, 
and photographs. For the complete list published by HHS, see Methods for De-iden6fica6on of PHI. 

Data is considered de-iden6fied—and no longer subject to HIPAA—only when all 18 iden6fiers have 
been removed (Safe Harbor method) or when a qualified sta6s6cian cer6fies that the risk of iden6fying 
an individual is very small (Expert Determina6on method). It’s highly recommended that organiza6ons 
should use de-iden6fied or synthe6cally generated data in development, test, and sandbox 
environments. Real ePHI must not be used in non-produc6on systems without the same safeguards 
applied in produc6on. 

Although the data is de-iden6fied; the remaining informa6on might s6ll be sufficient to iden6fy an 
individual when combined with other available data. Assess the risk of re-iden6fica6on, minimize quasi-
iden6fiers where appropriate, and prohibit aqempts to re-iden6fy individuals through technical, 
administra6ve, and contractual controls. 

The Business Associate Agreement with AWS 
A Business Associate Agreement (BAA) is a legally required contract between a covered en6ty (or 
business associate) and any organiza6on that handles PHI on their behalf. The BAA defines the permiqed 
uses and disclosures of PHI, establishes the BA’s obliga6ons to protect that PHI, and specifies the 
consequences of a breach, including no6fica6on obliga6ons and liability alloca6on. 

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#eighteen
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AWS offers a standard BAA to customers that covers a defined set of HIPAA-eligible AWS services. 
Customers accept the BAA through AWS Ar6fact on the AWS Management Console. Several opera6onal 
requirements follow from accep6ng the BAA that architects and compliance teams must understand: 

• For organiza6ons using AWS Organiza6ons, the AWS BAA can be accepted once by an authorized 
management account user to automa6cally cover exis6ng and future member accounts within 
the organiza6on. Individual per-account acceptance isn’t required when using AWS 
Organiza6ons. Organiza6ons not using AWS Organiza6ons must accept the AWS BAA in each 
individual account that processes, stores, or transmits ePHI. To learn more, see Accep6ng 
agreements for your organiza6on in AWS Ar6fact.  

• The AWS BAA covers AWS responsibili6es—the security of the underlying cloud infrastructure, 
physical data centers, and managed service plaoorms. It doesn’t cer6fy that customer workloads 
running on those services are HIPAA compliant. Appropriate configura6on, monitoring, and 
opera6on of AWS services within the customer’s environment remains en6rely the customer’s 
responsibility. 

• Not all AWS services are covered under the AWS BAA. Customers must verify that every AWS 
service processing ePHI appears on the current list of HIPAA-eligible services before deploying 
PHI workloads. For the current list, see HIPAA Eligible Services. Services not on this list must not 
be used to store, process, or transmit ePHI. By default, AWS services in preview or beta aren’t 
considered HIPAA-eligible unless a separate BAA is established.  

The three safeguard categories 
The HIPAA Security Rule organizes its requirements into three safeguard categories. All three are 
required—a technically strong implementa6on doesn’t compensate for deficiencies in administra6ve or 
physical safeguards, and vice versa. Assessors evaluate all three categories, as detailed in the following 
table. 

Safeguard category CFR reference Scope 

Administra6ve Safeguards §164.308 Security management process, 
risk analysis, workforce training, 
con6ngency planning, business 
associate oversight, informa6on 
access management 

https://aws.amazon.com/artifact/
http://aws.amazon.com/console
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/artifact/latest/ug/accept-org-agreement.html
https://docs.aws.amazon.com/artifact/latest/ug/accept-org-agreement.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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Safeguard category CFR reference Scope 

Physical Safeguards §164.310 Facility access controls, 
worksta6on use and security, 
device and media controls 

Technical Safeguards §164.312 Access control, audit controls, 
integrity mechanisms, person or 
en6ty authen6ca6on, 
transmission security 

 
This whitepaper addresses Technical Safeguards only. However, the Technical Safeguards can’t be 
properly scoped without first comple6ng the risk analysis required by the Administra6ve Safeguards 
(§164.308(a)(1))—the risk analysis determines which controls are reasonable and appropriate for the 
organiza6on, which is the founda6on of every implementa6on decision in this guide. 

Implementa9on obliga9on  
The Security Rule designates each implementa6on specifica6on as either Required or Addressable. The 
2025 No6ce of Proposed Rulemaking (NPRM) proposes to make all Technical Safeguard specifica6ons 
required, elimina6ng the Addressable designa6on.  

Required specifica6ons must be implemented as described with no flexibility on whether to 
implement—only on how, to the extent the rule allows. 

Addressable specifica6ons aren't op6onal. If a control is reasonable and appropriate for your 
environment, implement it. If it genuinely isn't, document why and implement an equivalent control that 
achieves the same security outcome 

The NPRM changes this picture significantly. HHS published a No6ce of Proposed Rulemaking in January 
2025 that proposes elimina6ng the Addressable designa6on—encryp6on at rest and encryp6on in 
transit would both become Required. Although the final rule has not yet been published, the direc6on is 
clear, and the risk environment already supports trea6ng all specifica6ons as Required. Addi6onally, 
many of these controls are either enforced or directly supported by AWS through the AWS BAA and 
built-in service capabili6es. 
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Understanding the HIPAA security rule 
The HIPAA Security Rule (45 CFR §164.302–§164.318) establishes na6onal standards for protec6ng ePHI. 
The rule requires covered en66es and business associates to implement safeguards that ensure the 
confiden6ality, integrity, and availability of ePHI. 

Technical Safeguards overview 
The Technical Safeguards (§164.312) contain five standards and nine implementa6on specifica6ons. The 
following table reflects the current rule designa6ons. Under the proposed 2025 NPRM, specifica6ons 
currently marked Addressable would become Required—implement all as Required for new workloads. 

The standard is dis6nct from its implementa6on specifica6ons. Compliance with individual 
implementa6on specifica6ons doesn’t, by itself, ensure compliance with the standard. 

Standard Specifica:on Current type NPRM proposed 

Access control 
§164.312(a)(1) 
 

(See below) Required Required 

Unique user 
iden6fica6on 

Required Required 

Emergency access 
procedure 

Required Required 

Automa6c logoff Addressable Required 

Encryp6on and 
decryp6on 

Addressable Required 

Audit controls 
§164.312(b) 

(No sub-specifica6ons) Required Required 

Integrity §164.312(c)(1) 
 

(See below) Required Required 

Mechanism to 
authen6cate ePHI 

Addressable Required 

Person or en6ty 
authen6ca6on 
§164.312(d) 

(No sub-specifica6ons) Required Required 
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Standard Specifica:on Current type NPRM proposed 

Transmission security 
§164.312(e)(1) 
 

(See below) Required Required 

Integrity controls Addressable Required 

Encryp6on Addressable Required 

 

Important note: Pending HIPAA Security Rule 
updates (NPRM 2025) 
Ac6on is required for organiza6ons planning new AWS healthcare workloads. 

On January 6, 2025, the Office for Civil Rights (OCR) published a No6ce of Proposed Rulemaking (NPRM) 
in the Federal Register proposing significant updates to the HIPAA Security Rule. As of June 2026, this 
remains a proposed rule—it has not been finalized. The public comment period closed March 7, 2025. 

Organiza6ons building new workloads or modernizing exis6ng environments should be aware of the key 
proposed changes, as they signal the direc6on of poten6al future requirements. The following table 
summarizes these proposed changes. 

Proposed change Current rule NPRM 

Encryp6on at rest and in transit Addressable Required (with limited 
excep6ons) 

Mul6-factor authen6ca6on Addressable Required for all ePHI access 
(with limited excep6ons) 

Technology asset inventory Not explicitly required Required—documented, 
current inventory 

Vulnerability scanning Addressable Required—defined frequency 

Penetra6on tes6ng Not explicitly required Required—annual 

Recovery 6me objec6ve Not explicitly required Required—72-hour RTO for 
cri6cal systems 
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Proposed change Current rule NPRM 

Business associate verifica6on BAA required Required—annual wriqen 
verifica6on of BA safeguards 

Required vs. Addressable 
dis6nc6on 

Mixed All addressable specifica6ons 
become Required 

Network segmenta6on Not explicitly required Required—documented 
architecture limi6ng lateral 
movement; close or disable 
unused ports and services 

An6-malware protec6on Addressable (training item only) Required—mandatory 
deployment on all relevant 
systems; removal of 
unnecessary sohware 

Patch management Implied in maintenance 
provisions 

Required—15 calendar days for 
cri6cal-risk, 30 days for high-
risk; documented excep6ons 
required 

Configura6on management Not explicitly required Required—technical controls 
enforcing baseline 
configura6ons on all electronic 
informa6on systems 

 
The guidance in this document is designed to align with both the current rule and the direc6on of the 
proposed changes. Implemen6ng encryp6on, mul6-factor authen6ca6on (MFA), and asset inventory as 
Required rather than Addressable is strongly recommended for organiza6ons building new workloads 
today.  

The AWS BAA, available through AWS Ar6fact, contains obliga6ons that might independently require 
certain security controls as a condi6on of the agreement. Organiza6ons should review the current BAA 
text to understand which controls are contractually required in addi6on to any regulatory obliga6ons 
under the Security Rule. 

For the current status of the NPRM, refer to Regulatory Ini6a6ves. 

https://www.hhs.gov/hipaa/for-professionals/regulatory-initiatives/
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AWS Shared Responsibility Model for HIPAA 
Understanding the AWS Shared Responsibility Model is the founda6on for correctly scoping your HIPAA 
compliance program. AWS and the customer each own a dis6nct set of controls. 

The following figure lists the responsibili6es of the HIPAA Technical Safeguards Shared Responsibility 
Model. The matrix maps each §164.312 Technical Safeguard to two responsibility layers. Dark blue (top) 
shows what the customer must configure and operate. Orange (boqom) shows what AWS operates as 
part of its security of the cloud commitment. Both layers are required—AWS providing the capability 
doesn’t sa6sfy the requirement; the customer must enable and enforce it. Rows marked NPRM Proposed 
are not yet enforceable under the current Security Rule. 
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Figure 1: HIPAA Technical Safeguards Shared Responsibility Matrix 

What AWS manages 
AWS maintains responsibility for protec6ng the infrastructure that runs AWS Cloud services—the 
hardware, sohware, networking, and facili6es. This includes physical data center security, hardware and 
network infrastructure, virtualiza6on infrastructure, and global network security. These controls are 
documented in AWS compliance reports available through AWS Ar6fact. 
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What the customer manages 
The preceding figure maps customer and AWS responsibili6es to each §164.312 Technical Safeguard 
specifica6on. At a high level, customer responsibili6es for HIPAA workloads on AWS include: 

• Conduct and document a risk analysis covering all AWS hosted ePHI systems, which determines 
which technical controls are reasonable and appropriate for your environment 

• ePHI boundary defini6on and data classifica6on 

• Iden6ty and access management configura6on (roles, policies, MFA enforcement) 

• Encryp6on configura6on at rest and in transit 

• Audit log configura6on, reten6on period, and review 

• Network and firewall configura6on 

• Applica6on-level access controls 

• Connected devices including desktop and laptop computers, mobile phones, medical devices, 
industrial equipment 

• The AWS BAA doesn’t cover third-party sohware or desktop applica6ons; customers are 
responsible for securing endpoint devices and applica6ons that connect to HIPAA-eligible AWS 
services, including implemen6ng appropriate endpoint security controls to protect ePHI 

• Signing the AWS BAA through AWS Ar6fact in each in-scope account or AWS Organiza6ons level 
account 

Later in this document, we provide implementa6on details for each §164.312 specifica6on. The services 
used to implement these controls are HIPAA-eligible and covered under the AWS BAA. Refer to HIPAA 
Eligible Services for the current list. 

Establishing an ePHI boundary on AWS: Landing 
Zone architecture 
The Landing Zone Accelerator on AWS (LZA) provides a prescrip6ve mul6-account architecture that 
organiza6ons might use as a founda6on for establishing an ePHI boundary on AWS. The LZA automates 

https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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the deployment of a secure, scalable account structure aligned with AWS Security Best Prac6ces and 
supports HIPAA-eligible service configura6ons. 

The ePHI boundary is defined by the set of accounts where ePHI is permiqed to reside or transit. All 
accounts within this boundary require a signed BAA with AWS. 

The following figure illustrates the recommended organiza6onal unit (OU) structure for a HIPAA-aligned 
LZA deployment. The orange dashed boundary iden6fies the OUs and accounts where ePHI might reside. 
AWS services listed within the ePHI boundary that process ePHI are HIPAA-eligible and covered under 
the AWS BAA. For the authorita6ve list of eligible services, see HIPAA Eligible Services.  

Implementa6on details for each Technical Safeguard specifica6on are provided later in this document. 

 

Figure 2: Landing Zone Accelerator on AWS, recommended OU structure for HIPAA workloads 

The preceding figure shows the AWS Organiza6ons hierarchy deployed by the LZA. The orange dashed 
boundary iden6fies the ePHI boundary—accounts within this boundary might process, store, or transmit 
ePHI and require a signed BAA with AWS. The Management account hosts Control Tower, AWS 
Organiza6ons, AWS IAM Iden6ty Center, and AWS Config. The Security OU contains the Security Tooling 
account running AWS Security Hub, Amazon GuardDuty, Amazon Macie, and Amazon Inspector for 
centralized threat detec6on and compliance monitoring. The Infrastructure OU contains the Network 

https://aws.amazon.com/compliance/hipaa-eligible-services-reference
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
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account managing AWS Transit Gateway, virtual private cloud (VPC) connec6vity, and AWS Network 
Firewall. The Workloads OU contains the Produc6on account—primary ePHI storage and processing 
using Amazon Simple Storage Services (Amazon S3), Amazon Rela6onal Database Service (Amazon RDS), 
AWS Lambda, and AWS Key Management Service (AWS KMS)—and the Development account (synthe6c 
data only, no real ePHI). The Log Archive OU contains the Log Archive account, which receives the AWS 
CloudTrail organiza6on trail and enforces immutable log reten6on using Amazon S3 Object Lock. The 
Sandbox and Suspended OUs sit outside the ePHI boundary and don’t require a BAA. Service control 
policies (SCPs) applied at the OU level enforce encryp6on, prevent disabling of audit controls, and 
restrict deployment to approved AWS Regions. 

ePHI data flow and encryp#on at each layer 
The previous sec6on established the account and OU structure used to define the ePHI boundary. Before 
configuring the individual Technical Safeguard controls described later in this document, it’s useful to 
understand how ePHI flows through that architecture—and which §164.312 specifica6on applies at each 
point in the flow. 

The specific services, entry points, and data stores that process ePHI will vary by customer workload. An 
organiza6on running a pa6ent portal will have a different flow than one processing clinical images or 
exchanging HL7 messages with a third-party EHR. Customers are responsible for mapping their own ePHI 
flows and iden6fying every point where ePHI is stored, processed, or transmiqed. The following diagram 
illustrates a representa6ve reference architecture—a web-6er workload with Amazon RDS and Amazon 
S3 storage—to show how the §164.312 specifica6ons map to AWS services at each layer. Customers 
should use this as a star6ng point and adapt it to reflect their specific workload topology. 

The numbered arrows in the diagram trace the ePHI path through each AWS service layer, with the 
applicable §164.312 specifica6on annotated at each step. Later in this document, we provide the 
implementa6on details for each specifica6on shown. 

https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
http://aws.amazon.com/s3
https://aws.amazon.com/rds/
http://aws.amazon.com/lambda
http://aws.amazon.com/kms
http://aws.amazon.com/cloudtrail
http://aws.amazon.com/cloudtrail
https://aws.amazon.com/s3/features/object-lock/
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Figure 3: A reference architecture for a web-)er workload. The actual ePHI flow will vary by workload. 
Customers are responsible for mapping and documen)ng their own data flows. 

The numbered arrows in the preceding diagram trace the ePHI flow through each AWS service layer. The 
§164.312 specifica6on applicable at each step is noted in parentheses. 

1. An authen6cated user sends an HTTPS request. MFA is enforced at sign-in using IAM Iden6ty 
Center (§164.312(d)). 

2. AWS WAF inspects the request at Layer 7, then the Applica6on Load Balancer (ALB) terminates 
TLS 1.2+ using an AWS Cer6ficate Manager (ACM) cer6ficate. No unencrypted path to ePHI exists 
(§164.312(e)(2)(ii)). 

3. The compute layer—Lambda or Amazon Elas6c Container Service (Amazon ECS)—processes ePHI 
using a least-privilege AWS Iden6ty and Access Management (IAM) execu6on role. CloudTrail 
logs every API call with the caller’s iden6ty (§164.312(a)(2)(i), §164.312(b)). 

4. ePHI is wriqen to or read from encrypted storage—Amazon RDS (AES-256, KMS CMK, SSL 
enforced, PITR) or Amazon S3 (SSE-KMS, S3 Object Lock, S3 Versioning). AWS KMS manages 
encryp6on keys with automa6c annual rota6on (§164.312(a)(2)(iv), §164.312(c)(1), 
§164.312(c)(2)). 

5. CloudTrail logs and S3 access logs flow to the Log Archive account, where S3 Object Lock 
enforces log reten6on tamper-resistant reten6on period (§164.312(b)). 

It’s highly recommended that PHI or PII must not appear in resource names or metadata. Although 
encryp6on protects ePHI at rest and in transit, it doesn’t protect iden6fiers stored in resource names, 
tags, object keys, instance iden6fiers, log group names, or similar metadata. These values might appear 
in logs, billing reports, Amazon Resource Names (ARNs), IAM policies, the AWS Management Console, 

https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/certificate-manager/
http://aws.amazon.com/ecs
https://aws.amazon.com/iam/
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and other opera6onal records. Use non-iden6fying naming conven6ons and never include HIPAA 
iden6fiers in resource names or metadata. 

Founda#on requirements before implemen#ng 
technical controls 
With the ePHI boundary architecture understood and the ePHI data flow mapped, the following checklist 
confirms the founda6onal steps are in place before configuring individual Technical Safeguard controls. 
These are prerequisites—skipping them creates gaps that no technical control can close. 

# Ac:on Owner Why it maDers 

1 Accept the AWS BAA in every 
in-scope AWS account or at 
AWS Organiza6ons level using 
AWS Ar6fact 

CISO and Cloud Team Legal requirement—ePHI can’t 
be processed without a signed 
BAA 

2 Conduct and document a 
HIPAA risk analysis 

CISO and Compliance Determines which controls are 
“reasonable and appropriate” 
for your environment 

3 Confirm PHI boundary 
defini6on—accounts, OUs, 
services, and data flows in 
scope 

Cloud Architect Scopes downstream control 
decisions 

4 Deploy the HIPAA 
Conformance Pack in AWS 
Config across in-scope 
accounts 

Cloud and Security 
Team 

Baseline con6nuous compliance 
evalua6on 

5 Enable AWS CloudTrail 
organiza6on trail with data 
events 

Cloud and Security 
Team 

Required for §164.312(b) Audit 
Controls 

6 Enable AWS Security Hub with 
NIST 800-53 Rev. 5 standard 

Security Team Consolidated posture 
management and priori6zed 
findings 

7 Designate a named HIPAA 
Security Officer 

Leadership Required by Administra6ve 
Safeguards (§164.308(a)(2)) 
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# Ac:on Owner Why it maDers 

8 Ensure PHI is only processed 
on HIPAA-eligible AWS services 

Cloud Architect Non-eligible services are outside 
the BAA scope 

 
For the current list of HIPAA-eligible AWS services, refer to HIPAA Eligible Services.  

Implementa#on of Technical Safeguard controls 
The following sec6ons address a specific Technical Safeguard specifica6on for customers to implement as 
guidance. The paqern for each sec6on is: control requirement, implementa6on approach on AWS, and 
the evidence an assessor would expect to see. 

§164.312 Technical Safeguards: Complete framework 
reference 
The following table reflects the authorita6ve structure of 45 CFR §164.312 as published by HHS. All five 
standards and nine implementa6on specifica6ons are addressed in this sec6on. (Source: ecfr.gov—45 
CFR §164.312.) 

Standard CFR reference 

Implementa:
on 
specifica:on Type 

NPRM 2025 
proposed 

Primary AWS 
services 

Access 
control 

§164.312(a)(1) Access 
control 

Required Required AWS IAM Iden6ty 
Center, 
SCPs, IAM 

 §164.312(a)(2)(i) Unique user 
iden6fica6on 

Required Required AWS IAM Iden6ty 
Center, AWS 
CloudTrail 

 §164.312(a)(2)(ii) Emergency 
access 
procedure 

Required Required IAM (break-glass 
role), AWS 
CloudTrail 

https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.312
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.312
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Standard CFR reference 

Implementa:
on 
specifica:on Type 

NPRM 2025 
proposed 

Primary AWS 
services 

 §164.312(a)(2)(iii) Automa6c 
logoff 

Addressable Required IAM Iden6ty 
Center session 
policy, Applica6on 
Load Balancer 

 §164.312(a)(2)(iv) Encryp6on 
and 
decryp6on 

Addressable Required AWS KMS, 
Amazon S3, 
Amazon EBS, 
Amazon RDS 

Audit 
controls 

§164.312(b) Audit controls Required Required AWS CloudTrail, 
Amazon 
CloudWatch, 
Amazon S3 Object 
Lock 

Integrity §164.312(c)(1) Integrity Required Required Amazon S3 
Versioning, 
Amazon RDS PITR, 
AWS Backup 

 §164.312(c)(2) Mechanism 
to 
authen6cate 
ePHI 

Addressable Required AWS CloudTrail 
valida6on, 
Amazon S3 
checksums 

Person or 
en:ty 
authen:cat
ion 

§164.312(d) Person or 
en6ty 
authen6ca6o
n 

Required Required AWS IAM Iden6ty 
Center, MFA, SCP 

Transmissio
n security 

§164.312(e)(1) Transmission 
security 

Required Required VPC endpoints, 
VPN, TLS 

 §164.312(e)(2)(i) Integrity 
controls 

Addressable Required Applica6on Load 
Balancer TLS 
policy, Network 
Load Balancer TLS 
policy 
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Standard CFR reference 

Implementa:
on 
specifica:on Type 

NPRM 2025 
proposed 

Primary AWS 
services 

 §164.312(e)(2)(ii) Encryp6on in 
transit 

Addressable Required AWS Cer6ficate 
Manager, 
Applica6on Load 
Balancer, Amazon 
RDS SSL, VPN, 
GovCloud FIPS 

Network 
segmenta:
on (NPRM 
new) 

§164.312(a)(1) Network 
segmenta6on 

Not 
required 

Required AWS Network 
Firewall, VPC, AWS 
Transit Gateway, 
AWS security 
groups 

Configura:
on 
manageme
nt (NPRM 
new) 

§164.312(c) Configura6on 
baseline 

Not explicit Required AWS Config, AWS 
Systems Manager 
State Manager, 
SCPs, AWS 
Security Hub 

An:-
malware 
protec:on 
(NPRM 
new) 

§164.312(c)(2)(i) An6-malware 
protec6on  

Not 
required 

Required  Amazon Inspector, 
Amazon 
GuardDuty, AWS 
Security Hub 

SoLware 
removal 
(NPRM 
new) 

§164.312(c)(2)(ii) Sohware 
removal 

Not explicit Required AWS Systems 
Manager 
Inventory, AWS 
Config, AWS 
Systems Manager 
State Manager 

Configura:
on (NPRM 
new) 

§164.312(c)(2)(iii) Configura6on Not explicit Required AWS Systems 
Manager State 
Manager, AWS 
Config 
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Standard CFR reference 

Implementa:
on 
specifica:on Type 

NPRM 2025 
proposed 

Primary AWS 
services 

Network 
ports 
(NPRM 
new) 

§164.312(c)(2)(iv) Network 
ports 

Not explicit Required AWS Network 
Firewall, AWS 
security groups, 
AWS Config 

Maintenanc
e (NPRM 
new) 

§164.312(c)(2)(v) Maintenance  Not explicit Required AWS Systems 
Manager Patch 
Manager, Amazon 
Inspector  

 
Architectural Note:  

The AWS services referenced throughout this sec6on represent the implementa6on op6ons available 
across the HIPAA-eligible service catalog. Which services apply to your environment depends en6rely on 
your workload architecture. A clinical applica6on running on Amazon ECS with Amazon RDS will have a 
different implementa6on paqern than a serverless API on Lambda with Amazon DynamoDB, or a data 
analy6cs pipeline on Amazon EMR with Amazon S3. The encryp6on, access control, audit, and 
transmission security controls are the same regulatory requirements—the specific AWS services and 
configura6ons that sa6sfy them differ by architecture. 

Before working through each control, map your workload architecture to iden6fy which compute, 
storage, database, networking, and applica6on services are in scope for your PHI boundary. Every service 
that stores, processes, or transmits ePHI needs a control implementa6on for each applicable 
specifica6on. Services that are in the PHI boundary but not covered by a control represent a gap. 

The implementa6ons described in this sec6on use a reference architecture as an illustra6ve example, 
Amazon Elas6c Compute Cloud (Amazon EC2) or Amazon ECS for compute, Amazon RDS or Amazon S3 
for storage, ALB for ingress, AWS KMS for encryp6on, and IAM Iden6ty Center for iden6ty management. 
These specific services aren’t required by HIPAA, the regula6on specifies the security outcomes that 
must be achieved, not the technology used to achieve them.  

IAM Iden6ty Center, for example, is one way to implement unique user iden6fica6on and MFA 
enforcement, but organiza6ons might use IAM directly, a third-party iden6ty provider (IdP), or other 
federated iden6ty mechanisms to sa6sfy the same requirements. For serverless, container, or data 
analy6cs workloads, the same principles apply—subs6tute the appropriate service-specific controls for 
your architecture. 

https://aws.amazon.com/dynamodb/
https://aws.amazon.com/emr/
http://aws.amazon.com/ec2
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§164.312(a)(1): Access control 
Requirement: Implement technical policies and procedures for informa6on systems that maintain ePHI 
to allow access only to authorized persons or sohware programs. 

Implementa:on on AWS: 

Access control in a HIPAA-compliant AWS environment is built on three principles: no standing access for 
humans, unique iden66es per person and service, and enforcement through policy rather than 
conven6on. 

Human access is federated through IAM Iden6ty Center connected to the organiza6on’s IdP. No IAM user 
accounts with console access are created in PHI accounts—an SCP enforces this. Human access is 6me-
bound (session creden6als issued by STS) and scoped to the minimum permissions required for the 
user’s role. 

Service-to-service access uses IAM roles with resource-based policies. Long-lived access keys are 
prohibited through SCPs and monitored using AWS Config. 

Examples of suppor:ng documenta:on for audit readiness: 

• IAM Iden6ty Center configura6on showing federa6on with external IdP 

• SCP denying IAM user crea6on in PHI OUs 

• IAM roles in PHI accounts showing least-privilege permission sets 

• AWS Config rule iam-policy-no-statements-with-admin-access showing 
COMPLIANT status 

• Access review records (quarterly minimum) 

Technical references: 

• AWS IAM Iden6ty Center User Guide 

• Security best prac6ces in IAM 

• Strategies for achieving least privilege at scale 

• Implemen6ng policies for least-privilege permissions for AWS CloudForma6on: Next steps 

https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/blogs/security/strategies-for-achieving-least-privilege-at-scale-part-1/
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/next-steps.html
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§164.312(a)(2)(i): Unique user iden9fica9on (Required) 
Requirement: Assign a unique name and/or number for iden6fying and tracking user iden6ty. 

Implementa:on on AWS: 

Every IAM iden6ty—user, role, or service principal—receives a unique ARN and unique ID. CloudTrail 
records the specific IAM ARN (including the federated session name, which maps to the individual user 
from the IdP) for every API call. This creates an unambiguous, traceable record from API ac6on to named 
individual. The covered en6ty is responsible for confirming that unique iden66es are assigned and 
enforced at the organiza6onal level—meaning no shared accounts, no shared creden6als, and no shared 
worksta6on logins where mul6ple individuals authen6cate under the same iden6ty. AWS can’t enforce 
this. The organiza6on must implement policies, training, and opera6onal controls that prohibit shared 
iden66es and verify compliance through access reviews. 

Examples of suppor:ng documenta:on for audit readiness: 

• Sample CloudTrail log entries showing userIdentity.arn and 
userIdentity.sessionContext.sessionIssuer.userName for federated 
access 

• IAM Iden6ty Center configura6on showing unique user assignment (no shared accounts) 

• Confirma6on that shared IAM accounts don’t exist in PHI accounts (AWS Config rule or SCP 
evidence) 

Technical references: 

• CloudTrail userIden6ty element  

•  Logging IAM and AWS STS API calls with AWS CloudTrail 

§164.312(a)(2)(ii): Emergency access procedure (Required) 
Requirement: Establish and implement procedures for obtaining necessary ePHI during an emergency. 

Implementa:on on AWS: 

A break-glass role provides elevated access during declared emergencies. The role is dormant during 
normal opera6ons—it has no trust policy allowing rou6ne assump6on. During an emergency, a defined 
dual-authoriza6on process (two senior staff) unlocks the role by temporarily modifying the trust policy. 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
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AWS Security Token Service (AWS STS) issues 6me-bound session creden6als (maximum 1-hour session). 
CloudTrail logs the role assump6on and every ac6on performed under it. 

Post-emergency review is a formal step in the incident response process—the CloudTrail records for the 
emergency session are reviewed within 24 hours. 

Examples of suppor:ng documenta:on for audit readiness: 

• Break-glass role defini6on and documented dual-authoriza6on procedure 

• IAM trust policy showing the role isn’t rou6nely assumable 

• CloudTrail log of the most recent break-glass test (annual tes6ng recommended) 

• Post-emergency review record template 

Technical references: 

• Implement break-glass procedures 

§164.312(a)(2)(iii): Automa9c logoff (Addressable) 
Requirement: Implement electronic procedures that terminate a session aher a predetermined 6me of 
inac6vity. 

Implementa:on on AWS: 

Session dura6on is enforced at mul6ple layers. IAM Iden6ty Center session policies set a maximum 
dura6on for federated console sessions. Applica6on-level sessions implement idle 6meout logic. ALB idle 
6meout is configured to terminate inac6ve connec6ons. 

Examples of suppor:ng documenta:on for audit readiness: 

• IAM Iden6ty Center session dura6on policy screenshot 

• Applica6on session 6meout configura6on documenta6on 

• ALB idle 6meout senng evidence 

Technical references: 

• Configure the session dura6on in IAM Iden6ty Center  

https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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• Edit aqributes for your Applica6on Load Balancer 

§164.312(a)(2)(iv): Encryp9on and decryp9on (Addressable) 
Requirement: Implement a mechanism to encrypt and decrypt ePHI. 

Implementa:on on AWS: 

All ePHI at rest is encrypted using AWS KMS customer managed keys (CMKs). CMKs are created per 
account, with automa6c annual rota6on enabled. Key policies restrict which IAM principals can perform 
encrypt and decrypt opera6ons. CloudTrail logs every key usage event. 

Encryp6on is enforced through SCPs that deny crea6on of unencrypted S3 buckets, unencrypted Amazon 
Elas6c Block Store (Amazon EBS) volumes, and unencrypted RDS instances. AWS Config rules 
con6nuously monitor compliance. 

KMS CMKs aren’t the only permissible mechanism under §164.312(a)(2)(iv). Organiza6ons might 
alterna6vely use SSE-C (customer-provided keys, where the customer supplies the encryp6on key per 
API request and AWS never retains it) or client-side encryp6on (where ePHI is encrypted before 
transmission to AWS using the AWS Encryp6on SDK or equivalent, with keys managed en6rely outside 
AWS). The approach used should be documented in the organiza6on’s risk analysis. This guide describes 
encryp6on using KMS CMKs because it’s the most common implementa6on for cloud-based HIPAA 
workloads and provides integra6on with AWS services, centralized key management, and CloudTrail 
auditability of key usage events. If SSE-C or client-side encryp6on is used, the suppor6ng documenta6on 
requirements in this sec6on will differ—evidence for key management will exist outside of AWS. 

Examples of suppor:ng documenta:on for audit readiness: 

• KMS CMK inventory showing keys per PHI account with rota6on enabled 

• SCP denying s3:CreateBucket without encryp6on and denying ec2:CreateVolume 
without encryp6on 

• AWS Config rule compliance report: encrypted-volumes, s3-bucket-server-
side-encryption-enabled, and rds-storage-encrypted all showing as 
COMPLIANT 

• AWS KMS CloudTrail log showing key usage events 

Technical references: 

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/edit-load-balancer-attributes.html
http://aws.amazon.com/ebs
http://aws.amazon.com/ebs
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• AWS KMS Developer Guide  

• Configuring default encryp6on  

• Encryp6ng Amazon RDS resources  

• Amazon EBS encryp6on  

• Best Prac6ces for AWS Organiza6ons Service Control Policies in a Mul6-Account Environment 

§164.312(b): Audit controls (Required) 
Requirement: Implement hardware, sohware, and/or procedural mechanisms that record and examine 
ac6vity in informa6on systems that contain or use ePHI. 

Implementa:on on AWS: 

An organiza6on-wide CloudTrail trail captures management events and data events (S3 object-level, 
DynamoDB item-level) for all accounts in the PHI boundary. Logs are delivered to the Log Archive 
account with S3 Object Lock (Compliance mode) providing Write Once, Read Many (WORM) protec6on. 
Log file integrity valida6on uses SHA-256 hashing and digital signatures to detect tampering. 

VPC Flow Logs capture network traffic for all PHI workload VPCs. S3 server access logs provide object-
level access records. Amazon CloudWatch Logs centralizes applica6on and system logs. Amazon 
CloudWatch Logs Insights and the CloudWatch unified observability data store provide a centralized 
query and analysis layer across log sources. 

The customer’s log reten6on configura6on should be aligned with the organiza6on’s data reten6on 
policies and applicable state and federal regula6ons requirements.  

Logs might contain ePHI: applica6on logs from clinical systems can inadvertently capture pa6ent 
iden6fiers, query parameters, or error messages containing health data. Audit logs should be encrypted 
at rest using AWS KMS on both the S3 log archive bucket and CloudWatch Logs log groups, and access 
should be restricted to authorized security and audit roles. Consider structured logging prac6ces in 
applica6on design to minimize ePHI capture in log data. 

Examples of suppor:ng documenta:on for audit readiness: 

• CloudTrail organiza6on trail configura6on showing management and data events enabled for all 
PHI accounts 

• S3 Object Lock configura6on on the log archive bucket (Compliance mode, 6-year reten6on) 

https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/blogs/aws/amazon-cloudwatch-introduces-unified-data-management-and-analytics-for-operations-security-and-compliance/
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• CloudTrail log file integrity valida6on status (enabled) 

• Log review process documenta6on and sample review records 

• VPC Flow Logs enabled on all PHI workload VPCs 

• AWS KMS encryp6on enabled on the S3 log archive bucket and CloudWatch Logs log groups 

• Access control evidence showing log archive restricted to security and audit roles 

Technical references:  

• Working with CloudTrail trails  

• Valida6ng CloudTrail log file integrity  

• Locking objects with Object Lock  

• Logging IP traffic using VPC Flow Logs 

§164.312(c)(1): Integrity (Addressable) 
Requirement: Implement policies and procedures to protect ePHI from improper altera6on or 
destruc6on. 

Implementa:on on AWS: 

S3 Versioning maintains a complete history of object changes. S3 Object Lock prevents dele6on or 
overwrite for a configurable reten6on period. Amazon RDS automated backups and point-in-6me 
recovery (35-day window) enable restora6on from any modifica6on event. AWS Backup centralizes 
backup management with configurable reten6on and cross-Region replica6on. 

DynamoDB point-in-6me recovery (PITR) is enabled for all PHI DynamoDB tables. 

Examples of suppor:ng documenta:on for audit readiness: 

• S3 Versioning and S3 Object Lock configura6on for all PHI S3 buckets 

• RDS automated backup configura6on and reten6on period documenta6on 

• AWS Backup plan showing PHI data stores are included 

• Evidence of backup restora6on test (annual minimum) 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-getting-started.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://aws.amazon.com/backup/
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Technical references:  

• RDS automated backup 

• Locking objects with Object Lock  

• Logging IP traffic using VPC Flow Logs 

§164.312(c)(2): Mechanism to authen9cate ePHI 
(Addressable) 
Requirement: Implement electronic mechanisms to corroborate that ePHI has not been altered or 
destroyed in an unauthorized manner. 

Implementa:on on AWS: 

CloudTrail log file valida6on uses SHA-256 hashing and RSA digital signatures. Amazon S3 provides object 
checksums (SHA-256, CRC32) that validate data integrity during storage and retrieval. AWS Config 
records resource configura6on states over 6me, enabling detec6on of unauthorized configura6on 
changes. 

Examples of suppor:ng documenta:on for audit readiness: 

• CloudTrail log file integrity valida6on enabled and periodically verified 

• S3 object checksum verifica6on procedure documenta6on 

• AWS Config configura6on 6meline showing no unauthorized changes to PHI data stores 

Technical references: 

• Valida6ng CloudTrail log file integrity with the AWS CLI  

• Checking object integrity in Amazon S3  

• How AWS Config Works 

§164.312(d): Person or en9ty authen9ca9on (Required) 
Requirement: Implement procedures to verify that a person or en6ty seeking access to ePHI is the one 
claimed. 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingAutomatedBackups.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-cli.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/config/latest/developerguide/how-does-config-work.html
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Implementa:on on AWS: 

MFA is enforced for human access to systems containing ePHI through IAM Iden6ty Center policies and 
SCPs. The SCP includes a condi6on that denies console ac6ons unless 
aws:MultiFactorAuthPresent is true. FIDO2 security keys and TOTP tokens are supported. 
Service-to-service authen6ca6on uses IAM roles with cer6ficate-based mutual TLS. 

AWS Config con6nuously monitors MFA enforcement status across all PHI accounts. 

Examples of suppor:ng documenta:on for audit readiness: 

• IAM Iden6ty Center MFA enforcement policy configura6on 

• SCP requiring aws:MultiFactorAuthPresent for console access in PHI OUs 

• AWS Config rule iam-user-mfa-enabled and root-account-mfa-enabled 
shows as COMPLIANT 

• Periodic MFA enrollment audit records 

Technical references:  

• Configure MFA device enforcement 

• Secure API access with MFA  

• Available MFA types for IAM Iden6ty Center 

§164.312(e)(1): Transmission security (Required) 
Requirement: Implement technical security measures to guard against unauthorized access to ePHI 
being transmiqed over an electronic communica6ons network. 

Implementa:on on AWS: 

Transmission security is enforced at the infrastructure layer through TLS 1.2 or greater on all endpoints, 
VPN encryp6on for hybrid connec6vity, and network-level controls that prevent unencrypted paths to 
ePHI. The PHI boundary established in earlier in this document confirms that no ePHI flows over the 
public internet without encryp6on. VPC endpoints route AWS service API traffic within the AWS network. 

Examples of suppor:ng documenta:on for audit readiness: 

https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-types.html
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• Network topology diagram showing all transmission paths for ePHI 

• Confirma6on that no unencrypted paths to ePHI exist within the PHI boundary 

• VPC endpoint configura6on for all in-scope AWS services 

Technical references: 

• AWS PrivateLink User Guide 

• AWS Client VPN Administrator Guide 

§164.312(e)(2)(i): Integrity controls (Addressable) 
Requirement: Implement security measures to confirm that electronically transmiqed ePHI isn’t 
improperly modified without detec6on. 

Implementa:on on AWS: 

TLS 1.2 and later protocols provide integrity protec6on through message authen6ca6on codes (MACs) 
that detect any modifica6on of data in transit. AWS service API endpoints enforce a minimum of TLS 1.2. 
ALB and NLB security policies are configured to enforce TLS 1.2 or TLS 1.3. 

Examples of suppor:ng documenta:on for audit readiness: 

• ALB and NLB security policy configura6on showing TLS 1.2+ enforcement 

• AWS Config rule compliance confirming TLS minimum version on all load balancers 

• Evidence that no HTTP (unencrypted) listeners exist on any PHI-facing endpoint 

Technical references: 

• Create an HTTPS listener for your Applica6on Load Balancer 

• List of AWS Config Managed Rules 

§164.312(e)(2)(ii): Encryp9on in transit (Addressable) 
Requirement: Implement a mechanism to encrypt ePHI whenever deemed appropriate. 

Implementa:on on AWS: 

https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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TLS cer6ficates managed by ACM are deployed on ALBs, CloudFront distribu6ons, and Amazon API 
Gateway endpoints. The recommended security policy is ELBSecurityPolicy-TLS13-1-2-2021-06 or later. 
HTTP is disabled—traffic must use HTTPS. AWS Site-to-Site VPN provides encrypted IPSec tunnels for 
hybrid connec6vity. Amazon RDS enforces SSL and TLS connec6ons. 

Examples of suppor:ng documenta:on for audit readiness: 

• ALB security policy configura6on showing TLS 1.2+ enforcement 

• AWS Config rule monitoring TLS enforcement on load balancers and Amazon RDS 

• ACM cer6ficate inventory for all PHI-facing endpoints 

• Confirma6on that HTTP listeners are disabled or redirect to HTTPS 

Technical references: 

• ALB Security Policies 

• Secure communica6on between AWS Site-to-Site VPN 

• Use HTTPS with CloudFront 

• ACM cer6ficate inventory 

§164.312(a)(1): Network segmenta9on (NPRM proposed new 
specifica9on) 
Requirement (proposed): Establish technical policies ensuring ePHI is segmented to limit lateral 
movement during aqacks. Documented architecture required. Includes closing or disabling unused 
network ports and services. 

Implementa:on on AWS: 

Network segmenta6on in an LZA based PHI environment is enforced at four layers: account isola6on, 
VPC design, subnet 6ers, and network inspec6on. 

At the account layer, separate OUs for PHI workloads, security tooling, and logging contain the blast 
radius—a compromised workload account can’t access the security or log archive accounts. Transit 
Gateway route tables enforce which accounts can communicate and block direct account-to-account 
traffic that doesn’t traverse the inspec6on VPC. 

https://aws.amazon.com/api-gateway
https://aws.amazon.com/api-gateway
https://aws.amazon.com/vpn/site-to-site-vpn/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/describe-ssl-policies.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPN_CloudHub.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-list.html
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Within each PHI workload VPC, private subnets are used exclusively—no internet gateway is aqached to 
workload VPCs. Applica6on 6ers (compute, database, cache) are placed in separate subnets with 
security group rules perminng only the minimum required traffic between 6ers. 

Network Firewall is deployed in the inspec6on VPC with a deny-by-default policy. Stateful rules permit 
only known-good traffic paqerns. Unused ports and protocols are blocked at the firewall layer. VPC Flow 
Logs capture traffic for audit purposes. 

AWS Config rule vpc-default-security-group-closed enforces that default security groups 
aren’t used in PHI VPCs. 

Examples of suppor:ng documenta:on for audit readiness: 

• Network architecture diagram showing account isola6on, VPC topology, subnet 6ers, and all 
traffic flows 

• Transit Gateway route table configura6on showing inter-OU traffic controls 

• Network Firewall rule groups showing deny-by-default policy and permiqed traffic 

• Security group rules for all PHI workload 6ers showing least-privilege inbound and outbound 

• VPC Flow Logs enabled on all PHI workload VPCs 

• AWS Config rule vpc-default-security-group-closed shows as COMPLIANT  

Technical references: 

• AWS Network Firewall Developer Guide 

• Security best prac6ces for your VPC  

• Transit gateway route tables in AWS Transit Gateway 

• Logging IP traffic using VPC Flow Logs  

• Security group rules 

https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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§164.312(c): Configura9on management (NPRM proposed 
new specifica9on) 
Requirement (proposed): Deploy technical controls for configuring relevant electronic informa6on 
systems, including worksta6ons in a consistent manner. Baseline configura6ons required and enforced. 

Implementa:on on AWS: 

For organiza6ons using the Landing Zone Accelerator, the LZA deployment provides a version-controlled, 
auditable configura6on baseline. Account structure, SCPs, security service senngs, and network 
configura6ons are defined in YAML and deployed using the AWS Cloud Development Kit (AWS CDK) and 
AWS CloudForma6on. This means the configura6on baseline is version-controlled, repeatable, and 
auditable by design. 

AWS Config with the HIPAA conformance pack provides more than 80 managed rules that con6nuously 
evaluate whether running configura6ons match the required baseline. Any configura6on drih from the 
baseline generates a finding in AWS Config and aggregates to Security Hub. The AWS Config 
configura6on 6meline records every configura6on change against every in-scope resource. 

State Manager, a capability of AWS Systems Manager, enforces desired state configura6ons on EC2 
instances—so OS-level senngs (CIS hardening, required agents, disabled services) are applied and 
maintained. State Manager associa6ons remediate drih automa6cally on a configurable schedule. 

SCPs act as the top-level configura6on enforcement layer—they prevent ac6ons that would create a 
resource in a non-compliant configura6on (unencrypted, public-facing, in a non-approved Region) 
regardless of the IAM permissions of the calling iden6ty. 

The AWS Founda6onal Security Best Prac6ces (FSBP) standard provides a consolidated compliance score 
against configura6on baselines across PHI accounts. 

Examples of suppor:ng documenta:on for audit readiness: 

• LZA configura6on YAML files under version control showing authorita6ve baseline 

• AWS Config conformance pack compliance report showing all rules as COMPLIANT 

• State Manager associa6on list showing OS baseline configura6ons applied to all PHI instances 

• Security Hub FSBP compliance score and trend over 6me 

• SCP list showing configura6on guardrails applied to PHI OUs 

https://aws.amazon.com/cdk/
http://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
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• Configura6on change history from AWS Config 6meline for any material changes 

Technical references: 

• Opera6onal Best Prac6ces for HIPAA Security 

• AWS Systems Manager State Manager  

• Landing Zone Accelerator on AWS (LZA) Universal Configura6on 

• AWS Founda6onal Security Best Prac6ces standard in Security Hub CSPM  

• Service control policies (SCPs) 

§164.312(c)(2)(i): An9-malware protec9on (NPRM proposed 
new specifica9on)	
Requirement (proposed): Deploy and maintain an6-malware protec6ons on all relevant electronic 
informa6on systems handling ePHI. This is a technical safeguard requirement—no longer addressed 
solely through workforce training under §164.308(a)(5).  

Implementa:on on AWS:  

GuardDuty can be enabled organiza6on-wide using delegated administra6on, providing coverage across 
PHI accounts without per-account configura6on. Organiza6ons should evaluate the appropriate 
delegated administrator account based on their account structure.  

Amazon Inspector con6nuously scans EC2 instances, Lambda func6ons, and ECR container images for 
sohware vulnerabili6es. Amazon Inspector findings are aggregated in Security Hub for consolidated 
visibility and priori6zed remedia6on. Amazon Inspector operates con6nuously—not on a scheduled scan 
window—so newly discovered Common Vulnerabili6es and Exposures (CVEs) are evaluated against the 
running environment automa6cally.  

For Amazon EC2 workloads requiring agent-based endpoint protec6on, organiza6ons might deploy third-
party endpoint detec6on and response (EDR) solu6ons available through AWS Marketplace. Third-party 
tools aren’t covered under the AWS BAA—customers must execute a separate BAA with the applicable 
vendor prior to use in PHI environments. Macie con6nuously monitors S3 buckets in ePHI accounts for 
sensi6ve data exposure and anomalous access paqerns, providing a data-layer complement to the 
compute-layer malware detec6on.  

Examples of suppor:ng documenta:on for audit readiness:  

https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-hipaa_security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://github.com/aws/lza-universal-configuration
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/marketplace
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• GuardDuty organiza6on-wide enrollment screenshot showing all ePHI accounts as members  

• GuardDuty Malware Protec6on enabled status for Amazon EC2 and Amazon S3 in all ePHI 
accounts  

• Amazon Inspector enabled status across all ePHI accounts with findings routed to Security Hub  

• Security Hub aggregated findings view showing GuardDuty and Amazon Inspector coverage  

• EDR deployment evidence (if agent-based): Fleet Manager, a capability of Systems Manager, 
showing agent installed on all PHI EC2 instances  

• Macie findings report showing no unprotected S3 buckets containing PHI  

Technical references:  

• GuardDuty Malware Protec6on for EC2  

• Automated scan types in Amazon Inspector  

• Understanding cross-Region aggrega6on in Security Hub CSPM  

• Governance and control with AWS Marketplace 

§164.312(c)(2)(ii)—SoWware removal (NPRM proposed new 
specifica9on) 
Requirement (proposed): Remove extraneous and unnecessary sohware from the covered en6ty’s or 
business associate’s relevant electronic informa6on systems. 

Implementa:on on AWS: 

Inventory, a capability of Systems Manager, provides a complete, con6nuously updated inventory of all 
sohware installed on EC2 instances across ePHI accounts. 

Systems Manager Inventory collects installed applica6on data, Windows Registry entries, network 
configura6ons, and running services—enabling iden6fica6on of unauthorized or unnecessary sohware 
that should be removed. Where State Manager is deployed, associa6ons can be configured to enforce 
desired sohware state and remediate drih automa6cally on a defined schedule. For example, removing a 
deprecated applica6on from all instances in a PHI account automa6cally. This turns sohware removal 
from a one-6me manual ac6on into a con6nuously enforced control. 

https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/gdu-malware-protection-s3.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet-manager.html
https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://aws.amazon.com/marketplace/features/governance?trk=26d4c157-4446-43f8-8d4f-5ec17bc1717d&amp;sc_channel=el
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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The AWS Config rule ec2-instance-managed-by-ssm confirms EC2 instances in PHI accounts 
are enrolled in Systems Manager, providing the visibility founda6on required before sohware removal 
can be enforced. Instances not enrolled in Systems Manager are detected as non-compliant and flagged 
in Security Hub. 

For containerized workloads, sohware removal is enforced at the image level: ECR image scanning and a 
Kyverno or OPA admission controller policy in Amazon Elas6c Kubernetes Service (Amazon EKS) prevent 
deployment of container images that contain packages flagged as unauthorized or high-severity CVE-
affected. 

The approved sohware baseline for container images is maintained in a registry and enforced at 
deployment 6me. For AWS managed services (Amazon RDS, Lambda run6me, AWS Fargate), 
unnecessary sohware removal is an AWS responsibility under the Shared Responsibility Model—
customers don’t have OS-level access and AWS manages the underlying sohware stack. 

Examples of suppor:ng documenta:on for audit readiness: 

• Systems Manager Inventory report showing authorized sohware baseline per instance type 
across PHI accounts 

• State Manager associa6on list showing sohware enforcement policies applied 

• AWS Config compliance report showing ec2-instance-managed-by-ssm as 
COMPLIANT for all PHI instances 

• Sohware removal procedure document naming who owns the approved sohware baseline, the 
review cadence, and the removal process for unauthorized sohware discovered in inventory 

• Container image policy showing only approved base images are deployed in PHI workloads 

Technical references: 

• AWS Systems Manager Inventory 

• AWS Systems Manager State Manager 

• List of AWS Config Managed Rules 

• Shared responsibility 

• Amazon ECR image scanning 

https://aws.amazon.com/eks/
https://aws.amazon.com/fargate
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
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§164.312(c)(2)(iii): Configura9on (NPRM proposed new 
specifica9on) 
Requirement (proposed): Implement specific technical security configura6on senngs on relevant 
electronic informa6on or ePHI systems in accordance with documented security standards. Systems 
must be configured to the approved security baseline, not leh at vendor defaults.  

Implementa:on on AWS:  

The governance framework that enforces these senngs—LZA, AWS Config, SCPs, and Security Hub—is 
described under the parent §164.312(c) standard described earlier. This sec6on focuses on the specific 
configura6on content that the framework enforces. 

CIS Benchmark hardening is applied to EC2 instances using State Manager. The specific senngs enforced 
include: password complexity and history policy, account lockout thresholds, audit policy enabling 
logging of logon events and privilege use, disabling unnecessary services (Print Spooler, Telnet, SNMP 
where not required), Windows Firewall enabled on all profiles, SMB signing required, NTLMv2 
enforcement, and minimum TLS version on all server roles. The benchmark level (CIS Level 1 or Level 2) 
is selected per instance classifica6on and documented in the baseline document.  

For Amazon WorkSpaces, a hardened golden image is maintained as the standard desktop configura6on. 
The image is built from an approved Windows baseline with CIS L1 senngs applied, unnecessary 
applica6ons removed, and required security agents installed (EDR, Systems Manager agent). Users 
receive this preconfigured image and can’t modify security-relevant senngs. The image is refreshed on a 
defined cadence—at minimum quarterly—and security-relevant changes require a new image version.  

For AWS managed services (Amazon RDS, Lambda, Amazon ECS on Fargate), the configura6on baseline is 
enforced through service-level senngs. 

RDS instances are deployed with encryp6on enabled, minor version auto-upgrade enabled, dele6on 
protec6on on, and enhanced monitoring ac6ve. Lambda func6ons are deployed with reserved 
concurrency where applicable, environment variable encryp6on using AWS KMS, and no inline IAM 
wildcard policies. These senngs are enforced at deployment using infrastructure as code (IaC) and 
monitored by AWS Config rules.  

Examples of suppor:ng documenta:on for audit readiness:  

• CIS Benchmark baseline document specifying which benchmark version and level applies per EC2 
instance type, with ra6onale for any excep6ons  

https://aws.amazon.com/workspaces/
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• State Manager associa6on execu6on history showing baseline applied to all PHI instances  

• WorkSpaces golden image change log showing current image version, hardening steps applied, 
and approval sign-off  

• Amazon RDS configura6on inventory showing encryp6on, dele6on protec6on, and auto-upgrade 
status for all PHI databases  

• AWS Config rule compliance showing service-level configura6on rules as COMPLIANT across all 
PHI accounts  

Technical references:  

• CIS Benchmarks for AWS  

• CIS Benchmark for Windows Server  

• AWS Systems Manager State Manager  

• Create a custom WorkSpaces image and bundle for WorkSpaces Personal 

• Best prac6ces for Amazon RDS  

§164.312(c)(2)(iv): Network ports (NPRM proposed new 
specifica9on) 
Requirement (proposed): Implement controls to manage network ports, protocols, and services on 
relevant electronic informa6on or ePHI systems, disabling or restric6ng those that aren’t required for 
approved business func6ons. 

Implementa:on on AWS: 

A recommended prac6ce is to have security groups reference each other by group ID rather than CIDR 
ranges, scoping port access to specific resource types. Organiza6ons should evaluate this approach as 
part of their network security design. Network access control lists (ACLs) at the subnet level provide a 
stateless secondary layer of port restric6on. Cri6cal subnets—par6cularly the isolated database 
subnet—have network ACLs denying all inbound traffic except from the applica6on 6er subnet on the 
specific database port. 

Network Firewall in the centralized inspec6on VPC enforces port and protocol restric6ons for all east-
west and egress traffic. Network Firewall rules deny outbound traffic on non-approved ports and 

https://www.cisecurity.org/benchmark/amazon_web_services
https://www.cisecurity.org/benchmark/microsoft_windows_server
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_BestPractices.html
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protocols—preven6ng EC2 instances from ini6a6ng connec6ons on ports associated with command-and-
control, data exfiltra6on, or lateral movement paqerns. 

SCPs include guardrails that prevent security group rules perminng unrestricted inbound access 
(0.0.0.0/0) on sensi6ve ports (22, 3389, 1433, 3306). 

AWS Config provides managed rules such as restricted-ssh and restricted-common-
ports that can be used to con6nuously monitor for security group rules perminng unrestricted 
inbound access. Organiza6ons should select AWS Config rules aligned to their documented security 
baseline. 

VPC endpoints alleviate the need for internet-facing ports for AWS service traffic—EC2 instances 
communicate with Amazon S3, Service Manager, AWS KMS, and other AWS services over private 
endpoints without requiring outbound internet access on any port. 

Examples of suppor:ng documenta:on for audit readiness: 

• Security group inventory showing all PHI-account security groups with inbound and outbound 
rules—no 0.0.0.0/0 on sensi6ve ports 

• Network Firewall rule group showing denied protocols and ports 

• AWS Config compliance report showing restricted-ssh and restricted-common-
ports as COMPLIANT for all PHI accounts 

• VPC endpoint inventory showing private connec6vity for all AWS service traffic, avoiding public 
port requirements 

• Network ACL configura6on for database and applica6on subnets 

• SCP list including the security group port restric6on guardrails 

Technical references: 

• Control traffic to your AWS resources using security groups 

• Control subnet traffic with network access control lists  

• AWS Network Firewall Developer Guide 

• AWS Config rule: restricted-ssh 

• AWS Config rule: restricted-common-ports 

https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
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• Access AWS services through AWS PrivateLink 

• Service control policies (SCPs) 

§164.312(c)(2)(v): Maintenance (NPRM proposed new 
specifica9on) 
Requirement (proposed): Implement technical procedures for maintaining relevant electronic 
informa6on systems handling ePHI, including applying security patches and updates in a 6mely manner 
to address known vulnerabili6es. 

Implementa:on on AWS: 

Patch Manager, a capability of Systems Manager, provides automated patch management across EC2 
instances in PHI accounts. Patch baselines should define which patches are approved for deployment 
and the severity thresholds that trigger remedia6on. Organiza6ons might structure separate patch 
baselines for different OS types and instance roles based on their patching policy. 

Patch Manager patch compliance repor6ng is available through the Systems Manager console and 
integrates with Security Hub—non-compliant instances (missing cri6cal patches beyond the defined SLA) 
generate Security Hub findings routed to the security opera6ons team. 

For AWS managed services (Amazon RDS, Lambda run6mes, Amazon ECS with Fargate, Amazon 
Elas6Cache), AWS handles OS and run6me patching under the Shared Responsibility Model. The 
customer is responsible for applying minor and major version updates to the managed service (for 
example, upgrading an RDS engine version when the current version approaches end-of-support). 
Amazon RDS publishes maintenance windows and no6fies account owners of pending auto-applied 
maintenance. The customer documents the Amazon RDS and other managed service version currency as 
part of the maintenance evidence package. 

Amazon Inspector con6nuously evaluates EC2 instances and Lambda func6ons for known CVEs and 
provides a priori6zed remedia6on list. Amazon Inspector findings that represent ac6vely exploited 
vulnerabili6es are routed to Security Hub with CRITICAL severity and trigger an immediate response SLA 
outside the standard maintenance window cadence. 

For container workloads, ECR image scanning (powered by Amazon Inspector) evaluates container 
images on push and con6nuously reevaluates deployed images as new CVE data becomes available. 
Images with unacceptable CVE counts are flagged in the con6nuous integra6on and con6nuous delivery 
(CI/CD) pipeline before deployment and in Security Hub post-deployment. 

https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
http://aws.amazon.com/elasticache
http://aws.amazon.com/elasticache
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Examples of suppor:ng documenta:on for audit readiness: 

• Patch Manager patch compliance report showing all PHI EC2 instances as COMPLIANT against 
defined patch baseline 

• Patch baseline document specifying approved patches, severity thresholds, and patching SLAs 
(for example, Cri6cal: 15 days, High: 30 days) 

• Maintenance window configura6on showing scheduled patching windows for PHI instances 

• Amazon RDS and managed service version inventory showing no end-of-support versions in use 

• Amazon Inspector findings report showing no unresolved cri6cal CVEs beyond remedia6on SLA 

• ECR image scan results showing PHI-deployed container images with no cri6cal unresolved CVEs 

• Patch management procedure document naming patch owner, review cadence, excep6on 
process, and escala6on path 

Technical references: 

• AWS Systems Manager Patch Manager 

• Patch baselines 

• AWS Systems Manager Maintenance Windows 

• Genng started tutorial: Ac6va6ng Amazon Inspector 

• Maintaining a DB instance 

• Scan images for sohware vulnerabili6es in Amazon ECR 

• Crea6ng and upda6ng findings in Security Hub CSPM  

• AWS Shared Responsibility Model 

Conclusion 
This guide has demonstrated how AWS services can support HIPAA Security Rule Technical Safeguard 
requirements across access control, encryp6on, audit logging, integrity, authen6ca6on, and transmission 

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-patch-baselines.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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security. The key principle throughout is that AWS provides the plaoorm capabili6es—the customer 
configures, monitors, and documents them. 

Three things maqer most when implemen6ng these controls. First, the AWS Shared Responsibility Model 
is not a formality—AWS provides the capability, but you must enable and enforce it. Second, your PHI 
boundary, built through LZA and SCPs, determines the scope of every control in this guide; without it, 
nothing else is properly scoped. Third, the 2025 NPRM makes clear that encryp6on, MFA, and asset 
inventory are heading toward mandatory status—build them in now rather than retrofinng later. 

For assistance with HIPAA readiness beyond Technical Safeguards, including Administra6ve Safeguards, 
Physical Safeguards, risk analysis, and assessment prepara6on, contact the AWS Security Assurance 
Services team or your AWS account representa6ve. 
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• Hector Rodriguez, HCLS Security Specialist, AWS WWPS: US Healthcare 

• Kapil Temghare, Security Industry Spec II, AWS Security (Compliance)  

Further reading 
• Audit Protocol 

• AWS HIPAA Compliance Center  

• AWS Ar6fact (AWS BAA and compliance reports)  

• Federal Register: 89 FR 106043 (the NPRM itself) 

• HIPAA Security Rule: 45 CFR §164.302–§164.318  

• HIPAA compliance for genera6ve AI solu6ons on AWS  

https://aws.amazon.com/security-assurance-services/
https://aws.amazon.com/security-assurance-services/
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/protocol/index.html
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/artifact/
https://www.federalregister.gov/documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-electronic-protected-health-information
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C
https://aws.amazon.com/blogs/industries/hipaa-compliance-for-generative-ai-solutions-on-aws/
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• HIPAA Security Rule NPRM (January 6, 2025)  

• HIPAA Security Rule No6ce of Proposed Rulemaking to Strengthen Cybersecurity for ePHI 

• HHS OCR Regulatory Ini6a6ves  

• HHS HIPAA Enforcement  

• HHS Breach No6fica6on Rule  

• HHS De-iden6fica6on of PHI  

• Landing Zone Accelerator on AWS  

• Opera6onal Best Prac6ces for HIPAA Security 

• NIST SP 800-53 Rev. 5  

• NIST-Security-HIPAA-Crosswalk 

Glossary of terms and acronyms 
The following table defines key terms, acronyms, and abbrevia6ons used throughout this document. 

Term Defini:on 

ARN Amazon Resource Name—the unique iden6fier assigned to every AWS resource 
and IAM iden6ty. 

BA Business associate—an organiza6on that creates, receives, maintains, or 
transmits PHI on behalf of a covered en6ty. 

BAA Business Associate Agreement (also referred to as the AWS Business Associate 
Addendum)—the legally required contract between AWS and a customer that 
covers the handling of ePHI under HIPAA. 

CFR Code of Federal Regula6ons—the codifica6on of federal regula6ons, including 
the HIPAA Security Rule at 45 CFR §164.302–§164.318. 

CMK Customer managed key—an AWS KMS encryp6on key that a customer creates 
and controls, as opposed to an AWS managed key. 

https://www.federalregister.gov/documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-electronic-protected-health-information
https://www.hhs.gov/hipaa/for-professionals/security/hipaa-security-rule-nprm/factsheet/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/de-identification/index.html
https://docs.aws.amazon.com/solutions/landing-zone-accelerator-on-aws/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-hipaa_security.html
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://www.hhs.gov/hipaa/for-professionals/security/nist-security-hipaa-crosswalk/index.html
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Term Defini:on 

EDR Endpoint detec6on and response—agent-based endpoint security sohware 
used to detect and respond to threats on hosts. 

EHR Electronic health record—a digital record of a pa6ent’s health informa6on 
maintained by a healthcare provider. 

ePHI Electronic protected health informa6on—PHI that is created, stored, 
transmiqed, or received in electronic form. 

FIPS Federal Informa6on Processing Standards—US government standards for 
cryptographic modules; FIPS 140-2 validated endpoints are available in AWS 
GovCloud (US). 

FSBP Founda6onal Security Best Prac6ces—the AWS Security Hub standard that 
evaluates accounts against a curated set of security controls. 

HHS US Department of Health and Human Services—the federal agency that 
administers and enforces HIPAA. 

HIPAA Health Insurance Portability and Accountability Act of 1996—the US federal law 
establishing standards for protec6ng health informa6on. 

LZA Landing Zone Accelerator on AWS—a prescrip6ve, mul6-account AWS 
architecture solu6on used to establish account structure, guardrails, and 
governance. 

MFA Mul6-factor authen6ca6on—a security mechanism requiring more than one 
form of verifica6on to authen6cate a user. 

NIST Na6onal Ins6tute of Standards and Technology—a US federal agency that 
publishes cybersecurity standards, including NIST SP 800-53. 

NLB Network Load Balancer—a Layer 4 load balancer used for high-performance TCP 
and UDP traffic. 

NPRM No6ce of Proposed Rulemaking—the January 2025 HHS OCR proposal to update 
the HIPAA Security Rule. 

OCR Office for Civil Rights—the office within HHS responsible for enforcing HIPAA. 

OU Organiza6onal unit—a container within AWS Organiza6ons used to group 
accounts for policy applica6on, such as those defined by the LZA. 
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Term Defini:on 

PHI Protected health informa6on—individually iden6fiable health informa6on as 
defined under HIPAA. 

PITR Point-in-6me recovery—a feature (for example, in Amazon RDS or Amazon 
DynamoDB) that allows restora6on of data to a specific point in 6me. 

QSAC Qualified Security Assessor Company—a company cer6fied by the PCI Security 
Standards Council to perform PCI DSS assessments. 

RSA Rivest-Shamir-Adleman—an asymmetric cryptographic algorithm used, for 
example, in AWS CloudTrail log file digital signatures. 

SCP Service control policy—an AWS Organiza6ons policy used to set the maximum 
available permissions for accounts within an OU. 

SHA Secure Hash Algorithm—a family of cryptographic hash func6ons (for example, 
SHA-256) used for integrity verifica6on. 

SLA Service level agreement—in this document, refers to internal 6melines for 
applying patches based on severity. 

SSE-KMS Server-Side Encryp6on with AWS KMS—an S3 encryp6on op6on where AWS 
KMS manages the encryp6on keys. 

VPC Virtual private cloud—Amazon VPC is an isolated virtual network within AWS. 

WAF Web applica6on firewall—AWS WAF inspects Layer 7 HTTP and HTTPS traffic for 
common exploits. 

WORM Write Once, Read Many—a storage model (implemented using Amazon S3 
Object Lock) that prevents dele6on or modifica6on of data for a defined 
reten6on period. 
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