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+ PCI DSS v4.0, ISO/IEC 27001:2022, ISO/IEC 27002:2022
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COFEOER(FRERTF 1 VT TOJSLOHREEEETH D, TNCEF. AWSHEDKS(CLTEF 1 VT« 22AN TRIENRSE TGN ICERI DN EERT D.
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AWS System & Organization Control (SOC) L7R— ~Z, BRI TSA PO RBEEBBLUBESE AWS NEDLDITEK UM ZEEIET D, MU —RI—F1—(CLD
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C&ETY. 3FEED AWS SOC LR— B DET,

SOC 1 : AWS OFHIERIZ(CBI I D5HA. HKXTU AWS WWERE LTz & BERONEIEE (CRE 3 D5RA
SOC 2 : AWS DFHIIRIBE(CBI Y 25t & AICPA DEEY —EXDEF1 U5+, oA HEHE, TS51/\S—0REEHIZI AWS FHFIDIEIEE (CRI I DA
SOC 3 : AWS ¥ AICPA DY —EXDT+1 U5, BIRM. #EE. TS50/ —DOBREZRLCL TV EERIMITDNMLR— b

B EFBRETEEOU 1 hEsRIZEV.
https://aws.amazon.com/jp/compliance/soc-fags
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https://aws.amazon.com/jp/compliance/shared-responsibility-model/
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AWS ClE. BEMRIC AWS DTF1 U5+ BRI — AT DZRARICERV T B o0, T51/\S—BhUT —FRECHT BERNENA T 52
T RERALREFIUT A RIETOY S LERELTONET, AWS DIEFIRBHHEER, EREECELNS AWSDY —ERBEUHEE THMICE
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https://d1.awsstatic.com/whitepapers/ja_JP/compliance/AWS_Compliance_Quick_Reference.pdf
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#3

o

#3

+ AWS DFTHF—ERPTv T57— hOBERE. UTFOYA hEOTRELTEDET.

- AWS DB#HI1ER
https://aws.amazon.com/jp/new/
-AWS JOJ
https://aws.amazon.com/jp/blogs/aws/
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/jp/blog:

-AWS RFI X b (BH—EID RF1A> MEEE)
https://docs.aws.amazon.com/ja_jp/index.html|

EHLZEREHEEECH T DREH> T
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LT, BEHEOF—LEEHEML, HROBHIEDERET —YBBHED M ——>J TS5 #BHET BAWS Learning Needs Analysis WS TOI S L6IR
HMUTVET,
- AWS Builders Online Series
https://aws.amazon.com/jp/events/builders-online-series/
-AWSTSD RS — EERENE
https://aws.amazon.com/jp/events/aws-event-resource/
- MLEEL AR
https://aws.amazon.com/ijp, -resource/beginner/
- JP Contents Hub
https://aws-samples.github.io/jp-contents-hub/
-AWS S RL—Lblb—=22T
https://aws.amazon.com/jp/training/classroom/
- AWS Skill Builder
https://aws.amazon.com/jp/training/digital/
- AWS Ramp-Up Guides
https://aws.amazon.com/jp/training/ramp-up-guides/
- AWS Learning Needs Analysis
https://aws.amazon.com/jp/training/teams/learning-needs-analysis/
S AWS (CHEVWTHFBRBEZMELYI < ITBMHEFELT. THDY bODMEITD ENS D TIEIBEERDETH. AWSTHD hEDET D L. R
DAWSTHD> MEBERL, TNTNOAWSTND> hZ EICEF1 VT REZITV. RBICEUTREROUY -2 ZBHICHERT DRENTTEEHT, =
DESBIIIVFTHD > NREOERAZERR T BHKRNLHY—EX & LTAWS Organizations &AWS Control Towerh'350 & 9. AWS Organizations & AWS
Control Tower ZFIA I3 & T, EBDAWSTHD > bz —M(CER TS LR, —EOLF1 VT REZMULREEZRR METE, HENICIILF
FHOY NERERRTEET,
< AWS TlE, HPIR (AWS TOT T w3 FILH—ERPAWS/(— hF—) ([CLBYR— MERHLTNET,
-AWS JOJ T v 3FILE—ER
https://aws.amazon.com/jp/professional-services/
- AWS/ (=~ —
https://aws.amazon.com/jp/partners/work-with-partners/
#4-2 - - -
#i5-1 1SO 27001 BHECADE T, AWS DIBHEN AWS BHA A NUEBY )L BALT. AWS/\—ROT POEECIAEZEIDYT, BUSLVESR [AWS Systems Manager 1 >R RUICK D, AWS TOIZ Ea—F 1 OBRBENAREENET. 1R MNUEFALT. IR—I R/ —REhBA5F— |-
ETOTVET . AWS DEESLUHTSAFI—>F—LAld. IATDAWS YT 5147 EOBMFEHFLTVET. FHMICDNTIE IS0 27001 B#0fd (FZINETEET.
A RAC> 8 ZZBBULTLEE, AWS ([d. ISO 27001 BEBEADMGEHERT DIMIEBTAN S, RIIBLUREEZIFTTVET. AWS Config (&, ZHD> bk AWS D AWS UY —ZDBEDFHE 1 —2RELET. INCE. VY- AMOBREREDRENSEN DD, HEOEES
EHRCREEBRD EDR S [CEDINEHRTEET,
FHBIZRORDA bAR—)(—ZTBR<ZEL): https://d1.awsstatic.com/whitepapers/ja_JP/compliance/AWS_Risk_and_Compliance_Whitepaper.pdf [F—#44ACELTIE. MUTFORDA bAR—)(—EITERJZEL): https://docs.aws.amazon.com/ja_jp/whitepapers/latest/data-classification/data-
classification-overview.html
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MELEFI VT BESUETY. COREORERG, BREF1 VT BRI RT A (ISMS) BREDRERF1UT+ TOJSLOMFEERETT. 1SMS
TlE AWS HEDESICLTEFIUT 1 224N TRIENLSE TREN ICBREYTINEERL TVET. COLICELRHSNTVBEREZFIUT R
BT ROTEMEESNTNET .

SEHEFLUT A VRO ARNCTHEL . BREBBEOREEERTD

-HANRIEREFL VT BHPRORRO VR VERZ R B LURRL, BESLVT—FF0FrOtF1UT 1 URTITHLT S
-BENLPERTOCRERAL. HEIICKDEREF1UT 1 O —XHHENICELEN3 LTS

AWS (& ISO/IEC 27001, 27017. 27018 DEMUBICHIML TS ELVD! ZEIRLTVET. IN5D; (3, Y= R/ (—F 1 OMIEBAC LD TEifi
NET. TOLDCEBRNICEDSNHUES SUTMBRECEIL TNBEND T &G AWS MO IR TOL AL TEREZFL VT ([CROBATNES
& BELUAWS DtF1UF+« TOISLNERDELBRR NI SUF7 4 RS TNB T EDIHATT,

B IR TROY A MEEREE.

https://aws.amazon.com/jp/compliance/iso-27001-faqs/

SOCL7R— b

AWS System & Organization Control (SOC) L/R— ~a&, BEBRI>ST ST REBBLUBEE AWS ' EDL SRR LN ERIET S, MUY —
RI—F 1 —(CLZFEEREETT. TOLR— bOBNE. BERESBEROBBEAN . ARL—23> 02T SATUREYR— b3 LIMIEN
AWS #ibl 2 IR TE R LS(CIBTETY. 3 TBHAD AWS SOC LR— hhispDET.

SOC 1 : AWS DIEHIIREEICEI T DA, SKU AWS DR LIcHisl & BEROSEIEE(CRI I 2358

SOC 2 : AWS D#EHIERIICEIT 23188 & AICPA DEBD —EXDt+a1UF . Al WEE. TS50/ (S —0BREEBILT AWS HHIONDETICHTS
B

SOC 3 : AWS /' AICPA DI —EXDtF1UF . FIAK. #EE, T35/ S —0BEZBILTNB T EZRETDNMLA—

SOC3LAR— MEUTFDOURLANSH D> O— REJHETT

https://d1 com/wt AWS_SOC3.pdf
B, FHMERETROY A MasRZE,
https://aws.amazon.com/jp/compliance/soc-fags

AWSODFEEEELR— MCRY 3 SISk FaesREE 0.
https://aws.amazon.com/jp/compliance/programs/
AWSDFT =& >4 —(CBT 3 FMERIE TRzsR< 0.
https://aws.amazon.com/jp/compliance/data-center/data-centers/
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(31,2
- F—HDT SIS — EFHICDNT AWS TREBHROI> 7>V OFEIEEBREESERCHELLTOFT. SSTUNDNTINAY—ILICLS

T, BEROISFLYNRESNB BN EHERCESCREL TS, BHPTERETTEISTFIVEREL, AWS DY—EREUY—R(CHTS
IS DSOTIEREBRTEZESCLTNET, &, ERENTE SAESNCRIINS SUMBNRHEERE LT, BEROISTIVICHT IR
ERPIEACHREBLELTOET,

DRI =TT YO EERIECDNT

FORR: HEEE. BHOIZT Y, BEWIC AWS DY —EREVY —ZADI—HY-FOLRZEELFT. SEFNTNZHROICRHETED LI,
AWS TIEZU LR, BES{t. OJRROEELMEETY b (AWS CloudTrail &) ZBELTVEY. LWHWRBENTH> TE. BHABERORBRLICH
BEROIZTIVILTFOLALED., TNEEALED TR LEHDERA. RF: BBRE. I>TOVEREFTS AWS U—J3 D #BIRTEFT. Uit
. BERORBBUIC, SEFEDOISTVEBEENRRUIZ AWS U OB LI DERUIED T BT EEHDERA. BF1UT 1 BEFE
3 BADIZFIVDRLEEDLSICHERT INERRTEET. AWS TEH BERSLCRETOI>FOVICHT 2MNBIESERIEERBTEEY.
ES{tF—EBBERCHFTERI B LETEET.

HRHR—AZTUYORR: ER, FIzFBATHEE U < @REMMEIC L 3B DRRNDSIHHEETI DD T azkhiE, HHHHRYT-1
STFIUVERRY 3T EEBDERA. BIRIBERRICE. BHIOBANIELESNTOSHE, Fld Amazon DRBE UL (FY— EXOERICBHELEE
TROFEERECRTEONHIHEEIRE. Amazon [@HRY -T2 YORRICHK > TEERICEAZITV. BEHNHRNSOREERDHSND
£SCLET., FaUF«7SaATSORED: Yt HSEHEN AWS 2R2([CEAL T AWS OtF1 VT« FHBEEEHFATE2 L5, J0-/UL
RIS —EF—IRECHI BRI NI ST« REFERBLIEEF 1 UT( T2 1T SO RAEHTOISLZBMUTVET. INS0otEF1UT 1 RE
EEBTOCRG, EEOY— R/ (—F 1 [CLBMI ULHEC L > T BNBNMERIICIRIISN TLET. B S#MliSRE FazsRZE0.
https://aws.amazon.com/jp/compliance/data-privacy-faq/

(3)-4 AWS [F1—H DY —RZF DT ERFEEITOTVET ., Feo AWSEL—F—HREFEBICHEL. TOBFRZER ILHOZEEITD> T
FY. - MR SCBIT B8 | AWSDEC2A > RF 2 RF. YRR M ETHRENTVE T, A2 RYCANMBIEFRFETEND L. AEYEI R —
SRERULY b, T-IRMIOA VRIS RACBRT BT EEHDERA. - Ry NDT—DD%H : AWSDRY ND—DA 2 TSARSOF v A2R5>
R(CHUTHRICMACE KUIPT RLRZEIDHT, AV RIDANTNEDT RLANSDH bS5 T« v IOERETEZLIICLET. - BRDOHIHEAED
A 1 AWS(E, FERMTIPBEDOS BITHERIB L. TNITHITT S4E DTVETY, RIS i CEERL. RIELET. -API J—LDE
F1UT A AWSOARAPIONTH U, EF1 VT« REERZEALTERSINBVBENHDET., - Ry bI—T ST+ v OOH : 1—H—(HRAR
TSAR=MISTR(VPC)ZHERALT. AWSOST RN TIREDEIERY ND—DZERL. > ISRANSIFvZ2RMIdTenTEET.
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/infrastructure-security .html
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/WindowsGuide/infrastructure-security.html|
https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/abuse-and-compromise.html

(311
- AWSESEHE . BESEETILCEDSIT BEEANT 3 ECENET, AWS AOEER, TRUOBL, HHENETSY hIA—LATH—ER &R
U, BLEOEFL VTR (CRITBTETT. SERAOEEE. BRCADE TR DRHSNTAET ITREEMRTZCECH0E
T MSRFADTFTOAECINDST, BBRITNFTESO. T HEBRADKCH T BN REREHF LTV LBIBDET, TRRIBRE
EUT, MESRERICUEISTSA 7O ROBELEHORR, TOEREEFEHZTHRIREOBE, ROV IFSEICEDVENELRD AN
DIER. HHBEOEROENLORIERENBDET. AWS I59 RAGFIOA L&D, BEANEHOMH DR AT B (087> TRIRDIBHEN
DET, BEEOISTSATLRAEERNRHBFEE. ROLSBEANZTTO-FEEFAERTT. COLSWHETISTSA T RERCTTO—
FIBOET, HNORHBEE L VBRI ZCENTEFT, T, RTINSRIEEDERRICTZTEETEFT,

1 AWS DSAFTE 3. HLUTOMDLELRMERZL L 1— LT ITRELSACOVTARMEDBRL, IATOISTSA 7> RBMEXELLE
7.

2. REDISTSA T2 RB R i B
3 HABREAMT SHAEHEL, XELLET.

4. 3RO SElEN. TAT witan, TOERNE

L. BELEY,

MESHERIELET .

SRR DD, UTFOLSBY—EXZRMLTVET. ABECHLT. &
R LSBT ENTIRTT .

(3)-3AWS Tl A >F—Fy MERTOFBEDT I3 I BHEN
N5OY—EREBNCHEMTBIET. AWSICBIFEA > —y MERICHT

MU, TNSICHUTHEDERZMSI BT ENTEET.

- Multi-Factor Authentication (MFA) : MFAld, 1—H—h'EE%IATZLHD2OULOEREZBERTZEF1IUFTASIAFATY. THICED, /(RD—
REGTRL, BHEHESW/N\—ROIT7 =0 R E, HORROBINBELDET,

- Amazon Cognito : Cognitold, 1—H—DBA>TyvT, BA 21>, PULRHHREZEEYZY—EXTY. Cognitold. V—)LIDT0J A4
(Facebookt>Google’d&) ¥°0penID Connectt>SAML/: EDEHIDT O/ A FEFIA LRI ER— RUTWLETY.

- AWS Key Service (KMS) : K ESF—OfFR. B, BIUEEREITIY-EXT, TNEHAT3ETT—Y%IESIL. RECHE

IRMMERE(CRET B ENTEFET.

- AWS Secrets Manager : Secrets Manager(d, 7TUs—>3>D3—oLw b (JIRD—RPAPIF—12E) 282(CO-F— b~ B SIUVEIEID

Y—ERTY.

- AWS Certificate Manager : SSL/TLS:EBABDEYS. B, FTOCZFBICLET. TNICELD. AWSEFERLTEF1TRRY MO —VEHERI TEFE

EN

- AWS Identity and Access Management (IAM) : IAMEER T3 &, AWSUY —ZNDT7 I EZL(CHETEET. 1—H—. JIL—T, BLUEEEE
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3-4)

IR

Amazon OHEHIERIEORIE L. HitoD>.
BEEIEO TNET, SHESCHHOEBTHRBAENTDSN, EHNZ SL
ESNERRTBHIC. IDTSATUREBENRMESNET . AWS OHEEMIEN
ABIE(C &> TRAICHENZDH TSN, BRABIME. EROHEE. TUTHBNBIMEREINET, FLSZPIRIAS NER. EBRABICHTS
TEIR CEMEERREBEL TVET, BHTEEESCHL. TOMBE AWS HERADT I EALAIVCGU T, 5ERS LURBIN AT SHERTOF
F. BRE. BECH0 TIREORREZ, RAFREO-RWEVTRBLTVET. HITRAURMRR CERNDARIHMEZITL. Amazon DY —
L. TOER SRF A RUS—, FIRICOWTHAMEESLSCLET.

FRASAY NBERRCHMIBENET. REES 7YY -3 SHOXILEMERBIMEEHETT DR B2
ZIORRIIET, BISnieRUS —2REENERL. #oTLBH
DI L—LD—U%ZZATVET. O

UROEE

AWSDSZZFRRSA> B UROZENFECFERTBHC, YURIOFEP I MO—LORKLGE, SNSRI EMAREL TEELL. F2. 4
RS EBHEIC—E, COEBNBEAEEBHMILET. COTOLITE. S=PIRIAS MNELNTOBERBAOUIIEHEL. IN5DURDZER
R DIeH(CRETSNITENSHRERES B ENROENF T, S50, AWSOFHIRIEE, SFLFRABNELUIEI VR ITEIAY MCEoTHR
ESNTWET. AWS DOV TSATUABLULF 1T« F— Al 1HHRS LUBERIfDZsH DB (Control Objectives for Information and
related Technology, COBIT) L —AD—J([CEDVT, 1EREF1UT« IL—LD—0ERUS—ERILTNET. F/z. ISO/IEC 27002 DHHICED
WVZISO/IEC 270018 T L — LD =2, KEABREFHLIS (AICPA) D RS b + H—E DR (Trust Services Principles), PCIDSSv3.2, &SLUKE
EISTERAESHIHRFIRR (NIST) tHikR4) 800-53 Rev 3 (EIBBUFINIHS X7 AICHII BHEBEF 1 UF« Hifl) ZRENCHELTVET. AWS &, EF2UFAR
US—Z#HF L. MEBCHIZEF1UT ML—Z2J%RBBRUT. PTUS—S32CHITZF1UTLELI—ERHLET. NSOLEI—E
BRTFLVTA RS —(CHT DB EERC, T—YORBE. T2t TREEEEIZEDTY.
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B=BICLDEFL VTR

AWS DE=FLR— MIXBEENTNBILSC, AWS T—HE2H—([CHIIHE=BDIRECL > T, AWS HizF 1 UT+ RIERISICLBERBIL—ILE
IS BT F 1 )T HREENICREL TVB ZEMMRIEENFET. DT SATURTOTSAEZDEHCED. SHEIDBEBANEBAT 1 FOERD
TR BERAASORERGOHZ. T—FE>H—DADOLEBOER. BF 7ILIHMT ) A ZADTA S, F—9E>5—ORBORTREERMEL
ESH

ISO/IEC 27001 #&(d. ISO/IEC 27002 BUEDNRR NT S U5« RAAH D RITHE. £FLUFT A BEORR NTSU7 1 AEBENRBEZFLUT 1 #isle
MELEFI VT BESUETY. COREORERG, BREF1 VT BRI RT A (ISMS) BREDRERF1UT+ TOJSLOMFEERETT. 1SMS
TlE AWS HEDESICLTEFIUT 1 224N TRIENLSE TREN ICBREYTINEERL TVET. COLICELRHSNTVBEREZFIUT R
BT ROTEMEESNTNET .

SEHEFLUT A VRO ARNCTHEL . BREBBEOREEERTD

-HANRIEREFL VT BHPRORRO VR VERZ R B LURRL, BESLVT—FF0FrOtF1UT 1 URTITHLT S
-BENLPERTOCRERAL. HEIICKDEREF1UT 1 O —XHHENICELEN3 LTS

AWS (& ISO/IEC 27001, 27017. 27018 DEMUBICHIML TS ELVD! ZEIRLTVET. IN5D; (3, Y= R/ (—F 1 OMIEBAC LD TEifi
N&EY. TOXSCERNICROSNIANESE LKURIBRECERLTNDENS T L. AWS HHERO IR TOL AL TIEREZFLUT« CRDEATNS T
& BELUAWS DtF1UF+« TOISLNERDELBRR NI SUF7 4 RS TNB T EDIHATT,

B IR TROY A MEEREE.

https://aws.amazon.com/jp/compliance/iso-27001-faqs/

SOCL7R—

AWS System & Organization Control (SOC) L/R— ~&, BEBRI>STSA7REBHLUBEE AWS ' EDL SRR LN ERIET S, MUY —
RI—F 1 —(CLZFEEREETT. TOLR— bOBNE. BERESBEROBBAN . ARL—23> 2T SATUREYR— ML OMIEN
AWS #ibl 2 IR TEZLS(CIBTETY. 3 TBHAD AWS SOC LAR— hhisDET.

SOC 1 : AWS DifEHIEREE(CRI T
SOC 2 : AWS DFfFIERIBICEIT S
B

SOC 3: AWS /' AICPA DI —EXDtF1UF . FIAK. #EE, T35/ S —0REZBILTNBT EZRETDAMLA—

B, BEU AWS HVERE LIl & BRI EIEEICR Y 33508
P& AICPA DEFY—ERDTEF1UT . TR, HEE, TS5/ (S —0BREHIT AWS HHIONEDETCH TS

SOC3LAR— MEUTFDOURLANSH D> O— REJHETY .

httj d1 com/wk AWS_SOC3.pdf
B FHMERETROY MasRZE0,
https://aws.amazon.com/jp/compliance/soc-fags

AWSDZIEEE LR — MMCRY WERE FazsR<IZE0,
https://aws.amazon.com/jp/compliance/programs/
AWSDFT =& >4 —(CBT 3 FMERIE TRzsR< 0.
https://aws.amazon.com/jp/compliance/data-center/data-centers/

#20 3-(5) AWSOHENUEE, FHIIESCEIBMRIUTOYA balB8RILZE .
AWS DHEENIUEE
https://aws.amazon.com/jp/compliance/sub-processors/
FHRIEEOTIER:
https://aws.amazon.com/jp/compliance/third-party-access/
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CAWS [E TRDA RAR—)(—0 LAR— b RE. ZOMY— R)(—F 7 —([CKRBIREBO T, Lt IT HFIERGEICRI T BB VERE SFRICTREAL T
F9., AXER, SEFNMEAT D AWS H—ERICERUHH. BLUZNSORBNEDE S ICHRIEEN TV SN ESERICTEBOLEL T EE2HF
BV BHDEDTY . COMREFL, BEROMIRESNIZ IT RBROFEHN RN (CHEEL TLBINESHEBSHICL. BEITDIDICEEATY.
AWSOEBBEEDERELTF O M SRZE, F/z, 20, ZTOMEBREEOSHVEDECOV TR BHERFTTEE LS.

K. HHEREHBIORET SEAMRORIEE. HANOEEAN TOCRERRIEL. SHVEHIT 3 SICE> TITONTVEY, BEEECEHEE
DHAEBNC L DEEOBRSFIMGEE, —HBNIC, BROZUUZRRETBLHICITONET. AWS BEDH—ERTO/ (5 —=EATIHE. B>
T— R)(—F o —([CLBABPBLUREEBRL, FHliT23ET. HHIBREAHORE SERDEOSBRMUTEEBLET. TOBR, BEHROELH
7z AWS NEIRLTVBIBATSE. MHRBEZH—SNLEIL—AD—DDFFHIFL. HRNCEALBH S IR TORBIZIEEL. IRITENTER
Fo B—RN—F 1 —([CLBAE AWS DRREICLD T, HBIEREZEVL AL THEETE BRI TR AWS U357 ROBHO IT BIRCH U THEDERE
VFEEBH TR 3 BEREH OBBRICERISET,

AWS DF —F 2 H—(FHEBOBBHRERI ML TH D, BEVWSERNE=E(CLDMENRT I CRDMRERD IS, BBERICLZT—IE25 M
FALTVERA, COLIBBFHDN=—X FreIC. SOC 1 Type I L7R— hO—IRELT, MTL. EHEEFDOBEBEANHBIOBMCERERIEL
TVET. TOLELRIANSNTNEZY— R/ (—F o —([CEBRIECLD T BERFRITEINTLBHEHOMNRCOVNVTRIZ LIEBREFD LN TES
T AWS EMBRIFZNEIEA TS AWS OBER(E. SOC 1 Type Il LiR— bOIE—ZBRTEFET ., T — 50BN EF1 VT« OERIOHE
386, ISO/IEC 27001 &, PCI #¥fi. ITAR E&. FedRAMP FX hTOJSLAD—EERD TNET .
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SOCLR— bk

AWS System & Organization Control (SOC) L/R— h&, BEBRI>T 517> ABBELUVBEEE AWS B EDKS(CEA U ERIET 3. MIZUITH—
RI(—F 4 —([CLZEEREETT. OLR— hOBENE. BEREBSBROBEAN . AL —23> Q2T SATUREDR- M BLOMIENTE
AWS i ZERECIBETE 3L 5(CTBTETT, 3 HED AWS SOC LR— b nET.

SOC 1 : AWS O#fiHIERETICRI S
SOC 2 : AWS D HIERIE(CBI T
Bl

SOC 3: AWS H¥ AICPA DEBID—EXDtF1UF . B, #EKE, TS50/ (S —DBEZBEL TSI E2RETIAMLA—~

B, SRV AWS HVERE LI & BROIEIEEICRI T D388
B& AICPA DEEY—ERDTF1UT <. TR, HEH, TS5/ (S —DREEHET AWS FHONDBEECH TS

SOC3LAR— MEUTFDOURLANSH I > 00— REJHETT.
https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
DY A MEBRIIZE,
https://aws.amazon.com/jp/compliance/soc-fags

AWSDEBEPEALR— MY 3 #IERIEI FRESRBI S0,
https://aws.amazon.com/jp/compliance/programs/

AWSDFT -5t 4—(CHT 3 FMliiERE FRasB< a0,
https://aws.amazon.com/jp/compliance/data-center/data-centers/
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- AWSTFBHFS XT L EDE - TS RAF ANDT—IBIEBBICTZH—EXZRBELTVET ., UTFEY—ERDOHITT.

- AWS Storage Gateway
Storage Gateway (¢, BBEHRICLZIAZLTLIRTTUT—23>2% AWS AL —S(CS—ALRITEHE LU TIBRUET . HEHK(L. Storage Gateway % {E
STET T=TSATSUDISIRRA M —SADES]RE, 5T R~ CLBT7AINHEDRE. BLY. AZTLIRFTUT—>3>n
AWS ADT —F (LT IERT BIbDEL AT —F vy S ADERREN, —ALRICITZFET.

- AWS Database Migration Service

AWS Database Migration Service ZEf 92 &, TF—HIR—RZAMTER(C AWS [CBITTEET. BITHTEY —RT—HIR—R(EZLICHIARIFERMR
BICRIZN, T—IR-RZHEIBDTTVT—2320DF 0541 e/ NRICIIA5NET .,

- AWS Direct Connect

Direct Connect D¥JIENBEBAEHEHEAT DL, HRT —HEH— & AWS DF -5 —DMORY M- VEXEEE LIF 3 ENTEET .

AWS Direct Connect Tld, HEHDRY hD—2 & AWS Direct Connect DVINHADOT—> 3> EOMICERADRY NI —ViEG%HII D LN TEE
EN

- AWS DataSync

AWS DataSync ($. #A>TL-=XZ bL—& Amazon S3. Amazon Elastic File System (Amazon EFS) &7z (& Amazon FSx for Windows 77 JLH—
)~ EDMTT —HOBMEHRCEWET 37— Yy —EXTY,

- AWS Transfer Family

AWS Transfer Family (&, Amazon S3 DM TEED 7 (JUIBEZERITTEDLDIC, TIIR—T REOBR— MERHUFET. Secure File Transfer
Protocol (SFTP). File Transfer Protocol over SSL (FTPS). &4 File Transfer Protocol (FTP) ZH7R— 9% AWS Transfer Family T, BHFD:2i
AT L &@LU, Amazon Route 53 ZEMA LT DNS )L—F« SO ZRHT I EICED. T7)UBRD—0T0—% AWS [CS— AL RICBITTEBLSIC
LET.

>4

D3 RNDT—IBTEZET DY - EXDFBICONTEUTF 28R ZE N,
https://aws.amazon.com/jp/cloud-data-migration/
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+ AWS B7R— RT3 BED, FLESEPESNTNB LRI —RICEDE, AWS TOHAHEDY —IL EBPIAHBOEHEDH(CLD T, BIBHRNE
BN3EOBBHREYR—BLET.

AWSHIR— hOFHIC DN TI> FROBHESEIZE0,

https://aws.amazon.com/jp/premiumsupport/

Ff, BiRBEVEDE LDV TIZEARBTOSHVEDE CEMEVNZUET, HMICDOVWTIEILTOBRESER IS0,
https://aws.amazon.com/jp/premi t/tech-support-

20

3(10)

- AW DIERFUATFOYA baZ SRS,

https://aws.amazon.com/jp/legal/

Fz. 2. TOMEBBEOSHVEDECONTHBYERZTITEE LS,

-AWS HREZ =TI =AU~ - TOHRII =TI V=3 M. BERICLZ LT —EXDTHABICOVNTHET 3EDTT

- AWS H—EREA - COBMEME. BERCEIBHEDOY —EXDTHACH U TERENET

-AWS H—EXLNILTIU—AD bk - TOPB—EXLNILTIU—R> M3 BERICELZHEDY— EXOTHAICH L GERAENET
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& BELUAWS DtF1UF+« TOISLNERDELBRR NI SUF7 4« RS TNB T EDIHATT,

BT, IR TROY A MEEREE.

https://aws.amazon.com/jp/compliance/iso-27001-fags/

SOCLR— b

AWS System & Organization Control (SOC) L7R— M. BERI>T ST AERSLUBEE AWS NNEDLS (CEM UM ERET S, MUY —
RI(—F 4 —([CLZERHEBTT. COLR— ~OBENE. SERESBEROBTAAN . AL —23> EQVTSATUREYR- MTBLSHIENE
AWS ikl Z I TE 23 LD(CIBTETI. 3 AD AWS SOC LR— bhispDET .

SOC 1: AWS OFEHIERIZICRIT 208, SR AWS HEHE UIzFi & BRI EIEECA 9 3508

SOC 2 : AWS DI HIIRIEICEI I BatBAE AICPA DERY —ERDEF1 VT, AR #EE. TS5/ (S —0BEEBILT AWS HBlOSBEECHTS
ELE]

SOC 3: AWS hF AICPA DIEY—ERDTF1 UF . TN HEE. T50/(S—DBEZBELTNSTEZRTFTIAMLA— N

SOC3LR— MIUTFDOURLANSS D> O~ REJEETY .
https://d1.awsstatic.com/white i \WS_SOC3.pdf
BT IR T ROY A bEEREE.
https://aws.amazon.com/jp/compliance/soc-fags

AWSDRZIEREE LR — MMCRY 3 SR FazsRITE 0.
https://aws.amazon.com/jp/compliance/programs/

AWSDT =525 —(CHT 3 FHlERE TSR0,
https://aws.amazon.com/jp/compliance/data-center/data-centers/
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AWS ZHD> hTEANBEF1 VT ORBIZIEET D LN TEET . D EFa2UT1 D
AWSHRIT—THTU—A> https://aws.amazon.com/jp/security-hub/ https://docs.aws.amazon.com/ja_jp/
1.5 AY—EXDZEBEM 7YV AF—EXOVWTNICONTE, [l ZEFLEFETIBTENTEZEDETS. IV L B—EXFIMENF |AWS Control Tower DEIENLZ IS hO—VER(E, SIVFEDER. *v hD—0T7 DR, F—IESEOEMLRE, fE5—2sI#EN% R T |wellarchitected/latest/security-
FALTWBAD —EXDEBLHEEERT I5BE, FEF0—EFBENFAL TV IBEMIFAPLCEA BIREORVERREEZTOHRE, B L6 EHICHBRHHOER, IyESD, BRI ZHMEEHT3DC/ISET, pillar/welcome.html
R25AMFETICYH-ERFIRECENTS. LREL. ih3125 BRIOEHICELD. (a) PRYZEULLBAY—ERICEF1 T LEUFHNME LD |https://aws.amazon.com/jp/controltower/features/
MENEL DT EERBHBE. TROMRE, BRORHOHSEENE L TRBENTNE Y. ABIREKEROM CHlE. F—RFEFENHIHE (B(C AWSHRIZ =TI =R~
BERIEDERICLDBE)  FBRAMEELET. (b) BENBU(FRAMEIBENECSIBE, F2@ () PRYCHSEDRECERT DT ELRBIBAIC |AWS Well-Architected Framework T, 25D R ETT—o0— K BRURTIBROOEERME, HEHRE, 7—FF7IF v DRARTSU7+ | https://aws.amazon.com/jp/agreem
(3 HZENZBLRBNEDET S, RERBUTVET . ent/
https://aws.amazon.com/jp/architecture/well-architected/

1.6 Y—ERRERIOLEBH 7YV E, Y- EXREREELE, BTELBENTBENTEZEDNET S, BL. T—EXRERIEOVTNNCR |SMTROSNZTF1UT 1 ERREICHTINZANTSO7« RAERFTETL—LD—DELT MU T7LORAT—F70F v BRRERHLTOE  [AWSOY—ERS
FREBZTOBER. PIVTE BEE 90 BAFTICEMIZEMETS. https://d1.awsstatic.com/legal/aws-customer- 9. https://aws.amazon.com/jp/service-
agreement/AWS_Customer_Agreement_Japanese_2023-04-20.pdf https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute terms/
AWSDY —EREAF 1.6. EEY I 7L ORT—FTOF v BERR
LHFZOR L (CHNT, A—ERBLVAWSIZFIVICH L, PyvTIL— R JyF, JWEE, TOMOASTFIR [AZTFIR] ERFETS https://github.com/aws-
BENGOFET. Uit BHILCFEASTFURRRASTFORZBRLCOVWTHHOENZRM T DI2HOERNBENZITITELICAML, HitEHit samples/baseline-environment-on-
DEHCER LA > TF > RBHZIRT I BN RBNZEIS T ECRABLET. aws-for-financial-services-institute
https://d1.awsstatic.com/legal/awsserviceterms/AWS_Service_Terms_Japanese_2023.04.28.pdf
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28 [¢] AWS TlE, EBRY— R/(—F 1 —HT 57— LERBZNZERHIEL. ESRATORMRCEDRIENRL—>3 >y TERANZILZRELTVE |- -
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£1 5 - O - FARTDAWSAPL & CLI UOVIZA ML T, KE EERT 32 < —BHR T+ UT« RILEREEALET. AWS AWS Well-Architected L — AT —
H—ER(CHTS API LU CLI UOIR M, FEAEDBE, AWS PIOCIF—2E> TERIIVENSDET. TN |J tF1UFT DI
BOYUUTRSDEBRAICERY DRLBERS. —HNTERBNTENENFERA. RIPIRILIER (RIINT7OX+—) ZE |https://docs.aws.amazon.com/ja_jp/
FAIAREW—DIRRE. IAM 1—F—F2(F AWS PHD> b )L— hA—TF—ZEHLTVBIIHBETT. AWS (CHLTITF |wellarchitected/latest/security-
L—>3>%&T5H\ ERBMEDSEICED IAM O—-)LEBSHE, —HHZREBRNMERSNET . Y121 2RilERE pillar/welcome.html

> T AWS Management Console (C7TZRULTE. AWS H—EIADI—)LEITD e8I — IR REE BRI ER SN E
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https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_identities_unique.html https://github.com/aws-

samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
fisc/security.md

A—Y-—NEBAD/(RD— REZEBCTEBLDCHAIDHAE. BN/ (RD— REFRT D21 —(CERT /(X
D—RRUS—ZERLET . IAM I—HF—DFT TAI)L bD/(RD— RRUS—Td, ROZXENBERENET,
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+AWS PHI MEFIZF E AT RLRAEBU TR E

RETHLUT, IAM O>Y—ILOD [Account Settings] (PAD> RRE) R—ZT, AWS ZHD> RDARE L)X D— RKRY
S—ZFRTEEY . AWS DF TALbD/(RD—RRUS—DE5T7vTIL—RUT, BIXFH. FILIT 7Ry SISO
FHRBENESH. BEEERE, /(RT—ROBHZERLET. FlICOVWTE. [TAM 1-F—BD7HD> b (XD—
RRUS —DRE] Z#BRUTIZE,

ID DFEAEDHN/ X T — RZ2X > TWSIREZIBR T D8, ID ZFiTH. YA > 1 DR/ (RD— ROZREZRH UE
9o IAM 1—H —([CHIEY A > DBHTHT ULV (R D — ROERRZERDBICE, AWS IRTAS RO Y —ILD IAM 1—H—
YERLD « ' — R T, [Require password reset (/XD — ROUtY MI%E)] ZBIRUET.

https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute/blob/main/doc/fsi-lens-
for-fisc/security.md
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AWS T(d, S3. EBS, EC272&. FEFINTOY—ERCDNT, BEHNMED BSEX DX LEHERI DT EEHFTL
TWEY. VPCAD IPSec b RILEHE S{LENET, NI T, HEHK(E AWS Key Management Systems (KMS) ZER L
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RERIIES(CAOESF—2R $BH(CHIZ, BIEUTUEYT. AWS (& NIST TRARSNZF—BEF 0/ 03—&7 Otz
AWS 1R R T ATHEA LU THIESF— 2. B8, BHLUTVE 3. difF—nfsk. RE EBHICE AWS H'FHREL
EEF1TF—BLUREE BIR—Z v —HMEASN. R N TRER AWS REEBIR. RSA /(TUYI/TS51 R—k
F—. BLU X509 REZTFLUTRE, BHIDIEHICHERENET. AWSBES{ETOER(E. SOC, PCIDSS. 1SO
27001, HEU FedRAMP AD AWS DI REENIDIZS(C, BEEDRUEBANCL > THRRSNET.

F—0RF. O—F—>3>, PULAHHESORSETTIO-FEEEI DI LT, RELI-—TF—N50I>FVDRE
o, BRI - AORLERNMZELET S ENTEEI. AWS Key Management Service (AWS KMS) (FEES{LF—D
BIRZEHYR— MU T 28D AWS DY —EXEMELET.COY—EXTE AWSKMS F—0DedH®. MAKEZLHNE

< REBAR —SZHATEET. F—DIAYTIADEN F—LANLORUS—EEBTEET, RUS—(F F—EE
BEOF -1 -—ZFEEIDIDCR/IEET. 52 AWS CloudHSM (TS5 RR—=ZD/)\ = RO 7Fa1UF1ESa—
JU (HSM) TH D, AWS U5 R L THREOES(LF—2MBCER U TERTEET, FIPS 140-2 LAIL 3 BEEFHD HSM
ZEMAIDTET, T—HEFIUFT« CHTDIRE. 2. MDD TSATURBHEHBLT ZENTEET,

https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_protect_data_rest_key_mgmt.html

AWS Well-Architected L —AD—
U F1UT« D
https://docs.aws.amazon.com/ja_jp/
wellarchitected/latest/security-
pillar/welcome.html

TRV O H—EX:URoED
SISATUR
https://d1.awsstatic.com/whitepape
rs/compliance/JP_Whitepapers/AWS
_Risk_and_Compliance_Whitepaper
_JP.pdf

%3

AWS Key Management Service (AWS KMS) (&, 7T U —> 3> & AWS DY —EX2ATIEST—%Fm. SE. #ifs
BTENTEEY. AWSKMS (. BESILEIBSEDIZHD KMS F—Z/ER T BRIC 256 Ev hDF—Z2HR—-BLET. F
BEORENDERBEHFT —FF—(E. 256 Ev b, 128 Ev b, FEEFEAK 1024 /(1 hETOREBDECT DT LN TEE
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D AES ZILTUX L (AES-GCM) HMERENET . DRIT—BHED KMS F—DS51 TP )L 2ER L. #HTNEERE
LERBETEINZBIELEY. AWSKMS A —ZBBNICO—FT—>3> 33T L2RRULEBER. T 92852
REFHDEZA. AWSKMS ([FBED/(—3>0F—2BABNICREL T, TOF—THES{LSNET—IEESIETEDL
S(CULEY. AWSKMS DF—(CHIBHUWESIEUIIR ME. INTRI/N -3 > DF—TEITENET,

https://docs.aws.amazon.com/ja_jp/kms/latest/cryptographic-details/crypto-primitives.html"

AWS KMS DBES{EDsF
https://docs.aws.amazon.com/ja_jp/
kms/latest/cryptographic-
details/intro.html

AWS Well-Architected 7L —AD—
% FSI Lens for FISC 11U« 0t
https://github.com/aws-
samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
fisc/security.md
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Bt — SHEPABEZL(CREFL. BigRT7IEX0> bO—)UCL> TEYRHEMR CO—FT—>3> LFEY. TnzeER
IIREDSEELT. AWS Certificate Manager (ACM).ZHUCEKD. AWS DY — BLUREMEGR YUY —XTERI 3
HDINT VY IE LUV TS5+ R— D Transport Layer Security (TLS) sFBABDTOE 3 =>4, B, FTOANSRCR
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Compute Cloud ZERLTISAR—NL— bk CA 2577019 3HA, EAB/BET SR~ hF—Dfi5% ACM (Amazon
EC2) A 2RI R, AT FRETHEATILHICIRHTEET,

https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-
pillar/sec_protect_data_transit_key_cert_mgmt.html
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https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
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https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_protect_data_rest_access_control.html
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A—H— BLPIL— bA—TF-ZEZRBEETS YRT) \DFICRZRET DT THI> bDIL— NI1—H—DHZHERYT
ZRBHABDET, AWS FHD> k ZHVEEECTADY hDIL— - —(CH LT MFA ZE3EL. AWS KRR KTS
D574 ZHA REBALTUL— h1-—Y—2tF1 U REITDTENEETY. AWS IAM Identity Center (successor to
AWS Single Sign-On) T1—H—%{FH I 3HBE. TOY—EXTH1> A>T O RE2tF1 VT RELET.
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Access Management (IAM) 1—H—ZHALTWBHE, IAMEE> THA> (> TOCRELF1 VT RET DR
DEY., G122 VHECEFRRL BOBYA 21 2RUS—ZBAYISTENTIIRTY,
https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.htm|

BIAHR TODFIDO2/) (RF—DIMITRRUSA T DESDTY .

IAM Identity Center (. FIDO2 FRaHREZTR— NLET,
https://docs.aws.amazon.com/ja_jp/singlesignon/latest/userguide/mfa-types.html#mfa-types-fido2

Amazon Cognito(d, /{RAF—RiFEYR—~LET,
https://docs.aws.amazon.com/ja_jp/cognito/latest/developerguide/amazon-cognito-user-pools-authentication-flow-
methods.html#amazon-cognito-user-pools-authentication-flow-methods-passkey

IAMI—Y — DR L) RF—ZRET D ENARETT
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_credentials_mfa_enable_fido.html
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https://docs.aws.amazon.com/ja_jp/
wellarchitected/latest/security-
pillar/welcome.html
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%> T AWS Management Console [CZOTRALTE, AWS B—EINDI—)LZIT Do (C—BHRRIEIBRN ER ENE
9. &Y BB BRRREF LA LR, —RHNRREBRCELAEDIRIERTTETET,

https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_identities_unique.html
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U F1UT« D
https://docs.aws.amazon.com/ja_jp/
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pillar/welcome.html

BEFENAWS ETRET B AT LABLUY —ERDEIRF, AWSHHRHT DHEED JUIERE U < FTOMOMEEZRNT,
BERCTRBLET .

AWS 7HD> b ZER T BIBE}R. TDTHIZ FDINTD AWS DB —EX LUV —R(CHUTRERTICREZFD 1
DOBAUASTATIUTATANSHEHET . TDID (FAWS PHD b IL— hIA—H—EFEN. THD> OVERICHER
UTZ EX=LT RLRENR D= RTHA A2 I BT ECEIOTTILRATEFY, BENRBYRICE IL— 1Y%
FRALBNC ZBBEDLET. L— FI1—F—DORIEEHRZREL. TNSEFEAL TL— M1—F—DHNETTEZY
ROEFRITUET,

https://docs.aws.amazon.com/ja_jp/accounts/latest/reference/root-user.html

UFE 7HOY hDI— b A—HF—%RES DI2HDDNANT SUFT 1 AT,

https://docs.aws.amazon.com/ja_jp/accounts/latest/reference/best-practices-root-user.html
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BEFNAWS ETRET BT LS LU —ERDEE (G, AWSHIRHT DHEED LUIBRE U < (FZOMOMEEERNT,
BERCTRBLET .

RAZAY RV =)LDOF U2 EREECloudTrail [CiRRENET .

https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-event-reference-aws-console-sign-in-
events.html

CloudTrail AEAELIEATOY I 7 (ILHER. HlkR. FLREBSNBH SN ESHEHIITS(C(E. CloudTrail 0TI 7
AILOEEHDRTZEAITZENTEEY . TR, EREEDOTIL TV LZERUTBEINTOEY. /\v>a1 /A
D SHA-256 £FSHILERRA®D RSA Z Xz SHA-256. THICK D, CloudTrail 0D D7 L2 R E S ICERE, KBk, F
F(BIET BT L (FFHE ERTARBIBECIRDFT . AWS CLI ZfERA L T CloudTrail A'BHE LIEBFD I 7 (LRI B &
nTEEd.

https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
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CloudTrail DA > MMIBFEHFEF(UTC)THDENET .
https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html|

Amazon T(&, Amazon Time Sync Service ZItUE T, TOY—EX(FIRTD EC2 A > RIZANSTITCRATE, £
DD AWS DB —EXR (CEFIAESNET. COP—EXEF. & AWS U—2 3> THEERSNRFREEIOY U%FER
U. R D=5+ AT70R3)L (NTP) Z3E U THFEFLER (UTC) DBFEDER/MRIERZZFRRLUET, Amazon Time
Sync Service (&, UTC [CBMENESZSUE2EBNICHE—LULET,
https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/set-time.htm!

FARTD Amazon RDS DB 1 > ZXH 2R (&, FIA4)L KT UTC/GMT BZERLET, 91LAYV-DOEBJIMERTY. T—
HIR=ZALAV =TI UTC A LY —2EERTIDNIRIA NI S5UF7 1 XTY, UTC TEIERR (DST) HSBAENELZ

. BRREOBMEHS TERNERE T ZHBESHDERA, O—DILIT1LY -2 EERTIBNENSHDHBEEF. ADDICT
TUT—232 LAV —THALY —2ZEBL T2V, ZOR, FRICT—IN-REREXE7TVT—>23>F— LA
LT EE W,

https://repost.aws/ja/knowledge-center/rds-change-time-zone

CloudWatch

By aR— RO LY - HEREZELT, JvSaR—ROF—5% UTC Fz@O—-DINIAATRRI BT EETEE
Fo O—PIIIA A DVEL—IDARL—F A SIS RFLATHRESN TNBIA LY ->TT,
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/change_dashboard_time_format.html

2

BT N> KT AWS CloudTrail A (CLT, BR—hENTVWBEU -3 TERUET, POTRINERICHERENT
WB—rEbENz097H7> MMC AWS CloudTrail O %&#FLET. CloudTrail 09 7 7 JLOBEMOBEIZERT 5
ETOIT7AIILERLSEBENTIVRNT & FEFEDL—T —DOREBRIFED APL 7OF 1 EF 1 2RFLECE
ZEHR(CRFEI D ENTEFT.

CloudTrail O J 7 A )LOEESHOHEETOCRTE, O T 7IILHEIREFRBEBSNENEDNEMB I EETEET,
Fhe, BESNEBERICOI D7 AIILDT A MCRESNTVWRNWS EZEE(CIRFES 2 Z &N'EJEET . CloudTrail O
DI 7 A\ EERCRANET .

F/z. AWS CloudTrail 1> b, VPC JO—DO%. DNS OJZMFENCHHT DT L TBEERLT Y —EXTHS
GuardDuty ZfEHI 3T EETEEY, Amazon S3/\y hoOF>IZBHCLT, &)Wy MIHUTITPNEUIIR
MEERULET. 7HDUY MRECFERSNZEEZSNDHBEE. BITSNE—BNRZRIEBRCEELTIZE0,
TERV—BNAREBRIEITENEBEE. TNSOTICIHFAEEMNCLET. Y—ERORETIREMT -5
ZEALT, IAIMO—-LEEBRNICHRLES . IIMI>T 17+ (A-Y—FLEFO-IL) ’RECH—-ERCT IR RS
EEDLR— MERRTEET. RIC, TOBREFEAL TR —ZREL, EAPOY—EXDH\DT IR EHFE S D
TENTEET. IAIMDOUY—IOBET E(CLR— MEERTEET. F#MICDOVTE. U—EXDRET I AT —5
DERFRIOCAD RF A MESHH S0\,

https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute/blob/main/doc/fsi-lens-
for-fisc/security.md

AWS Well-Architected JL—AD—
27 FSI Lens for FISC 31 UF DiE
https://github.com/aws-
samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
fisc/security.md
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BEFCTRBLET,

BEFNAWS L TEERI BT LAB IV —EXDEER (. AWSHHRH T SHAES JUNBIRE LU < (3 TDMOMEEZRNT,
BERICTRBLET .
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AWS T(d, S3. EBS, EC272&. FEFINTOY—ERCDNT, BEHNMED BSEX DX LEHERI DT EEHFTL
TWEY. VPCAD IPSec b RILEHE S{LENET, NI T, HEHK(E AWS Key Management Systems (KMS) ZER L
THES{EF -0 BIRZITZEY (https://aws.amazon.com/kms/ Z88), KMS OFHICDULVTIE, AWS SOC LR—
rESRBLTEZN. MX T, #FMICDOVTEAWSI ST REFIUF A RDA bR—/(—
(http://aws.amazon.com/security TAFAIAE) ZBBL T EEL\. AWS (. AWS 1> TS NSOFvNTERAEND
RERIIES(CAOESF—2R $BH(CHIZ, BIEUTUEYT. AWS (& NIST TRARSNZF—BEF 0/ 03—&7 Otz
AWS 1R R T ATHEA LU THIESF— 2. B8, BHLUTVE 3. difF—nfsk. RE EBHICE AWS H'FHREL
EEF1TF—BLUREE BIR—Z v —HMEASN. R N TRER AWS REEBIR. RSA /(TUYI/TS51 R—k
F—. BLU X509 REZTFLUTRE, BHIDIEHICHERENET. AWSBES{ETOER(E. SOC, PCIDSS. 1SO
27001, HEU FedRAMP AD AWS DI REENIDIZS(C, BEEDRUEBANCL > THRRSNET.

AWS Key Management Service (AWS KMS) (&, HRIY—Y AL —F— (CMK) ([CKBIT>RO—THESLEEEEHRAL TV
FY., IARO-TESLRE T —9%7—9F—THSLL. RICT—FF—2RDF—. 815 CMK THSILITZHET
T AWS KMS DB TT — S DIFSALICFIAT 27 —FF— [, CMK [CKDER. S, BSENTVET. CMK & AWS
KMS TR SN, BESESNTORVWREDEF(CRB T EEFHDEEA. AWSKMS (d, HRHT—EHED CMK, AWS B
@D CMK. AWS FED CMK &0\D 3 FB4ED CMK ZH7R— NUET GHBIC DV T,
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

ZBRUTREN), Z<OERMBEOBERCEO T, HRYTY—BIED CMK (F. BEEDOTT VT —>3>E AWSD
Y—EROEANSOT I IEREERTE S DR ENFEd. HRYTY—EED CMK (F. F—DERPRECETSRDIE
RESRELET ., T, F—OFAFEFRBRIS—DEERFINT, BEEEIT AWS CloudTrail ZANTREFLET.
https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute/blob/main/doc/fsi-lens-
for-fisc/security.md

AWS KMS(&, FIPS 140-2 tF+1UF+ LA 3 TRESN. MY/ WaiFD/\— RO 7F1UFEJ1—IL (HSMA
TH—(CREY DES{RENITONET .
https://aws.amazon.com/jp/about-aws/whats-new/2023/05/aws-kms-hsm-fips-security-level-3/
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https://github.com/aws-
samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
fisc/security.md

FIVY 1T Y—EX: URZED
SISATUR
https://d1.awsstatic.com/whitepape
rs/compliance/JP_Whitepapers/AWS
_Risk_and_Compliance_Whitepaper
_JP.pdf
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F—HOESLEITIRE. BSEETONBROERE LT —H2MET DY Y - ROEREEZNH I DT L TLDBERE
FAUFAMWRERAI DT ENTTEETY . AWSKMS THRIY—IR—T RF—ZFMIBET, F—RUS—(CLDTY
CRHFRZEET DT ENTRICIRDET . FIXE. HBABKRICKSY Amazon S3 ADAT ST U F2TIFESED > —
Y MCAMUTUFE D IHBATSE, BSEETIWERODF RIS —TA 2 H -1y MHSWERADT AN ENT
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https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute/blob/main/doc/fsi-lens-
for-fisc/security.md
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samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
fisc/security.md
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EEREKIBENTEFT.
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Shield Standard Tl&. DT IHA MOFZITUS—2 3> %FNC LR, BE—RNTHRECRETZRY NI—IBLU RS
> ZR— b 17— DDoS EZFHHILE Y. AWS Shield Standard Z Amazon CloudFront ¥> Amazon Route 53 £ &6
[CEAYTDE. A2ISANSUF v (L7 — 3BLU 4) 2N E ULBAOREZHRAN (CRETEET,
https://aws.amazon.com/jp/shield/

AWSHEBT(d, AWSDTRY hD—0t0 4> MIISO 27001 B CANDETHERESNTNET . FMICDNTE, 1SO 270018
HEDOMBRA. RAA213ZBRUTZE0. AWS(E, 1SO 27001REEENDM MR T DIRIEEANS, REESIUR
EERIFTVET. AWS (F. AWS B—EXF—ABLIUVEF1UTA F—AICL D TRESNB LEMET S —LAERA DT
ALICEDNT,

AWS DEZHUSIY—ILh5tEF1UF 1 BEFZFBENDRLFIUT  DIENREND & FEUTILIALATTS—
~UFEY,

RN EIZEMENRES U SIS T LN SBESNZEROEFEFRZEINL. BBCEUTEFIUTZBIELET,
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Y,
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BEFCTRBLET,

A>T SANSOFv{R5E&: Amazon Virtual Private Cloud (Amazon VPC) ZER UL T. SEHRNER LIZRERY ND—OR
TAWS UY—RZRETEET . Amazon

CloudFront (&, DDoS Z#E#19'3 AWS Shield [CHi&ENEE1—D—(CHLT, F—4., BE, 7TUT—>3>, APl &R
2(TRMI S, JO0—/ULISFUVEERY ND—0TY, AWS WAF (F, DT I O—RNRRSHENSITI 7T U —
>3z 9 B128(C1&ID. Amazon CloudFront &7/z(3 Application Load

Balancer (LT 7OA 2N I 7T U —23> T 7 (7 IA—ILTY,

FIVY 1T Y—EX: URTED
SISATUR

NIST S /\—tzF+2UF1TL—LA
T—2 (CSF) AWS U5 RICHITS
NIST CSF ADHEHL
https://d1.awsstatic.com/whitepape
rs/ja_JP/compliance/NIST_Cybersec
urity_Framework_CSF.pdf
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BICHIBFEOIT hO—ILERSFERERESNL, ¥Rz - RIZABEORRERHELTVET. NSO, BifF
DAWS H—EZE#HTL. BENREFIUT A F—FFIFvDBEAE, ISTREASTLIZBRCHIBLDS—AL
ARIOANYIVRZRAUET,

https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_network_protection_auto_protect.html

Amazon GuardDuty Z:&7E 9 %: GuardDuty (&, BEAREY—EXTY, BROHDI7I7 1 EF 1 ORELREWFEZ BTN ICE
—HUZT U AWS THDY ks ED—00— RZRELET. GuardDuty Z2ECL. BB 7S— hERELET. RETS
ANR=hKIS5DR (VPC) JO—-OJ%ZR/RETS: VPC JO-0OJ(FE, VPC DRY hI—DA 29— 1A AM=ETERT S IP
NSO« v OICRTBEREF v T Fr TEBLS(CTBHMEETT, JO—0J5—4(F Amazon CloudWatch Logs KU
Amazon Simple Storage Service (Amazon S3) (C/{\TUwSa1TEEY, JO-OJEFRLUEE. ERUERERXTT—4
EEBUIZDFRUIZDTEEY. VPC hSTAwIDZS—USI%RFTS: hS5T4wIZS5-U>JF. Amazon
Elastic Compute Cloud (Amazon EC2) -f > X% > X Elastic Network Interface iS5y hDJ—O 5T woEIE—~
U, OXFOVRE. BROEZIUSD. RSS2 —FT+ 2IDRDICHEFENEF1IUT A BLEZIULITTSAT
SR(THMET B2HIEMATES Amazon VPC DHERET T,

https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/sec_network_protection_inspection.html

AWS Well-Architected L —AD—
U F1UT« D
https://docs.aws.amazon.com/ja_jp/
wellarchitected/latest/security-
pillar/welcome.html

TI— R I A —RBEORET I CREZRINT BHIC. OT41 VTR0« Y EBEREDT T Ur—2 3> 002 IEL
F9. CloudWatch T—=1> M® Kinesis T— 1> b2 EC2 (CA VR M—)LEBTET, AWS ETEB 7 IUT—>3>
DOVZEREITZTENTEEY, IDFTFERTIBHBAICE. Firelens ZANTOI%Z AWS LICRFI BT LN TEE

Fo THIR—ZADTIERIRRZIEET Bo(C(F. BEEOINFIATEET.

FHENZRY ND—U RS T4 v I EFHMURBWRY NDO—O RS T1 v OZEERUES, FRARTILIPRY MD—T b~
STAVIEFBELET, FIZE Ry RD—IDA NI IRZERL. BEKLDEZXR ST 1 v INMRMENBHEEIR
EERIFTVDEREENHDFT . FHULRVIMES T ANDEGDRH L. REVRR MMEESN TV B EIEEMNSHDFET .
VPC JO-OJTIP h5T+ v oICEY31ERERIRLUET . GuardDuty ZRUV\TREDSH ZMIFORERBIFZHENCE
ZHYSI U, AWS DTHDY hED—U0O— RZERELET. AWS Web Application Firewall (WAF) ¥> AWS Shield Zf
WTHEBICABIL TLS Web B b —EXWERENSFDET. AWS WAF TE EESNZRHGICEIETOIIUIT
R bzEFE]. JOv o, BRI BIL—IIVEREL. D—00—- RZ2RELFT. fIXE L—M—IDIL—ILZRETBE
T, 5PMIC—EHALDOUITRI N24TOR IP 7 RLRZTOVIUEY. AWS Shield Standard (BB (CHEIMESN.
SYN/UDP J35w RIRE®L U IL O3 VBBV ELAT— 3 ELAT— 4 ([CHITBRENSD—I0— RETFDET,
AWS Shield Advances ZENMTEMET BT ET, LA17— 7 (Cx9 3 DDoS W= EHMTHEIMUET .

https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute/blob/main/doc/fsi-lens-
for-fisc/security.md
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samples/baseline-environment-on-
aws-for-financial-services-
institute/blob/main/doc/fsi-lens-for-
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