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KR EEMBE P MIHCRAET IR R TERHTE (AR TIEiEReME) (PCI
DSS) THIGHMIE, BEAREUT=ZAEAR:

IEHFEMER . THERTS PCIDSS v4.0 ERBVIEHIFHEE;
IEEHERLAY ;IR TR A IR UL SRS ;
EMAEZRE . [ PCl BRE 2 AN (QSA) BRIZHIE ST,

ASiERIEREE PCIDSS v4.0 TR, HHRFESRMSE v3.2.1 lrA—2ET, E5IBIBRAR. BH5305 AN
B, TEEATR VA0 5 v3.2.1 RAER S, TARKXS 2025 4 3 A 31 Bl ARESLENE
K5 v4.0 3REIER, ks, ZAF5RINEIS PCIDSS v4.0 A" BRHAE X 9755 EK" (Defined
Approach Requirements) , AEE"BEXFE" (Customized Approach) EIIEXNA.

T v3.2.1 FHRE vA.0 BIR AL, AIRATLDHERE SAS (IDBEREZLAMRETA
=) REHMA R ERIE TR
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Rk, BETFEFSMEE PCIDSS SAEGEE, FilgwHT (ESB=iHxzmt PCIDSS
v4.0 ERERED o

F{5r ETENMWERT S PCI DSS fERNN AREFREMSERSZORNESE, FEETIREXE
T SBEEE A XIE U R ATE AR E PCIDSS IREER, BN AU BA%
BRI, FHNEMEFZPHMMELTRIESRBRS R

FEMEEAMXMNAFARK. caNASITLESZREI, UKAEEHEITHES PCl ZRZ LT
&M (QSA) Edk A=,

PCIDSS 2—E BRIt EKF HIERTSHNELITE, WPKIEESIFEALKIE (CHD) 58
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HURFRITERVEMAINEIT AR ASUBIFIE (CDE) , HEGHAMRES KA HIBLIEEXMAR. 7
R, CDE BE=RiZLER: EiE. LEFFRKFIENRGAY, SaEEEEEEEN
RGAN, URATREEMATHmEANHREEREMNRAGAN, XERFAGNHIPEELEAZNL
SCI PCI DSS 1R HEHEM S S E 55030,

PCI DSS BEEXHKASBEERLERFIFKFAHIE, 25802 TIBaiHE5EPHHER
£: EPFEBE T4 COE SEEHIEBAEEMM, MISHRIE@EZRM PCIDSS &MARSS (W0
EC2. S3%F) AEFIHEE, TOH=RL SAS AMETIWIAIETTA QSA FHiR, iRt
EENIES. ARSIk BN EMEESERT IR, MFERNT DB E TR HH
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PCIDSS v3.2.1 5l v4.0 Tk

PCISSC M PCIDSSv3.2.1 | v4.0 IF1EEZTE, XEFEFHAI LIS A=1E5:

EREW HRITES S B AR AR AR AT B RFRP TS, FIUNFIEEK
EANBERTNAER, EFFETER,

BENIES MWXF R, EX. MINESA/S0RBARER, LUERIISE EBAvE
RERMH—PERIIESR.

LEHIEAR T REMNEL, BFEEH. PBEBNERRSERUEARFRE—E.

XF PCIDSS v4.0 BIIF AT T, BER PCl RetEZRS (PCISSC) %78 (PCIDSS v4.0
R RES [a] &) K (PCIDSS 3.2.1 & 4.0 iRAEEME) , BEEAEA@EN PCI SSC XHE
R

IF S =F%RSS PCI DSS S#IE=EH

EJ9 PCI DSS INIERIBRSS 1R (Service Provider) , TS EBHLEE RS MIMEIIER
FERHREEBS PCIDSS X5, ML DBRRHRARSEMIER, HIMNEFAEETEES
EARSHSRINERYE, BRSEERGEEMBIER 2, Alt, @3 PCIDSS INERIE i
SEHRIRS MM N B E&EME. BB SRR, SEXIERSETHITSH R
SRR ONIER 2R R

TS ERREFRITRR PCIDSS Level 1 1t (RSBIREBSRELEEFER) , TMhTMEE
AEFIREESHIER (A0C) ., BT DB =R EEEHI G/ Artifact BRZS, & AISLETIREY
(ESBEEHE PCI RAERERHE) (TSHERHESIIER) S0, HER (BHIES
NI SHEHIRSEE) » ZERMNSEHE@IEFFE PCI DSS IHHHIARSSSEE,
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DSS ERAVRFRAIEIFR (CDE) , HENAYREEERTSHRERSH51hRNEERS
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T S mE SR EEE

T2 56NRIDHRRESEFPHNERZE. ISRERRFAERIEEE (Shared Responsibility
Model) BEE£EEBEEEMILHERE (AEEVRERA. ENCEEHIEROERSE) , X
PEEFPIZEERIE,

CUSTOMER DATA

CUSTOM ER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
SECURITY ‘IN’ THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA SERVER-SIDE ENCRYPTION NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (FILE SVS-TEM AND/OR DATA) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

SOFTWARE

Amazon Web
Service DATABASE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF’ THE CLOUD
AVAILABILITY ZONES EDGE LOCATIONS

1- SEHERE

NE 1R, TEBRRRRAR" A" NREEM, BEXECRSEITHSIKEMISHEAR
Fo BRI SH"RERGNREHE, ASCEIUATIMERMRSHEE, FRIE PCIDSS
ERWNEREFRALIEFIRE (CDE) MARAHSHEMECE,

TSR LEHE D RERET 21k 24 X 7 EIEHHIER OS5 ERILMEIRIT, RESE? HIHEE
MEM. TBERTBAMEER, ARS8 4. M. A, SdYIEREEH. £
FRRZ 2 REHHRE P RRS BEREERE.

NFEEREFFLFMNT DB EEL Outposts ‘BRE=ARSZ ST H =FHL Snow Family ##EE
BivE, BERRETAIBEAYIELR25FRERZE, Outposts (FALHERSKISHL
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RS EMISHEERERFIE, TR Snow Family i&& N S5 L& AR IR,
MERZSHIER P BIZEIREFYIERP, FHET D =R IR ONIREIEHIR R,

FEPRBECETURRNEY, % PCIDSS iEHRITTEMISE, T RERFSIR AR AR
e, BINEFERE EREE .
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TRERWABIBENAREF IR ERDRE (A5 LERE. BFRBHNRE) BHE
PCIDSS &AM, EX CDE BFRIFLEERZORIR. KBERRMEDITEIEREHFIEANF
NEXERY, BE:

Z R PCIDSS SEE

PCIDSS EXRERT=ARIR: BEEFMH. MEHFRKALIENRRAN, Sa—HFRIBENR
SreffF, AN AIRER MM CDE R ARA N

¥3pk CDE #Z0 BB —ARRE AR FiE. MBS ERKAHIENF R, XAgRERE Sk
FEHIREN IR SRR E IESEDN), BRI EI T RS, SR ERIL S5IZEIIHE
AR, NEBEEAERAREKS BIENEFERSEMRS.

£ PCIDSS SEEIA, SFHRGAMFWIIN "FER" A, XLLH SR COERFFAKRIEIFER)Z
DRFE—ARRZEREY 7IEEER, XMEZJEILIRGIR, BrlseRicEREREE X
. BIgn, UFE—FRRNESEFE. BIBRERKF BIENRSGA S TIRGIMKZEZA RSS2
HBRMBE T UL, thih, FLERIERUNEEKA SRR EEMNSERAETR, KRBT
X—33H,

PCI DSS SEEINRSE=HARAR R UE A E N CDE LA N, XLrfEEHIESIENERE
PCI DSS ZXRMTAZARS, M. NN, &HitBFERMEMHEIE. efE8FEERRTFH
CDE {RtME R 2 MU R 7 BRIEIR.

FFH PCIDSS SEEATRE B HET S =i IfiE, EFOJEERAEENHE PCIDSS IR EHN—ER5T,
ERPEFTIHEEE ENRSE, WFXLERSE, BRNATEATHEFBEIEAMN PCIDSS E
R, XuJReEIESEIFFR. BoNEHE. DMAENBEAL A MARERSENIBMAEER,

Scope SEEE SI8E

HEMENX PCIDSS SEENFEANRESENRINTLEHIMEEXEE, FRUARILRER, BIiR
AN P EHREI PR (L BRI R AR BFR B E# E] CDE (R RERZMN CDE REMARL, KHIAH
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PCI DSS SEEIRVERME, ML RRXERSEEETE PCIDSS SEEA, HEVEBF(EFEETEZ
A ERIASEEIRYAERRNE, FeEmmEIMNDTME A SRR,

TEIE/XRT PCIDSS SEREIRNAFAAHFNEERZER,

1. CDE

System component stores,
processes, or transmits
CHD/SAD
Start

Here
AND/OR

System component is on
the same network as, or
has unrestricted
connectivity to, system(s)
that store, process, or
transmit CHD/SAD.

In Scope for PCI DSS

2. Connected-to or Security-impacting Systems*

System component
directly connects to R
CDE

System component
indirectly connects
to CDE

OR

OR

System component
impacts configuration JOR

System component
provides security

or security of the to the CDE
CDE
OR OR

System component
segments CDE
systems from out-of- JOR
scope systems and
networks

System component
supports PCI DSS
requirements

In Scope for PCI DSS

* Systems are considered to directly or indirectly connect to the
CDE if they can impact the security of the CDE if compromised.

For systems to not directly or indirectly connect to the CDE,
controls must be specifically implemented and verified via
penetration testing to confirm connections to the CDE are not
possible.

Out-of-Scope Systems

System component is System component does
NOT in the same subnet System component NOT meet any criteria
AND/ or VLAN as systems that FAND | cannot connectto any FAND/ described for connected-
store, process, or system in the CDE to or security-impacting
transmit CHD/SAD systems, per above

System component
does NOT store,
process, or
transmit CHD/SAD

If all the criteria in this category are met, these systems may be considered out of scope for PCI DSS.

May include systems that connect to a “connected-to” or “security-impacting” system component, where
controls are in place to prevent the out-of-scope system from gaining access to the CDE via the in-scope
system component.

2- THR PCIDSS3BEl (RJE PCIDSS EXRHMMiAFER V4.0) (Ri&: PCI DSS: Requirements

and testing procedures, v4.0)

BRI P BB S5 IR SRR TR A R A AIER S IR R, KA BN EFAEF L
EERAREDME, MURGIKASESRRAIINGE, HRGIEPITEEE.
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PERE

PERBERFRIFIF RASUECHD)NERER£EF5E, EATREHNER, ECrLIZBERHEZ=

FRIFFRAZUEIAR(COE)FD PCI DSS tHAGSEEl. DERATLABE SAWIIEEGZE75 AL, IRNIEASED
ERNNHNETEFIIILRGIER, SEEMREXIMNESERRDIGENRA, B, FIHIEHHEIEE
FEE, SENAREFERRIFIL S A RHEREANE, 5 2 PG ETImSRIRSS I eE @R
HRRZERNER, EIRFEIZF PCiDSS SEEDEAFER(ERA. 84 PCIDSS GRIAYT. it = B AR
SELBEAER TERRRERY, SEMERSR, FRIFBBEENEMST.

TFESTHAARAIBEARRE T Dl = R R ERAHO R S ERAYEES. BX PCI DSS SEERIDERAYE
ZWHER, BEHE (T 51 =R 2848 pcl DSS SEEFNSELY BRZF  (Architecting for PCI DSS

Scoping and Segmentation on Amazon Web Services) ,

EREFESIMRSHIZFMERE (57 RIFEFBESIIRESLE) (Information
Supplement: Best Practices for Securing E—commerce.) o EE,?T‘%%if‘_]’ﬁ/ﬁ’%ﬁﬁﬂﬁﬁ&*ﬁ?ﬁﬁ%&ﬁ)ﬂ
INEHRIEM, 40 Javascript(3B 6.3 TIEMIFAFR=: BBDIMID), IXLEEIR, U0 Amazon Simple Storage
Service(Amazon $3 Amazon Simple Storage Service (Amazon S3))fFMEEEL Web IRSSEESLHI, HEITSTE
B, WEREAIEAER SAQUEBITHIEE), NATEEEE SAQ-A-EP,

FEIRFIMSRKA IR, UENEHBTELRP, ERBINERINE SR REMTER RS
EERZ PCIDSS RUSRHIMEER, BERHHARESMITRIIIRIXBEER,

iz E

FACRKPEIERIFEEE, FTEEIHIERENBBEIRENMHENSR. FHEALE USRS
BIREM AR S4B, PCIDSS v4.0 RYEK 1.2.4 (¥R PCIDSSv3.2.1 FRYEK 1.1.3) BRIME LN
HEP— RV IR REL

X EEREEEEITGS, N FEiThASIEEEERE I EN B EMERE RN A D8,
CHYERMNEARN BAIERZIREM, MAMNZEIRS B XTI EMtR G R L
RIRBEIEST PCIDSS EX,
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EARERRHIERE SR — T 2ENSRERT, HEREFY MEN AR S AGI%ERS
T ERIRETIFAE R,

U T R EHERER O RAR KB ERERS ] .
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;6@

| vpc endpoint

"o | o sl Fren | ooy
9 ©
Payment Processor VPN Gateway
[ Untrusted (ntemety | External Firewall DMZ Internal Network
3- KR #E R E R
CHD 7#2E ez REMEA TLS

B BN R 2] Y #l CHD/SAD

1 0 RPEEW  Internet  TLS1.2 RERE, (N1F PAN, "
REE BITTE 443 0% %R, 3HA
Amazon O HTTPS 4  BfiE], W2
CloudFront W

2 I RBEEH  Amazo TLS1.2 Amazon WAF  PAN, 2
WHERE n P4 IO (B %8, 3H
Amazon 40 4433%0),  BE, CW2
WAF EFRBHH

e, W
FLmy

3 1Y REEEW  Amazo TLS1.2 URL %M  PAN, Yes
BKRZE AP n L% rules, IIE, 3% #2138
Gateway Y BY i8], W2

4 I RBEEH  Amazo B REBE PAN, NA
BRETS nWE & IIIE w7, SHA
bt Py S5 BYia], CW2

Lambda
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5 B RSEEWRE EVPC FRER T24,10F  PAN, Yes
&Z Amazon TLS1.2 MY VPC FABFW  #&,5d
DynamoDB ZfEFER B Amazon HARY &) -
X (TEIERE, Togz DynamoDB (o
RFEERS Ry KMs s, TS 535
z RIBYIF4R(E (CMK)Ff Eﬂﬁ API
= fi AES. LT IAM S

256 i &, R

6 BN R ZR[E X =] TLS1.2 N/A - tBRZ7% PAN, N/A
o) VPC 2 me,
Lambda HARYE]-
HITRS ENN]
PUSES aba®

7 B RZPEREERZ HEN IPSecVPN H%E= PAN, HRE=ZFRSREEE
(DpSET=pr) F RS g, 8 X
i, FIEE 124t BYia), (W2
FFRAEE FY

4 - Tk P BRI

LRI e

PCIDSSEEXK 1.2.3 (X[ PCIDSSv3.2.1 FHEK 1.1.2) FMEXBILEIF EWBIMEHRINE, X
LotRINES FIRAR R ABUREIF R (COE)RSEEMINREEXEE, Bl EMERUTER:

o  MBMIFIRAILR
o FREMNE (FER. HEFO. BUDRMKIFRIFER)
« s CDE SRIEMARIEMS Z a8 B P < 212!

AENEEHARF SRS IREFEFFITEHINE, Rl EMESEIEFREEHMMLES, SIEHRI
EHREALITERING, XLEEREHNEIEXRIEERARFRNEA, NTSH =K WAF 5
Amazon Elastic Cloud Compute Cloud (Amazon EC2)SEfI AR Z RFIENIRREFM, XEEIEE
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FIRFHFRE. 1BBESEEIMNNGE. RIF CDE 9L (security groups) #1 AmazonVPC
(Amazon Virtual Private Cloud) FIH, S#HIEREXEM, ERILLUAREREMBEESE—1
LHNSEMEHRINEFR, HEPEEMBETENRIMSENIFAMERINE, XLEERETUEE
FHEEK 1.2.4 FREEH A $3E.
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RGAGMBETFETSR

TSR ERRRS A UIRIESITEM=FEEEE (models for cloud computing:) ARUT=X

e

EHuigneARsS (1aasS), 0 EC2 26, XEGE R IT WEAWER, B@ERUENMLEINE. BN
(BN E REY)FBIBE#ETBNIER, XX EEIERMIZHEIRS 23 EMFAE =(VPC),
RERS (PaaS) , % Amazon XAEHIEEMRS (Amazon Relational Database Service

(Amazon RDS))#1 Amazon 3§14 A28R55(Amazon Elastic Container Service (Amazon ECS).)o
T 5 mf AR E RS IIRERANEKEIMER,

HW&RRSS (SaaS) , #1S3. Amazon DynamoDB #1 Amazon Lambda, A& FPIRMERTSHE
BTN EENTE M. TN RN EBEREFBEUMARENFIAL. MEMNTT B
%, HAERE—DEIFERN Web AR

R IEESIRAIHFIHE CDE PERMRSAMGFELE, WTIIRRREKIFE, XMFIREER
MNAREFEE. Reifl. FRERNT IR ERUNEERNA R, XBEIREFME. &
B TR SUENT SR RRHARSS, BEEZRRS.

% 1AM # CloudTrail MRS BEEATZMEZENRSESEENRFAHEFTED, HMERZN
ARZ50IgEEHE S3. Lambda Z CloudWatch, BFAEMEMEIELEHE, ENRERIEMIRSI
B —EF 9.

BB EERGAGFRPESUTEMUER!
HNVE (T DHERHR)
HS (I SHERRARSET)
AGA IR T B R AR AR AR S B & A hin s (S0 2R AR S5 8 RIEFRBYIETR, 540 RDS MySQL)
RMHBABThEE (R E R IR

f£F Amazon Config, Amazon Systems Manager, Amazon Application Discovery Service. RS
AUUIREEZER. WA RS RO EEB FHEENEIMEN G SR EBIERE. R
(AER). £=ATEWA AT Amazon Web Services {417 #IEL 2474 (PCI DSS) v4.0 on
TEBERTHITERIE, XTKFSUEFENERVIFAEEEREUTRES:
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BIEFERM(BIN, TSRERRIRS. JRiR. BEE)

BE MK BRI E X RS

FHERK P SRR (B0, PAN. RUHAH. @&, TBHEEHUE. REIEE/EH PIN)

R ATERNBIEEN A ~VIETHEER — 8873 774i# SAD

LeFBBINMEZERRMBE. ShE. IHIRTHIRIEHT)

BEFBGINESEERRG RN, NAEFLBTIERMZRESHIENT SRR

%)

SR H 4R PCI DSS AT RER—E A BRI IIE, MEHMMNBB T REXLERAE, TSH
SRR RHTARZRS. TA, 5SXHE. BRPBMRS A, UEBRERPRIRAE,

1F O =515 Well-Architected Z2H9iESE

TEHHAFE AT TESBEREE RIFEMIESRE (Amazon Well-Architected Framework) , #EBf
BANHNAREFEERZS. S%6e. BEUNSMAEMISHE. T2X2MF (Security Pillar) 3FF
RIPEEMARS, XBTABLUBNNEZEMMTEM. 85, UKEEER LUBINRER M

A RIPRGHBILITFIEEURNZ 2 E M,

RIELHEIERS TESHRHE RKFERMIAR. EX TSR SBEfakFERZE
FINE, UKRSEHR/PREN, ZeZFNFRIPESMAKHNXFS51FZS PCIDSS HAEREFIE
—H, EAILUER TSHafEE RIFEMTIA (Amazon Well-Architected Tool) REFUERAERERY
MG, FHRTS PCIDSS iR, RAZTAFMEBENESHNTITE, BiF% ISBaRHt RIFREME
B 5¥% PClI DSS BRFRHEEZ—HH,

TOH=ERE BRiFZRE3EE (Amazon Well-Architected Lenses) BT TEH =R RIFEMET
ARRHIIES, ERATRETUNZAGE, FFAUEEERTHSRASUEITR(CDE)RIELNE
HR—INBRIEFEE (the Container Build Lens) « ThRFZ28FABESR (Serverless Applications
Lens) ZftxiBH WEH =R =SEER CDE BREMEKBER (Hybrid Networking Lens) —LA4k
SEREESH.
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https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/well-architected/?wa-lens-whitepapers.sort-by=item.additionalFields.sortDate&wa-lens-whitepapers.sort-order=desc&wa-guidance-whitepapers.sort-by=item.additionalFields.sortDate&wa-guidance-whitepapers.sort-order=desc
https://docs.aws.amazon.com/wellarchitected/latest/container-build-lens/container-build-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/hybrid-networking-lens/hybrid-networking-lens.html
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ERILT &

EHI77%R PCIDSS v4.0 FTIENE, AWEURTERERE X FHENATUHE PCI DSS
EREH. SEEEREEITERFRNBEFMIETEHRE, EXERITFEERMRANZSE

BRAFTREBREMNZLEHIGNAHE PCIDSS BXRER, MIEREAS REMBREZRNEHILH
EREEY, EAENSIMEFPIMRHREEREN, FETHNARRBFraeRRR R BIMERNN

X EEMITE, PCIDSSKHIR D (Appendix D tothe PCIDSS) =T ERAEHIL S EFRER
HHERS. PCIDSSEEMR E RS NRAIRNR . 1=HIEMEM BARXBIT L, XL IRRFFR

HHE BN MIERE T RIFAIER,

=} anmtiod. iy

PCIDSS v4.0 5INT S— N, HABRKBEOHT, FAERFR12.3.17 12.3.2 B9—&57,

S5 SEENRITHERE, BIRXRSFEERAEEEFRSEE, M THER PCIDSS £
RER. BIRNPEDTEEIRNERTHEERZFRNRER, XEFRFIEIRRERDULEEEES
R EREIREME. ZOMTEIFAICR THFENRRS R, KNEITEER, HABRE THITSIER

FRREV R,

HITEMNREDITEZERNRE, 8%, ErUXEREATRIEIFNMG XL R EFRESHITIIE
EK, LSRR RETMENERRITHIES. NHEEK 12.3.1, LIHITXHBERXLS
WRBEE SBIRITIIR, HR, HRMBIFFEXTFTAUFRFRE PCIDSS EXRAY, BIRRPLD IR
RERBEX T ENEEN,

RIEFRTR12.3.2, BIAMERERIWS ZNESNERPITIENR S . FEBARKRD e mE D
B 121MBHEE—R, UHAEBRKEITIRITERURERESNABT . X EHAR 88 XU
HMEFEREN BEFEERITIERURIMR R BN IZA .,

YA TF 45 PCIDSS ERFMROERIL A AN, KT EFESERER (XS MEM)  NiXIEE

UNEBR I IHE—ERMAEIITEAR. ATFRFERNAENBERXRD TS NEESRE
BRAPBEAEMMR D FEEEEXR,
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https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
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EENZBIER, TSHSRHE HERRNBTEEERURASH TS ERHE RSIREMNBR
RANBET U STENITEPRIERERR, FHF, #E Bottlerocket (Bottlerocket operating
system) F TSI =FHE ZRTEE IS PCI DSS BERGEREZFHITHER, HIRETIHNZS
MR 2R IR A=,
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https://aws.amazon.com/bottlerocket/
https://aws.amazon.com/bottlerocket/
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PCI DSS EK&EM

IR AR FEREEL MR 2 RSMAARERERR, ErILURLD SIBMARFRA
BRI IR(COE) PR LIEE. LUFENPRHRITRERY PCI DSS R FM UKL MAFIA TSH =
FHx BRS AFER G I,

E;wail

%—" PCI DSS EXRFR L ETMEREMRHIFS CDE FIMELIE, SEFHAIFIFEEL,
FEPAILFA TSR REEXMERSS, UHAAESMNAEREEMNENNER 2T
HEK,

I St = fHs W45t

LB = (VPC) (R EREBS ST 2 TR EIANZIFR, SEFRNEMNE. MBEENZE, VPC
ATEFE TOHEEE aPECEZERBIEND, JEEFEXNEMNEZRER TS H
By iR, TSH AR SEM Y Edge 2849, DAY BT IFZBEERMELRSD AETRH
Ihig, ISP RRE FRME T 2RSS, PIEEBNZHF PCI DSS MR FME L 21z (NSC)E
Ko Z#§ PCIDSS EERFEM 1 I MZLARSSE VPC. R2H. VPC MIFIERIFIR(VPC
network access control lists fN£& ACL)F1 IAM,

1.2 &R eEHER

RIEWERFR, BRPAREREMNEREERSAMMNE ACL, LUK VPC MKBAM, NEEBRHM
B BRI R o

T SH =R Firewall Manager (Amazon Firewall Manager) B—MR2EBIERS, AIEE)
ERREMEIREK N BZRFE NSCH#N, Firewall Manager iF 8] LUES 61| 7 SR BE KK
BiFtZ, EXBVPC RAIFMAELENR A, EPEIEANTEERSER1.2.7.bF 1.2.8,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://aws.amazon.com/firewall-manager/
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1.3 BRI3F CDE MZERYiGIR]

LZ2AREF VPC ANBEIRE NSC, @ izHlE M I O (EN RN B IERE, X5
BEERFM L3 1.4, RLBHATATFZIP#E, WwOMBINRHEIRE, HiKE PCI DSS ERFZM
1.2, 1.3M1AMER, RNBRT, K2ARVTFIE HILERE,

K P 113379 PCI DSS EMECE TR IhERAN (configuring specific outbound connection
rules) o MIZEACL (Network ACLs) = VPCHEtRERE, BEH— 1 HZ N FREERENT
RZ NSCo

e LUH—S R 1AM 5RB&  (IAM policies) BITLATRIE:
o IRIEZRN TIBERL RSMZRAVRIEKEITGAELRE
o G#E VPC iR
o TEERVIFIEAINIT NSC IhRE

VPC i (VPCendpoints) & VPCBY—INLhRE, (EIERETSFERTLE IP HINLEREIR XA WS
=FH% BRSS. VPC immARS H DB &flE PrivateLink 2% #, ZREFASBHA ISR
W8, FRELEKMIFIRS AL IP #5581 VPC in R B BRI RFERE, LSBT AP 2R
INER TLS M EiR R B EdE, RSB IAENKRENTFESMERRLEN.

AT, VPCImmxFi&ItHRTE PCIDSS FIWMKERB R, EATCIEH T IR VPC BRS TSR =R
B IRE Z B HIBEARSFTHEABI A ENL, S PCIDSS EREZF 4.1,

NREFERE=FEMNLE, JUERABMAEISERS (Elastic Load Balancing) RIMX#Y
28 (Gateway Load Balancer) Rag#IE=E DMZ Xig HZIFREINMEMEHILIRE, LHEERE
M 1.3.1M1.3.2, MxAHESERTATFHNGE B RERAFEENEE, ZIFEREZER
1.4, HAEBRE—INX, AFES T EMIgEZES RS,
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
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1.4 (RIS A RIS

VPC MZINEEBE—MRIIARSS , ZARSHITHRE, MERARIVEIRIECOI AU ABIEE R EEE
#VPCIAR, HE VPCHEIMENEREM 1.4.3, AHHH P HHZRARERIRBE EC2 W
£, FE EC2 LA Z AR BIX EARB A MSEIEH,

ToB =R RSIHS (Amazon service endpoints) REB LA IP #iiHA Web BRSSO, HR
2MEMME TOHREE A%, Ef1fEh SRR TG —3 9 3¢ PCI DSS ERFFHT
b, BRALUME, X TDHRE RS AP iF S 2R a5 A E ML 2 BN S MMLRiH
5, UKEIEMEAR B (130 DMZ AIRERMLE 2 i8])o

Ea] LUfER TS =714 im A0 API, %0 CloudFront 3% Amazon API Gateway (Amazon API
Gateway,) , HWEEREZM 14, 141, 14.2M 1.4.4, 7£%F VPC ZR (40 RDS)HIATI%HERE DMZ
Xig S HMWNKR L2, HESEHM IAM BHIfMEtZeiss, 2iEEEAHIAE,
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/api-gateway/
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FRFTN 2

BERER 2 TETRIPRFAGHARIBLENAIEHRGEXERR LIETT. BRI

RESMRSKZFTFX—R, ARERSHEEFUDBURESANEER R,

2.2 Configuration standards

FERARSEIPTE TSRLRE LEEENRRNE2RERE, XEREXNSITIIATTRIRS
MEME—, FEREEFRXN IR RSHEE, TESHRER EAFRME MRS %
T ZNReER. XERAIERMEE!

o TOBPmRHE BIFERMIEL: ®2%HF (Amazon Well-Architected Framework: Security

Pillar)

o  EHEMELH (Centerforinternet Security (CIS) Benchmark for I8 S =#l4%)

o REHMMEMMERIEI ER (Best Practices for Security, Identity, & Compliance

o TWEMERHE Trusted Advisor (Amazon Trusted Advisor)

o NENSHEEHEMFE 10 XKLL (Top 10 security items to improve in your 15

I =FHE account)

TE5HEREE R ENEMEZRFELRSFEI0M@E (the Security Learning) « I S# =R
Skill Builder (Amazon Skill Builder) #1 5@ =fl RSB 4FE SXXHEHIRE

EATSHRREATENMR RS HE A TR EXE R EABRNSREARRLD, ERERR
T, EAXERSEEALUSTESHMTERRAGNELERVERA M. HIa, MREER
Lambda ¥, ERABFEATHEENK 2.2.3, XEANZRSESHME NI BENMIZIHEE
B9

ERReEEEFFEENLA, ERNFESE:
o RERG. WENNAREFEEREREMINENSME

o EBREMUEES. TURESSEN TIHREEE WRFMERIEIY
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://www.cisecurity.org/benchmark/amazon_web_services/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=%2Aall&awsf.methodology=%2Aall
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/security/security-learning/
https://explore.skillbuilder.aws/learn/signin
https://explore.skillbuilder.aws/learn/signin
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o R2iE

BERPEXBEFZEEERE TS =R Marketplace B9 S b4 2880 4R (Amazon Machine
Images (AMIs))o T EE=FHE Marketplace 12T S & E XML (Amazon Partner
Network (APN))&{EILETRECE R AMI, XL AMI ERZ 2T WA BINELUHE PCI DSS 178,

TEHafE FRUEMARS, XLERSAFMHE. BB, FhREEEmKFSENZ2N, 8
O AEE IR P B H CDE FIARSA M. Systems Manager #l S =FlH Config 2HEE R
5%, AR TOHREE ZRERE. BERLIERNRELEEN, UZHLTLMEE, Lo
=R Config MNZHE BT S =RH% FIRACE (automatic checks of IS =F%

resources configurations) o

EPALUER TOHEEE Config RIFRRATREMERS, HAREEERSHAERIN
Ro FREAILUMER TR F£ERS (Amazon Managed Services (AMS)) A& M A E
i NREE TSR R (BIFEFR, SMEMNAREFNIER) . AMS REEMEMIE
MEtRlE, AT EIE, ERMEENRSER, SXRRM IT BIERE, BG4, TEMRSES
BIE,

2.2.2 B R IA IR E

ERATEMEAISEREIH T B RRE MR E = ARG AR R B iR AV ER AR
B, ISR RSEERIAKFPHEIE. FRUIER IAM F ESHE R 1AM Identity
Center (IFZ ¥ =#1$ IAM Identity Center (successor to Amazon Single Sign-On),)

Amazon Cognito (Amazon Cognito) TS #=FHE Directory Service (IS =FHE
Directory Service,) FEMMRANANHIEE (1B ERY IR PR.

KR REEN EC2 LHIMIRIERFiZRiAR (operating-system-level access to EC2
instances) &REBE. FF A LUER EC2Config (EC2Config) REZEEH Windows 2, %
RS ANEERMF (administrator) EERBHINEZERL, ZFERLER Amazon Linux 32
B, BRABERTR2BEZEIAE (password authentication disabled by default) , FH{EEEIAT
FEZHN, @it TS =R Organizations (Amazon Organizations,) SR &K
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://partners.amazonaws.com/
https://partners.amazonaws.com/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://aws.amazon.com/managed-services/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/cognito/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/answers/security/aws-controlling-os-access-to-ec2/
https://aws.amazon.com/answers/security/aws-controlling-os-access-to-ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2config-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-windows-passwords.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/amazon-linux-ami-basics.html#connect-to-amazon-linux-limits
https://aws.amazon.com/organizations/
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(creating member accounts) BY, Organizations R¥IARAF DEZEL 64 N ERFKHE
18, BXENR. FEPAAEAERMETHEEHIEE B SR,

TEHAR FARXEPAEHRSREENE R 215, 18T EHE APl Gateway & 216
Fl (secure use of API Gateway) UKERA Wi aFH% 1512 (Amazon access keys) #

¥ (signed requests.) ERo

2.2.7 RIS EE

TSBHEERE ZRNEERMALEREZRNIEEF S EIE, SOFERMZERE, W SSH.
HTTPS % VPN, XEIEFER TS mzfl; ElEdlE (L5 =R Management
Console) BEZR. EFRARMGRMET ISHREE PHENRRHNXLEREENTS
Mo BlgN, MREFELAREFIBBR EC2, MARKMARL(IDS)SHEIMBAAIE, MATESM
HBIRAZ20IRS (W HTTP ¢ FTP) FEEATFHRITEIRIIEE.

BEGHETIHR TSR EBEHa. TEH =R CLI (Amazon CLI,) ZHARSS API Y&
SKASZINEMGE. FIFHRMEMEBIERI. IR AIEER M CDE RN RS,
BHLEWEWLERFAILIANN B R BIEEH & (determine which systems can

access the L S =#15 Management Console) #Fia1T T3# =R CLI &< (Amazon CLI

commands) , LARHIFESEE,

ERAGTHREREATEY TIi =il S12EH 8 EBR BN TELMEMEE LR AR
£, HAEHE NIST 800-52 Rev. 2 (NIST 800-52 Rev. 2) FIEM{T\ S {E kR E{ERRINZ,

&I LUEA Systems Manager (Session Manager) 7E EC2 SEffl ERITEIRINGE, FHFLEM

FER2EN (BHRABKIRYN) ARG —METATEEMRREENBZRZEEMENHIR
A4, Systems Manager B Session Manager THEEAIF LIRS RIES EC2 LHIRNERE, X
T VPC MEHMAINERE, TELLIHRP, EREF 1.3 AJLUEE Systems Manager ARS51X
T1F5 TSRS RSHR (W0 ssm.us-east-2.amazon T S#=RlfE.com) B9 HTTPS &
RERR R,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html
https://docs.aws.amazon.com/whitepapers/latest/best-practices-api-gateway-private-apis-integration/security.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://aws.amazon.com/console/
https://aws.amazon.com/console/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-restrict-calls-ip-addresses/
https://aws.amazon.com/premiumsupport/knowledge-center/iam-restrict-calls-ip-addresses/
https://doi.org/10.6028/NIST.SP.800-52r2
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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RAMAGUIIEAIRERZAH IAM BRFIRAAEIE, RtE—EREMRIRRAREER
FNE TEBRREHY kSR, AR ESHai RSLESTAE VPC H&H EC2 SKAIRVE
. BT SystemsManager RT£HERIRS, BAEFETNARERFE, 1AM RO AI(E
NMBLZEIEH, SHFTEERFEAR 140

BRFEFR3

T OB aR ARSHFERSRUFRSIMERE, 848 Amazon XRE, BE. X4, B
149 EMERIEEE (Amazon relational, key- value, document, graph, and ledger databases).
Amazon ElastiCache for Redis(Amazon ElastiCache for Redis) # S3, B HE R BAMBH 4
PR ARNEBIRREEERMNIZR, HAREETRNGTHRENFHESICREURIK, ##E(SAD),

&R LA Amazon Key Management Service (Amazon KMS) 8% Amazon CloudHSM AR5
WERFR 3.6 M 3.7 S MBVESAMEINQIZMEETIE, HEEMA IAM 2% SSHEAEHRY 18] R
#llo BROZEER KMS BERHEERA(CMK) XA EIBHITINE, XLRARE 256 fEKMERE
(AES)FIHFRZREH, RaJFH, H#EMA PCIDSS MiF G EXKBRINE, FFIE0ILUER

Amazon Macie #FEBN&A M. 2 FEMRIPIFMETE S3 PRIBUREUE,

3.2 kP ERIEF R RITRME

B P ABET SRR EMAEBERARK P SUREERER/ME, FRENHRERBEENK
PEEIER. DynamoDB £ 72Ma](DynamoDB Time to Live (TTL))IhEE AR A EBEES NN
B TTL, JRAFKALKE, YHi4EZE88Y, DynamoDB S MEFMIERZTE, MAHESA
HFHE,

3.3 kP EIETF ERITRIME
B G ERREAUGTRE SAD, HTERANGTAATERRIIEN EHTA

B
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https://aws.amazon.com/products/databases/
https://aws.amazon.com/products/databases/
https://aws.amazon.com/elasticache/redis/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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3.5 FEASEIEINE

EFALUERARS CMK IhEE B9 KMS SRBEHEMAIE, @I EFHEREKS SRR IRE, R
HEEREF3.5.1M 3.5.1.1, PCIDSS v4.0 B EREHR 3.5.1.2 5|\ TGRS MEE

Ko HZERME, NREMHEEI S XRMBRRIF PAN, MABXHE. FIs0FERBEIEEM
2, WEAKTEDS S —ME#HITRP. YBEFEA TSR ERE HENHMRARS (WRDS
S3) B, REMEMIRMEASKNEEZHR, H ITIHARE B8, TRARNARSIENM
%, (Ia0fER RDS BYRIEUREMNR . FFEnI LAER S3 fFE(EHE KMS CMK INZERI MK A #5448,
454 S3 TFfEREEEE (S3 bucket policies) #1AM SREB&BREA R H IRIBILLERRIFEIE, EILLF
=, MEMEHENR(XH)EH, SFFER TDHR MRIRSE, FREMIARE
REINERE R

3.6 #13.7 HEAEE

BFFIERLAGER KMS 8T REIAEIEER, KMS ZIA(EEIEXTR KMS ZIBRIFATA) R Be ABASTE R

M HSM FtHo ENRENEFERETE KMS . RBIEXR KMS ZIRHNAHE DA LIS &

=]
~Fr

tHEGET A GetPublickey API RiH. XEKE T SRR 80 AT EE KMS WATFRIFIKA

BRI REINZZA HSM,

i

P HRHEE A IAM REKITHIFT KMS BRSBITHEERY AR LU E B3R 7 3.5.1 M 3.5.1.3, AEX
#3.6.1.1#13.7.4 EXINZAL (cryptoperiods) , HEPEIE KMS IRSAT IR, HRFNMH)

PREARRERAIRIE. HEF A KMS ZEFAEERRA(CMK BEFASAE SRR, T3Hx

By EBUTHEAE:

RIBER R 3.6.1.2 /1 3.6.1.4 #ITRLHIAFME

W FIE KMS BREZ N B BT S E 22 A4 S Eh

KMS BRZRNZERD %

o HEPEoHIRIEERE 3.7 HERER
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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T Db =F sy i 12 44 CloudHSM, XZ2—1 @7 FIPS 140-2 level3 RIIEMEF i H R £E
R(HSM), BFE ITEB=RE chEMRMERMNZEZEH, A CloudHSM BY, EREZHS A
BEEHRT,

KMS # CloudHSM #RR] LA B AI4EP E A FRRYINEZ ZABE, UNEERFM3.6.1.1,
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BRFF 4

ERPAREE TOHREE FARSIETIRENEBMEZN R 2iTh], RTEFISMNIM LS8 =k
B BRSZ, %Wl Amazon CloudFront. Amazon APl Gateway,fI3#14 A 21918788, HFEA TLS 1.2
HESRANERINZERF, HrlUSEMREEREBHIHNIT, FERATERERED TLS 1.2 AY5#
MEREIIEIRR SRR, TEAMMLE ACL BIUPRIEERRLZ LMY, ERILUER
CloudFront FERZRIMNZ (field-level encryption) FRINZSMNIZEEF HTTPS RRIPE LR
AR AYRS E EUE,

B P ARAGRE P inMRS [ IDEHERRE TLS B3, UREEREMR4.2.1.bM4.2.1.c

BFEPMX. EIAFABRR,. RERKHM VPN ERZEEEESIRE MR VPN BRE#HA VPC, R
MEAZEFRBIAHME T,

&R AT LAISHE VPC i (VPC endpoints) , 3853 Amazon PrivateLink fAZ%E#% VPC BT #FH9
TSR RS VPC IRk, WMERREREF I PR ML, B PrivateLink IX
AiHE R MERY VPC B E| TSHmFHE REMNBEBFEEREM 4.2 FEEA,

Amazon Direct Connect &2 T HIYIENEEED T3 sRE, RIANBERTERFIFIEMN
TOPH=REE ZERNE, TR AIEIEMEEZIRTAY, HHTE DT ETINIIEHIIEHER

TEEREK 4.2

&R LA Amazon Certificate Manager (ACM) R T BB =il IRSMASREZNZER (30
CloudFront. API#1API Gateway AR 384 fa #39%i3%) BE. BIEFMIZPE SSL/TLS iEH,
Certificate Manager X A] i TR EAPIIERFRUNEERER 4.2.1.1 1 12.3.3 48
XH(EEo

TSR SDK EARBEAZ P EN ARFECER HTTPS, ATRE T IHmRHX inm ks
XFTLS V1.0, MNRFEAL/K TSHRERE I, FFIRNEAERZIESH SSL FICERME
B TLS thi¥(TLS v1.2 ’REEhR ) F140, iESHECE Python BY SSL/TLS SE#Y5EA

(instructions for configuring SSL/TLS parameters for Python) o Amazon Java SDK.

Amazon SDK for JavaScript. the Amazon SDK for Ruby. Amazon SDK (boto3) 1 Amazon
CLI R4 T EA3 88,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-custom-domain-tls-version.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/field-level-encryption.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
https://docs.python.org/3/library/ssl.html
https://docs.python.org/3/library/ssl.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/security-java-tls.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/enforcing-tls.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/tls-version.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/security.html#enforcing-tls-1-2
https://docs.aws.amazon.com/cli/latest/userguide/cli-security-enforcing-tls.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-security-enforcing-tls.html
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gjz;kfrk

TEHnflx i B aRE 8RS (40 Amazon RDS. Amazon ECS Al M BB =%
Fargate) MKERFIRMEHFEZHIPNRBERERP, Eo]LIHE TSR PCIDSS i
N EEREEE HERSEENZ2MN SIS, ERFARTHEERERIFAZNEER
EC2. A HMITELA LEENETEENREENR Y. LA REE Marketplace AZF
R T ARSI~ o

Amazon GuardDuty SEEIHFRIPINIEE (Amazon GuardDuty Malware Protection,) BREE,

B LA MR R §R1T9RY EC2 SERIRI A R TR TEAM, FH B LUTE GuardDuty 2
BPERLAMER, XOIUEBEFLBEEREFRS5.2.2 PXTFEERGHRENNER, BEFA
FUBI KRS MR THEIRTEPR. PELESFEE GuardDuty A& EIRE R 4.

E;Ravrk 6

6.2 Secure software development

TSBEEH A5 OB aRHY RSMNENR2H A, ERATHEE ISBRLREK s EH.
RN FERF. RSB LURIEIIG o

o] LAfER as Amazon CodeStar, Amazon X-Ray, Amazon CodeCommit, Amazon
CodePipeline, Amazon CodeBuild, 1 Amazon CodeDeploy 2RSS R BH A #h 78 & BYS2ER
FINPRSSEB ] LI N T AN 3542 50 (C1/CD) M2,

ERPERERERTEREF R EGARNESMMEITELN. BIEN#tE (TeRFiER
Bohtbsy) , LUREEREZM 6.2 THER, XEHE Lambda REHIHD. X S 2SMIAHI B 1%
FEENACRDIESE, WNSRINE FARERFIhAES SFIEHIRY I S =FHL CloudFormation #EiRaY L5
#hz=FH Config #LMI,
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https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://aws.amazon.com/codestar/
https://aws.amazon.com/xray/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
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IS =FHE Marketplace RIEIRHARIRFZ, 90 SonarQube 3¢ Snyk, LUBEREREZ K 6.2.4

PR FIRGE RS RENER, &R LUEER Amazon CodeGuru RGBSR ES Z&Ma#, H
RS HIEMRTRR 2 DT EFRVEERAEXAIBUH R

6.3.1 Z&iEH

BERAREI—MRNRERENRE, FAMARNE2RASENKRER, Amazon

Inspector @B—IMB ML LITLARS, BBITREHET IEHSHE FNNARFNR2M

MEMME, AILUDBNEIRFIBTEN, Amazon Elastic Container Registry (ECR)IR R &I

Ihee (image scanning) , #EIRANBRHREFNRERE, TIAERE RHREAE
(security bulletins) , BHEFFEENRZEEMN, EIXAIUTE TS = Marketplace #

#EIR B Rapid7. Qualys # Tenable F{T VIR EAIAR Z BD R BLARR 5 20

6.3.3 XEREHT

BRIETE Amazon Artifact ERY WEBERHL PCl RERER S HIRAH, SNEFHEMNETE EC2 X
pIFnaes LEENRARNN AREFHITHTIEE, RE TS =R Marketplace B9~ @B A BT
BTN T, ERILUER Systems Manager Patch Manager B ch4P SR B4 T REFH IS EC2 52

fil, AMS tB] T HIEEEI TS5,
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https://aws.amazon.com/codeguru/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/ecr/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/managed-services/
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6.4 Web FEF#IP

TE] LUER TSR WAF (E9 B Ui AR R 75 23RN G LT Web BOERIESN. &
RE 6.4 BIMRFEFAE, "HMFANRG LEETF Web WM Bahb i RBRRAR" M " R A §EIR
R BolUBE TSR RRHE Web AR B ASERIEERM (Managed Rules for
Amazon Web Application Firewall) 3% LS z=FH% Marketplace FEEMNIARSS Kk B LLE
Ko BRlbzIh, BRLAEREERFIHEINNAREF RARSIHMETAS G EKEER

BRI Web 2R, XMEEEONESFHIT R, FEEHTHENEEEHREEHT.

6.5 TEEIR

TSR aRH Z2INEFERSIRAESMIFE TSR RRE IKFM VPC, LZHREREENRF
M 6.5.1c MEHREHL TERWERNREIFANTFRM T EIEM IAM LEETH eI
ERIRD BILRNIES. EREAUER AMS ARMITIZEH TSR RRE 1R, UBRE
K% 6.5.1. 6.5.3H6.5.4 HERDTAE

RIEERER 6.5, FPRANTHEBEERRMF,
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https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
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BRFEFRT

EREFR TR D ABEBHZF A RIH R ERRBEMLIRMEE, ERAERAEERER TR

R, PIIhETHEHIpREEAER, UREXERIAERIZEXR,

eI LUER IAM mER SRR KA PRI PBRSEF1ERNR, 797 /& PCIDSS,
TR ITEEEREFR 7.2.5 FRS/IMIREN, FITERZINAEREZR8.4EH IDHERE B
BB AIARNZRERRS NI, Erl UERRSITHISEE (service control policies) Hafr I
Sih =B WP EEALRB R EELEN,

T8 SMEREIH R EENITET BRI H A H IR Cognito. Amazon RDS S3EXE
(Amazon RDS identity federation,) . IAM BX&BRs3 (IAM federation services,) « 1AM

Identity Center #1 Amazon Directory Service,

7.2.435REE

TR UAKA AR ERTIERS, AEEEHSMRIENRS, UEEERRT 7THRENR,

AR LAER IAM Access Analyzer IRBIX R ERIRAIIFZAGAR]), XETgEMIp R e M P,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAM.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

Amazon Web Services Payment Card Industry Data Security Standard (PCI DSS) v4.0

1.2. 34REER)

R fER%2AE. ML ACL M IAM B ERREIX EBIRERFR, RATBENNARREFMRSRE
18 RDS #3EEE, LABEBHRA LEIMNER SR IR RIBY AT gEME, B LUER Amazon Secrets Manager
LR MFMHEEIRERESIE, HMREBEENAEFNNAREFKPRER N AR S EMIENATE
FFmizfER.

BRASREHIENSIRELFIPEILE CHEIREES I ZSMMNAE, IAM BIRES AL
(IAM database authentication) VR FFIMKFEEZ RDS #UEE, S LS HELLERD
pUp =N

7.3.3 BRAIE4

TSR RSPEXRNIR, TIERTE IAMIERZ S3 FFHEREL KMS IR, HRIEEREEIT(L

iZ438 (policy evaluation logic.) FEESEIAN"ELERE",
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.Enabling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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EORZF 8

EREFR 8 RNRIN TR EERNAT, BIENAI7E CDE AEREMEIRHRNRMAF, LS

RHEIRM T Access Analyzer. IAM Identity Center. Organizations #1 Secrets Manager &

ARSS, #EBHARR CDE RERFZM 8 HIH D NE. ZERFRIMEMFA)BFEIRR, LRFIR21hI
16y CDE, AEERFE 8.4 M 8.5, SERFM T XM, EEZMERF Hn] EEMIZHY &
7 SR H 3R 1R,

8.2.2 PEafRE, HEEAKA

BRPMXELENETHIMERHE UL SBEENENER TR FHZEIE, FF A LUER
Secrets Manager ReFMEMNNHEZIEIE, ZRSEEHERTE CloudTrail EHITIRERH,

P RIR A s R ENEF AP RENR, SEKNEZLERM MFA, WMTSHERHZRSS
HZmizihin (B35 APIIER) NAERA IAM AT, EATLSHEREE Security Token Service
& BB BR AR PRI

8.2.6 Hlf% 90 KR BRIV PP

BERATIAANRERRERK,, H7E 90 XL EsEMRHEZEREN]. EF A UAEKFFH
BREREIEIRS (credential reports) , UNREESMEERRE, UEEKFHIRBIRIERSE
AKA, ZPEALLSE BaifbHEA Lambda # CloudWatch SRS R e X L F 2 FE
Ko

N2 AR B EEAE], BUORBIHE 90 RAMIBRSERAARERRY IAM IKF . B A] LUKE(E
BISHEEHRRS KX —R, ERAMNIEFEERNEMNEKES, SERATLIBaRE

Directory Service,

37


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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8.2.7 B=F1AIH

ZPEILUER IAM SEBRAYPREE (permission sets) FiGBSiFEHER B ITFIAF T UBE R
OB, LURSIE =S840

8.2.8 =51 [l iEtE Y

B ASRIHEMNEGITSNSIEEE, aJLEH Systems Manager Session Manager %t Systems
Manager RSN RIERHIMITER. FREFEBIINF S HRERHIL S A =R
Managed Microsoft Active Directory AZRB&TE I P TELA_ESRHIHIT 15 DHRIT NS IEERE
Ko BB BEILIHAR LR AR RERIPEFEITIT SR, FUTH 8RR

KEERHRERFIZFE TIEIELIRFSEE, HAEBEXLTRILLERFIITTERRIEEN,

8.3 AFIAMIEHIELR

BEFBREHERE IAM i RSECE (IAM password policy) FSRFEMERAZED 12 NERFKE

HNZED, BEFENHFRIEFERFFR. 900 RRERENI A6, HLEESFR&ZRIM

PMREZEL, FRAILUERERATDHRRHRRS SMX—=, ERMNIZEFERRNSHEK
&, HERT S =R Directory Service, XLERRR AR B FEMHEIFLZKAREBE

Ko

TORERFEBHEE (BFEERRTF IAM. Cognito M S#=FHY Directory Service) ®&
MIFRERERAE I, HEEAXLRSHAREFPREEREM 8.3.2, TR ERHRREIN
£/ 1AM BB —D RHIFE AR KAER, FH(EH Amazon Simple Notification Service
(SNS)EBLBH FE1T Ao

8.3.4 P iR

TS =RHR BIRITH &% BHEIRREIHIT PCI DSS FIRMIZE, IAM RERZHKFAHE. T
HATETE PCI DSS iHESEEINAY IAM AR, FEGIMINEIRHBEERFER 8.3.4 KA HEERK, FF
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
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A LUBT & BRI SRR R IRNIAR, HERRNENE=18 0 REFXTSH =R
% Managed Microsoft AD 117 817 Thak.

8.5.1 ZREFiIAE

TR RS (W0 IAM. Cognito #1 IAM Identity Center) 2HEIZEZRINENEENR
MBI SRR ARERZEREP LT LAHFNRE, HEERFM8.5.1,

IAM RIS T SR ERIEH 6. WEH RS CLI A AP IFREREIHRIT MFA 8K, LURRE
BRFN 8.4 IS BEEHRRELEZFAEHE IAM B EEE AR D BB BT
a. 5B =RH% CLI SiiEX APl BFFEZE MFA,

8.6.2: B A tEYREG El rT FREXET

FRFOILUER Systems Manager Parameter Store 3 Secrets Manager FZEZIBHBMRES, ARG
BN BEFESNERINER, 7FE7E Parameter Store #l Secrets Manager FREYEUREIERI LIERE
F KMS Z35R# 1T,
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BRFF9

TE5H R ERAEMRNYIRRMISH, YIER2BERMAB TS BRI £ IkE IR,
XtF PCI DSS EXR%ER 9.4, FEF ATMISHREHIME R HSERHVEERNYIER 2K

EPE, BRAREFHETIEIDSREANSIENYIERZ 2, 1RYE PCI DSS BREZR 9.5, FF

AEATEERI T DA SRR PERE R RNYIES HSEHNYIELeMER, TR EAREFH.
REFHE K BIENEAYEUEN TS, XEMUETREEATDAE. HURLHZEE,

fi£F3 Outposts #1 SnowFamily I&ERE A ATHARASE 9 TERFAKLIE LRI EHIFEE,
E X EEATFIEREA 5E ML D TR 2 PREM IR LA 7%,
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g;ﬁzkrrk 10

TOBRRHITFSRETRSNREMETEE, UEBHEPBREEEMER, ZEIX—
=, NMIZEEFERRERK S SER S BT B SMIEH S,

10.2 SR I AEIZR

Amazon CloudTrail $2t M T DB =RHEXIE (supported Amazon Web Services Regions)
PRI SEEREARS (Amazon Web services) MIESBEFHEMWS AP ERINERHEIER, G1F
BETSHERR SRR A, TSHERE SDK NI TERITHIRE. XERASESHEE
KEF 10.2.2 FIRA/NMFAER, ATRESHITTISHARERIMGER, HeARkAEEEE
S3 HITREFHEN Do

EFEILUERA CloudWatch i25RH Lambda BR#EMERIER, EREASFERBHENERANBE
1BRIEM, LUCRNEARERFANKSEELRMNEEE), FPERILUE EC2 Rl LR
CloudWatch {38, LAWEEEISMIRGRIEIR, XLEIERTTATIRIRERANBETRIZE
CloudWatch Logs BRE#1THRE., WNRATIE EC2 LHIHY AMIEETARE CloudwWatch R1F, &
PAILBITRE (install) LUREFSMIBEIERIIEE. FIEBEICREKE (logging strategy) ¥
B TFHRREZIERWICRE CloudWatch |,

ERASTAHEERNSNSEERNR RDS LERAIMEEMMFNEITEEIRE, XEHETE Amazon
Aurora (AmazonAurora) MySQL FRERE%&EITINEE (Advanced Auditing) Z%7E Amazon RDS
MySQL Hf£f MariaDB B it#EfF, EFEATME B SR CEMISHPWERITEE, XrIaeaiEE
Amazon Elastic Kubernetes Service (Amazon EKS)REREHIFEmBZE (control plane logs) »

1£ S3 HFEM A HUENZ P NS AMEE CloudTrail #3EEH, LAFKEX S3 hZMERMNREKEIER
HER, NRBA7T S3FHSMILIEE, EXNBEMEE S3 IRZB2HHRAEICR, MUIHEIRK S3 WREK
SEEFI B PIGIERM (authentication failures) o
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-supported-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-supported-regions.html
https://aws.amazon.com/cloudtrail/faqs/#services-and-region-support
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/welcome.html
https://aws.amazon.com/rds/aurora/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Auditing.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/logging-with-S3.html
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10.3 RIFEHEITEE

PR {ERFEARR 1AM SREEPRE S3 # CloudTrail 1518, HERAFREEEREARHRE
THERER. BIMNXMIMARS AT HHEFARRAES. £ on B HARIEAIELMIBRINAER R B EEURE,
FEF B S3 MRPERFIFFHETE S3 FEMPHEITRE, ZINEFER—REAZRIE
EY(WORM)R AR I R

TR PUTE AT AR BO RS LE X R E E B BN TRt IR B . HEF/EHA CloudTrail
f&, TRMHMEAEXHETESEIEINEE (log file integrity validation feature) , B XL TR
BREERE N 10.3.4,

104 BEHITAE

EFEWZETMNTARRATHERSSHMEAITRIER, HRRKIMERER 10411 FrFEHNE
chEE BN, TESHRHFSEHIERIIFPRME THRE (Amazon Prescriptive Guidance) « 3§
AR, AU EFH#E#REHRTRNBERAR, —MIF=ZHER Amazon Athena I
Amazon QuickSight.a]#1{£ Amazon Redshift B3+ HE (visualize Amazon Redshift audit

logs) » TSEh=FHE Marketplace IRIRME T J1# SIEM 3&I (offers several SIEM

options.) o

MNFEREZM10.4.2, BEEMBHMASKAGNEE, FFOILUER Athena EIBRFE S3 H
MEIHREREA S, ErILUER Lambda FEEEHIEM CloudWatch iEE] Amazon
OpenSearch Service, F#f#H Kibana 3 OpenSearch Dashboards 5 E#1 REST API #17a]{}
{¥o GuardDuty #1 Amazon Security Hub e IAEE (A, REBIEGHS, HalLh@dd
CloudWatch Events #1 Lambda SEIRHNEE. ZFFEAILIECE CloudWatch E4R (send
alerts through Amazon SNS) , £ CloudTrail BERIRBIZIARM ~ (EF Y@L Amazon SNS
FRAKIEER,

42


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://aws.amazon.com/prescriptive-guidance/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/visualize-amazon-redshift-audit-logs-using-amazon-athena-and-amazon-quicksight.html?did=pg_card&trk=pg_card
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/visualize-amazon-redshift-audit-logs-using-amazon-athena-and-amazon-quicksight.html?did=pg_card&trk=pg_card
https://aws.amazon.com/marketplace/solutions/security/siem
https://aws.amazon.com/marketplace/solutions/security/siem
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
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105 REHITEE

BFPRfERER S3 EERREHITHERE, HIURREEHR AR (lifecycle policies) ¥
i =B EUETE %R S3 Glacier LIS &4, & Amazon CloudWatch HEFRHE) S3

(Exporting Amazon CloudWatch logs to S3) #RILUEEINE (encryption) fRIFBEEIEH
A LESA MR (prevent or detect changes) » 1SR S3 1EALALRBIE A EHITIRERRIE, AL
M S3 WRMEFKZFF 12 TANREER, RHEIEIICEEMIERBEXHBI21E,

10.6 BHE)[EZ (NTP)

TSR =R 1R Amazon B3jE]EF ARSS (Amazon Time Sync Service) , AL EC2 324l
(setfor EC2 instances) MALE, HHEHMTISHERRRSER, ZRSFERAES XS
FiEZDENFRFSE IR, BidMEE R (INTP)REHINE i FRE (UTC) 2IRIT AR E
EEEIENEINESS &

B BIE D AkSS = BB FAAMNE UTC BIEMIETRY, aJLUEE sEEA#AY 169.254.169.123 IP 3t
U RItEARSS . XEREATEREEINFEEKWIAR, HEUMMLEFRAREMILIEIZR

o

10.7 Critical security control failures

BEPATARAEXBER2IZHMARLHEME XN EEMER, HRERRRCUFRRE
o FRTRIEMERNEREITIRmIN, FREUERTDHLEREE Config SIEEBE XA
(Amazon Config custom rule) , WHHIERFRMNEMES. FTUBIRTIHERIE Config
BE MMM TE (monitor for Amazon resource changes) #iABAXBREEHINER,
HEMEIELLE, WESHE R Config BTLAMA SNS @ (send notifications to an SNS

topic) AKiX&EH.

EIRZ A BT LAERE Amazon f&j B BAFIARSS (Amazon Simple Queue Service 3% Amazon

EventBridge T Sl =il R RLE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://aws.amazon.com/about-aws/whats-new/2017/11/introducing-the-amazon-time-sync-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/set-time.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/monitor-resource-changes.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/eventbridge/
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RETPETUEELZSZIRCZE Security Hub &, FHEM Security Hub }Z R ISIETE i
=AY Config BIRMETE,
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ERFZA 11

BRARE 11 MEREZFRNASEHAE, HelUERSHITSRHRBHARS REBRRARANNE
ZEMANARRESE. Amazon Inspector 2—IHENREFERS, IXFEREZF 11.3.1 1K
&AM, GuardDuty R— MAFHINEICNARS, AIZRFTESEK 11.5; TSH=FHE Config
AT AEE BN PR IEROAR], UREEREZN 11.5.2, BERARHFRMELETIESEHEE, &

BELEEMHREMREAR, HHRRBERERERRIRIRZ,

11.2.1 TLEIEANS

T SRR ERT DR aBHR YIRS, 1O RRHY SRR T &M KBITHI4 &I
SRR ekEM L. TR ARNEFREMISHEHITERLAEARRDE, EFAFENEET
T E#=RH%H CDE #1714,
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11.3 REBFNSMEREIHE

T EB R rIEZERAEER (Amazon Web Services Acceptable Use Policy) $##iR 7 IS5
ZRHE E AR IENTTH, SRENRIENZSHEMMMLEANER, TEBRRREF AL
EAFTERLHENERT, 3/ \ MRS HHT DB RIS HH TR 2IHETEEN
Ho FAEEEMIRARNREIEEERN T HFHETISHRRESEMRNE P ZRFEER

(Amazon Web Services Customer Support Policy for Penetration Testing.) o

B A LAEA Inspector RIRA I EC2 L5, B2sf Lambda HR#FITE TIEREHF BRI,
REERFZM 11.3.1.2, Inspector FEHRMABIAIETE, HEEMNEFPIVRIERFRNEDHTT
o MNREFBZMWKFLEH, Inspector AR A& X E Security Hub LUREEHRMNE. FF
Al A&%E CVE Wik (CVEsite) , &FH Amazon Inspector 133 (Amazon Inspector scan.) H
RME NRAMFZE, CVE NIt AITFEFIREEX CVE IFAER. HMEMURINFEIERE

Eo

TR BRARIRIE Sl & FHERIR I S i 2 RHHRSASH IR
£iHE. WRERSEAT L8 2 FHIRSFAREEE, BRI S =
TR,

P A SREERAER R M S (ASV)#ITINERREEE, UFEERER11.3.2, BRISH
BHR AR ASV BRSS.

11.4 RERFNSMEREE M

E P A LAER Amazon VPC Network Access Analyzer (Network Access Analyzer) RZHRFERE
M 11.4.5 WEERFEFES MK, Network Access Analyzer Bl USIERMEEREEENRAR
fER 7T BMpVIZEMLE, HEZMESEFREREREINFRRS,

11.5.1 ME N 2R
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https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
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MEEXMLE (W1 EC2VPC) B4 IDS AJ LUKFREY OSI 55 2 BYIEiERE. ER 11.5 MERF
FA" NERUAN/SENR A A (1IDS F1/38 IPS)SRAQUAN /G LEMEANR", Hit—FEREE
"CDE 4R UK CDE XERHFRERE, HEMREIINZIREAR",

GuardDuty B—MEAMENARSS , AIFFEISISERUERAMRENITH, URIFENTSHER
KRIKFFMI{EnE. EFAILUEES CDE BRI SHAREMKA REA GuardDuty, LUKRE
E3R 11.5.1, FEFAFRANER 11.5.1 BLE GuardDuty EHHIEEIR, F180 CloudWatch Events

(CloudWatch Events) o Foregenix B9X{BEF (whitepaper from Foregenix) i8R 7 ftt
{i13¢ GuardDuty ;# @& PCI DSS NEHME R AR MHERITE(E,

FFAILUS GuardDuty SEAMARSSASER, LUBIIRENETIEE, BN DEmiik WAF SiEH]
NEAMALZE(HIDS) R 2o

BFEe]LUEIEH VPC FRERE IDS 5 IPS & KM ELLLER, BFRAIURE VPC RERR

(Traffic Mirroring) , ¥ MEEIESRBAIE—THZ N EC2 L LEITHEMILSE. HE, BFH
PURERET ENB IDS 5 IPS fRRA %R, EMEMFES EC2 LHIRN T HE#HITIHR, XE—1RH,
AR P ERETET DN REITELHIZE VPC inm L. TS =FHE Marketplace (Amazon
Web Services Marketplace) igH7T &5 IDS =i, XL MmBE EIEEHMINEE, WNXHTEY
BIERBIBEERIP, LURE EC2 326 L REZ N FFIRMER,

FBMERZERERMERN, ZRMER IP BABERNSREFIE—WNE, LT AVFER
TS =FH% Marketplace FRBIREEIARAAIE SR IDS/IPS & & RIGCERKBIEHAVRE. oI LUER
VPC MR E R B EIZAM IDS/IPS Bhitiight,

47


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
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https://d1.awsstatic.com/certifications/foregenix_amazon_guardduty_security_review_07-2020.pdf
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/mp/scenarios/security/ids/
https://aws.amazon.com/mp/scenarios/security/ids/
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11.5.2 TEIEM

BFR AR AHHEENEERAL DB R RRUREAIFIIRIERAP B AR A HI T E L
MM ER. FPAUERTSH =R CloudFormation (Amazon CloudFormation) ZEEE
KA 5F P E X ERFRFEH CloudFormation %8, TEH =R Config @—IR
5, EEFPREETHE. EiHAIMGETDHERERREE, TR Config RigisiE
MERTESB R RFRE, HFATEFBHbhicROEE SFRERENXL. FFPIERTLL
BT CloudTrail EHEEEER, UWEEEFEENRS (W0S3) WEE,

FELE PCI TYEfAZBY VPC BB A SREXEN, TEWNNGIRSEN, TIHEEH
Marketplace BB T REF=FRSGE, BTRRES EC2 MET RSB EFIEEN
MRt mE,

MREFFAUREERNEZITEE, ERTSHARE Fargate WASRHEFAFTETFEENTER
M, BRRFBE PCl TIEM A Lambda HHSEEZERNMNE, PIaefERA CloudWatch Logs
MEXNER, UENETSHEEHRIKF RAE X B HRRENEE, TIBRRHREE
Lambda X85, BFERBEFTSBHRRLKAIMRIARFEINZEE (Amazon monitors Lambda
code for unauthorized changes) o Lambda B 7EMETE S3 RHEFHFS W EH#ITNE, H
THRBEERSHN, Lambda SHITHINIZRENE,
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/lambda/faqs/
https://aws.amazon.com/lambda/faqs/
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11.6 Z{HTImEAYZEEIEM

ERNENEZNTNELHREEMESQNE, A RTUERIEETE S3 PHYFRSMILEF R 3
fiEtd, FEEIELENEAETHEN.

gjz:kfrk 12

BEPAERIEEIPHERER2BENITI, XEBERMITHIANARR2TEIRHFRPES R AIEINR
(CDE), TFS#=#IH5ARsS%0 Amazon Control Tower, Amazon Detective, flIF Si#d =F}H: Config
IRETHEERI LU EIEMIE, LU TR a8 e,

12.2 RAILUMERRRER AR

TSR AR PR EhIREIE KA P ARN RGeS, R RIUEATSHaRH
Control Tower FE & RSB ITHIRIE R EIEZEEH CDE FHY3MH (manage software deployed) »
Config IEEMNZE R FFIRENET Sl =FH% Config HE LRI LA (blocked applications)
E’\Jﬁbjjo

12.3.1 B ERI ML 4

B ARMATFREFRITIERY 10 MEBRFRPIE—THAITEHIEXR I, HERH PCI
DSS MHLSEERBFEERRSAH N

12.3.2 {EAEHI G EZBE A EXE S 1
EP R ERESERANER T AEHEER, FHRITHEENNES RO
12.3.3 NBFEE SN

KPR LUER Certificate Manager 1 KMS 12 HIEEFERRIERMEREER, UBREEFERNNE
BIREHNNNAER, BRASFEXEFRERRMSEN LT, SEENAIERSEANERA
o MIRBAMEENNERER, TIEEEATERNENEZEZRF, XRFAFEET KMS iR
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https://aws.amazon.com/controltower/
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-blacklisted.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-blacklisted.html
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£ H list-resource-tags APl &if)3§ Certificate Manager BRZSHY list-tags-for-certificate APl Zifta
RIS BIENIENR,

12.5 RFKAHE

F PR LR Systems Manager. Amazon Config #1 Application Discovery fRSS Rz 15447 PC
DSS SERINMARGFAHEE, BET SR Systems Manager A LA A BYIEE SEFIMER
B, FIneT LB EERE R Fo A REE R,

Systems Manager Agent BRIARRERZRNT SH =R LA L, BRI LUER Systems Manager
Inventory UYge EC2 SLBIRVIRIERS(OS). N AFEF ML BITEE,

T SH =R Config AILURMEAMZRRER, ol CLI 3¢ API i, EFPERLUERA CLI
APl K TF S mRHE BIREHI & MEBNERUET IS MRS, UWERNKRSEE RS EHIRE
5,

12.8 B=H RS R4

BEREMEKAHBEEERA LS ZRHZRSRIEZNINNE A ZIHEREM 12.8.2, TEHAERE
Artifact AFREFPIREFRINT SR PCI DSSAOC MIFRERE, LUHETISHERBERE=S
SIRMEENERE 12.8.5

12.9 F=H RS2+

ZERPAUSZETSHERHEE P Y (Amazon Web Services Customer Agreement) 5 1.3 T"1F
D", TEIERHRIRS S (Amazon Web Services Service Terms,) £ 1.14 1"
ERIP" LUK B2FARSER (Privacy Notice) HBY"BATa0AFRIPER "85, USZIFRSEEBNLER
ER9HIA.

12.10 FHH ML

ERTEMRIINEGMAITRIEXEE, IESHsRLLEHMNIEmERE (Amazon
Security Incident Response Guide) AR F1RE T EL B EEHE ZIFR AR L2 EHRIE K]
IOBER, TSR SRREFZERETAMARSS (security tools and services) fFE£AZRRETSERER.
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https://aws.amazon.com/agreement/
https://aws.amazon.com/service-terms/
https://aws.amazon.com/privacy/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/products/security/
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B, PMETES. EPAUEST S =R Elastic Disaster Recovery (Amazon Elastic
Disaster Recovery Service) BRSS, UZIFEHMLNITRIAWSMEMRIEWLSES M, TR IUE
HISEd 2 ER Security Hub, 1EMRIEFEAEA Detective, UZIFEREZF 12.10.5, BF M

M Macie Ki2N{FfE7E CDE 4820 S3 FAEMETAY PAN, LIZHFERF 12.10.7,
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https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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B T RT SH SR SR EHE UERT ISR EREERS, AT RS R &i
4o AR LUBTIFARIIM L RIERANN BREFHNENEG AP RIFESIERIR, MMmEEIER
PCI DSS &#M4BIEST.
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Amazon Web Services Security Assurance Services
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Acronyms

PCIDSS v3.2.1 on Amazon Web Services Compliance Guide
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https://aws.amazon.com/professional-services/security-assurance-services/
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0.pdf
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v3-2-1-to-v4-0-Summary-of-Changes-r1.pdf
https://www.pcisecuritystandards.org/pci_security/glossary
https://www.pcisecuritystandards.org/pci_security/glossary
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Amazon Web Services Compliance - PCI DSS Level 1 FAQs

e Amazon Web Services Security Documentation

Amazon Web Services Cloud Audit Academy

Prowler Open Source security tool

PR

TRER T AEPRIIN—ET DB RRHRS, XERSEESEENTTUENEFARESM
PCIDSS Z3K, RPBERXLERSZHRLUKR EN5HHY PCIDSS BK, TSHERELARE AT
BEHEMRS, USRI SHAEHRaPNEF, ERAERENUTER#ITRIME, &K (a)
XiESE, (b)RRIAFMVITSBREmRSMEE, JRIETBNNBERTRAELE, UK
()RR SR ERH R EHMB AT MBS AR ERAENFRIE. T3 ERH%~ mabk
SHERE"RM, NHEEEABARSERIERIE. FRREFR M,
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/auditor-learning-path/
https://github.com/prowler-cloud/prowler
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T SHEEE BRS

%1F PCI-DSS B3R EZ &R

Security groups 1=l A 1FEIAME A HKEX

RIRHIME R E,

TIHERER 130 L4HNRERLES

Amazon Network Firewall A&7 Amazon
Virtual Private Cloud (Amazon VPC) &I ZHY
EIAFAB = (VPC)IRMBRE. FEERIMSEA
BRNEAE N S BB EARSS

TIHERER 130 L4HNRERLES

Amazon Firewall Manager Y= E 12k
%, AWEIELISHEEE Organizations
FREEFRECEMEIRE KN REFIB A

Ao .

SRFEREZM 1.2.7.b. 1.2.8 MK L LITH
HEMEE

Amazon APl Gateway T2t ERIRS, £
FFAEAREBREMEIE. £, HiP. KT
fR1F API.

FTIFEREZH 1.4, 1.4.1. 142, 1.4.4, B
FHEAENATEMEZEEENEL ST

Amazon Key Management Service (KMS)
I EEERBEN FZRA 100 Z NS =tk
RSZHEIE. BIEMITHIMEZH, .

SIFEREF 3.5, 3.6. 3.7 BEESEE=RM

Amazon Virtual Private Cloud (Amazon
VPC) E&EEE1E B E X R EIMMEE F B shik
DR EIR.

SFFERFN 1.30 1.4, REIXFFABIER
1% (CDE) HYifin)

Amazon Macie #iEZ 2RSS, FEHAVIESFE
] (ML)F0A&E 2 PTHD S & T 58 Bh R P 8RR
.

SFFBEREM 3.2, AERFABIERSEFME
EFRRABIRFIRZ 5
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Amazon CloudHSM it &EBEBTEET FIPS
FIERYRE EEIEAIAIR A, XLEEHH
EFEERN. B HSM LFIRP, EEE
CHEMABE = (VPC)FIETT

SEFERF 3.5, 3.6. 3.7 BEaEkERM

ENINEERAEE

Amazon Config Bt E TR, #HBHEIT. &
AL RIRRVECEM X R, .

FTIFEREFH 2.2, 10.7. 11.5.2 WLLEE
BIBMTERM, WUk 12.5.1 A EER

Amazon Systems Manager 12, B
BhEBEmRERE R, NARIERSAT.
IR RZIRE, URECE Windows 1 Linux
BIERT .

SRERFR22HARREE, 6304 TE
12, 8.2.2#18.2.8 NW&LLIAREE, 10.27
10.3 MIRIERTIER, 1251 R~ FR

Amazon Certificate Manager =] 5 T

B, EEMIMBEQHMIAE SSL/TLS IEH,
UEST S R RSN EZRRIR—
EefEM, .

FTIFERE T 4.2, 12.3.3 BUSBRINZMINEE
=z}

Amazon GuardDuty iR E#HERIHEFN
BRREEXCNER, BERREFFRIPIZEF

GuardDuty 12N FIRERNRIREVEER I Fo

SEFEREF 11.5.1 IAEEN
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Amazon CodeStar, T3 #H=FHE TRHEREZN 6.2 NRENEFL
CodeCommit, I T z=F}H; CodePipeline

T O# =R CodePipeline: ST2fEEMIFLIT
1ARSS, HEBEEMLLRARE, KIRERSE
YR FfE I BRI SR 7o

TSR CodeCommit: €. SEAY
. TeBERAIBIEHRS, HERE Git
7,

TS =R CodeStar: RIEFA—HRETT 4.
SEMAFRE, BRSERENFERATIA
§o

Amazon Inspector BatiREEIERS, 154 | IIFEREM 6.3.1. 11.3.1 iREE
PRI SR TEA PR RIEMN RN
HIMERE,

Amazon WAF Web N Bz ASE, LGNS FTHERE 6.4 B9 Web N HIEFR
155 & B RIPEY Web N AIEFZ RN
HTTP(S)IEXK, .

Amazon Identity and Access Management | ZIFEREH 7. 8 WA AN EIE
(IAM) A FEIEEIER AR ORI SH =R
RHPRRSHMER, SREEBENR, H9
MriBE LA B = A B R AIAR PR,

Parameter Store ZBECIR R 2. NENTF | IIFERFEM 3.4.1. 832 HHEHIERE
fit, BTFEREMEEENEAEE, 7i#
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Amazon Secrets Manager ZEBNEEEANE
AR EE. KRMCRBIEERIE. API
ZEAMHEMENNZEERXNER.

SRFERFN 3.4.1. 832 WHBRIIBER L
il

Amazon CloudTrail 2 SR IKF
RORIE. Sl BRIFFHITANPLET, A
CloudTrail, #&RILUER. #FEmizMIRE
5T S s BRI iR EE XA K P
SEBfo

SRER%EM 10.2. 103 WEHITAETIER

HHR 10
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