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OWASP Top 10 for Agentic Applications 2026
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Filter strengths for prompts

Use a higher filter strength to increase the likelihood of filtering harmful content in a given category.

@ Enable filters for prompts

SIRFMERFNEEANE! e

Insults

\
/.

> fLIE Hate

> {85 Insults

I (@) Prompt Attack filters can detect user inputs attempting to override system instructions.
S ex u a l Such user inputs can resemble system instructions. To ensure that developer defined system prompts are not
affected and user inputs are appropriately filtered, use input tagging to tag user inputs in the input prompt. With

input tagging, the filters will be selectively applied to user inputs and will avoid misclassifying system prompts as
a prompt attack to override the application behavior.

£77 Violence
Filter strengths for responses

Use a higher filter strength to increase the likelihood of filtering harmful content in a given category. These filters evaluate
and override model responses, but don't modify the model behavior.

> Z: él '/fi- ?g M i S C O n d u Ct @) Enable filters for responses

Hate

> IR Prompt Attack

e L — = =
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¥ Denied topic 1: Investment advice

Name

Investment advice

g Can nave up

is topic.

Investment advice refers to inquiries, guidance or recommendations regarding the management or allocation of funds or assets with the goal of generating returns or achieving

specific financial objectives.

‘ Add new phrase
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Add new PII

Pll type

} Personal identification number (PIN)
Is;reopv:de guardrail details Add SenSitiVe inf( e ————
Configure content filters G
< Ik FM MRy Ay resonly bl O
N\ — Add denied toples AWS secret key
I A % 1ﬁ1E| /%\ ( P I I ) Step 4 - optional Pll types (2)

Add word filters — USA Speciﬁc

LX1%1:F' % } B%* L\ S o e = e e model
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/ *A: J# : E=H F E Step 7 ( Email
.0 N t—
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AFEY PII
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UK Unique Taxpayer Reference (UTR)
UK National Insurance Number (NINO)

UK National Health Service Number
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OWASP Top 10 for Agentic Applications 2026
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Amazon Strants Agents SDKFSession{%i®

ﬁ'JLAgentS@%‘kETm“bI]mvocatnon state2#, LEEMcontextiai N\, BiEuserid ;
2 fftoolsHISEIH, @idtool_context.invocation_state()BXtHAgentfZ &2 M context, EiFuser id.

from strands import tool, ToolContext

# Use context=True to receive the ToolContext object
@tool(context=True)
def fetch_personalized_data(query: str, tool_context: ToolContext) -> str:

Fetches data from a user-specific database using the user's ID.
The query parameter is what the LLM generates for the data to fetch.

# 3. Access the user ID from the invocation_state in the tool
user_id = tool_context.invocation_state.get("user_id")

Soh — %2 L — - =]
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{§£F AgentCore Memory 8328 ET3062F

client.create_event(
memory_id=memory.get("id"), # This is the id from create_memory or list_memories
actor_id="User84", # This is the identifier of the actor, could be an agent or end-user.
session_id="0rderSupportSessionl", #lUnique id for a particular request/conversation.
messages=|[
("Hi, I'm having trouble with my order #12345", "USER"),
("I'm sorry to hear that. Let me look up your order.", "ASSISTANT"),
("lookup_order(order_id="12345"')", "TOOL"),
("I see your order was shipped 3 days ago. What specific issue are you experiencing?", "ASSISTANT")
("Actually, before that - I also want to change my email address", "USER"),

(

"Of course! I can help with both. Let's start with updating your email. What's your new email?"
"ASSISTANT",

Ds

("newemail@example.com", "USER"),

("update_customer_email(old="old@example.com', new='newemail@example.com')", "TOOL"),

("Email updated successfully! Now, about your order issue?", "ASSISTANT"),

("The package arrived damaged", "USER™),

AT — P - IRE,
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Identity Provider (OAuth)
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IdP-issued OAuth bearer
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( Amazon
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L (IERVANY))
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OWASP Top 10 for Agentic Applications 2026
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Tool Poisoning Attacks (TPAs)
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