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Cloud powered and MCU run
The Internet of Things (IoT) has revolutionized the way we function—from smart homes 
that brew coffee each morning, to wearable devices that alert doctors about patients’ 
vital signs. The number of connected devices worldwide has far outpaced the human 
population, with an estimated 55.7 billion running everything from factories to consumer 
electronics by 2025, according to IDC. 

Of those billions of IoT devices, 75 percent will be connected to an IoT platform 
so companies can collect, store, and analyze valuable data. And at their core are 
microcontrollers (MCUs) enabling communication with hardware and control of 
peripherals. Secure, cost-effective MCUs from Espressif, plus cloud computing and IoT 
services from Amazon Web Services (AWS), have helped propel the IoT revolution forward.

Built on AWS, Espressif MCUs are feature rich, Wi-Fi and Bluetooth integrated, and 
designed for top performance and interoperability at the edge. 

AWS IoT Core

AWS IoT Analytics

FreeRTOS

AWS IoT Device Manager

AWS IoT SiteWise

AWS IoT Device Defender

AWS IoT Event

AWS IoT 1-Click

AWS IoT Things Graph

Spread IoT across industries with Espressif and AWS

Connectivity

With AWS IoT services 
and FreeRTOS as the 
operating system, you 
can significantly reduce 
engineering efforts and 
accelerate time to market 
for scalable, secure 
connected products.

Voice

ESP32-based modules 
enable voice-controlled 
and voice-integrated 
devices. Alexa Voice 
Service, Amazon Lex, and 
Amazon Polly are ready-
to-integrate services that 
simplify your development 
of voice enablement.

Security

AWS IoT Core provides a 
robust security model to 
ensure secure device-to-
cloud connectivity. Each 
connected device or client 
must have a credential to 
interact with AWS IoT Core.

Control services

Analytics services

Device software
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Connectivity at cloud scale
AWS IoT services provide easy-to-use tools for onboarding, messaging, and managing connected devices at scale. 
Espressif’s ESP32 MCU offers a high-performance, secure, yet low-cost connectivity solution along with FreeRTOS kernel 
and libraries. These two offerings together help customers build and manage connected devices with ease, allowing 
them to focus on their key differentiating features. Furthermore, customers can take advantage of connectivity for 
improving the user experience and extracting meaningful insights. 

Leverage a complete software development kit (SDK) that includes the FreeRTOS kernel plus libraries, and supports 
ESP32-based modules and development boards to help you kickstart application development. Any ESP32-based device 
can connect to AWS IoT Core MQTT service directly through Bluetooth Low Energy (BLE) mobile application gateway or 
AWS IoT Greengrass to bring your devices to the cloud. Once connected to AWS IoT Core, you can utilize AWS IoT Device 
Management, AWS IoT Device Defender, and AWS IoT Analytics services.
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Voice integration for hands-free control
Alexa Voice Service (AVS) Integration with AWS IoT and ESP32-Vaquita-DSPG make it easy to build voice enablement 
into your MCU-based connected devices. AVS offloads the complexity of the Alexa state machine and music services 
integration into the cloud, making it simple for the device firmware. The devices can use the established MQTT channel 
with AWS IoT Core service not only for controlling the device but also for Alexa voice and audio data delivery.

ESP32-Vaquita-DSPG is an Amazon Alexa-certified, two-chip solution with far-field performance that uses between two 
and three microphones for voice-enabled devices. ESP32 acts as a protocol host and DBMD5P provides audio frontend 
algorithms as well as wake-word engine implementation. This reference kit can be used for variety of applications including 
low-power battery operated designs.

Leverage an Espressif SDK that supports the ESP32-Vaquita-DSPG development board so you can develop IoT devices with 
Alexa built in. 

MCU Based Alexa 
Built-in Device

AWS IoT Core Alexa Voice Service

Alexa Voice Service (AVS) Integration with AWS IoT and ESP32-Vaquita-DSPG 
make it easy to build voice enablement into your MCU-based connected devices.



6IOT TO THE CORE

Security and provisioning made easy
AWS IoT Core provides automated configuration and authentication upon a device’s first connection to AWS IoT Core, as 
well as end-to-end encryption throughout all points of connection, so that data is never exchanged between devices and 
AWS IoT Core without proven identity. ESP32 contributes to security of the complete system from the device side through 
a combination of hardware and software features.

Because both the device and AWS service both authenticate each other, each device needs to have a certificate pair 
and unique cryptographic keys programmed in to securely connect to AWS IoT Core. While this would normally increase 
manufacturing complexity, Espressif helps simplify certificate provisioning with:

Espressif provides certificates as a software manifest along with the modules that can be used with AWS IoT 
Core Multi-Account Registration to securely onboard devices.

ESP32-WROOM-32SE module has an integrated 
Microchip ATECC608A secure element (cryptographic 
authenticator) chip. ATECC608A provides a tamper-
resistant secure enclave for storing the private key and it 
can perform the signing-verification operation without 
providing host a direct access to private key. ATECC608A 
(Trust&GO for TLS) comes with a pre-provisioned unique 
private key and certificate pair and the device certificate 
is made available as a software manifest that is provided 
along with the ESP32-WROOM-32SE module. This 
software manifest can be used with AWS IoT Core Multi-
Account Registration to securely onboard devices to AWS.

Espressif module pre-provisioning service is an add-
on option for ESP32-based modules, which come with 
securely pre-provisioned device private key and certificate. 
The private key is generated on the module and never 
leaves it. ESP32’s Secure Boot and Flash Encryption 
features provide a secure storage scheme for the device 
private key. Each pre-provisioned module is enabled with 
these features on the manufacturing line, so that only the 
trusted application can access the device private key.

Software manifest Multi-Account Registration

Customer

AWS IoT Core

ESP32-WROOM-32SE
OR

Pre-provisioned modules

IoT devices
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BISSELL uncovers sweeping wins 
with ESP32 + AWS IoT support

Challenge

BISSELL, a global leader in floorcare, was looking for a cost-effective 
solution that would facilitate connectivity to its vacuum, wash, 
and air-care products while enhancing the user experience and 
maintaining a healthy home. Security and scalability of the system 
were both important selection criteria.

Solution

BISSELL chose the Espressif ESP32 module for its built-in Wi-Fi, 
Bluetooth technology, and AWS IoT support for cloud connectivity. 
Availability of a mature SDK based on FreeRTOS and connectivity libraries 
simplified the product development and maintenance complexity.

Result

By adding connectivity to its vacuum, wash, and air-care devices, 
BISSELL facilitated an engaging, application-driven experience for 
its ecosystem of home cleaning products. The choice of the ESP32 
module and AWS connectivity reduced the time to market for these 
products and delivered a robust, connected product for BISSELL.
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Build 
what’s 
next

With AWS IoT services and Espressif MCUs, 
the IoT combinations are virtually endless. 

Visit the AWS IoT Foundation Series

See Espressif solutions in the AWS Partner Device Catalog 
to get started.

See what’s possible.

https://www.aws.training/Details/Curriculum?id=27289
https://devices.amazonaws.com/search?kw=espressif&page=1
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